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1
METHOD AND SYSTEM FOR USING
EXTENSION HEADERS TO SUPPORT
PROTOCOL STACK MIGRATION

FIELD OF THE INVENTION

This invention relates generally to preserving protocol data
when migrating to a new protocol stack and more particularly
to using extension headers to carry protocol data.

BACKGROUND

Some utility networks, such as RF-based Neighborhood
Area Networks (NANs) used for Advance Metering Infra-
structure (AMI) or Smart Grid communication use a propri-
etary protocol stack and layered or geographic routing. The
nodes of such a network may include utility meters, utility
servers and routers. In some networks, the boundary between
an application that runs on a node in a proprietary network
and a proprietary protocol stack may not be well defined, i.e.,
the application may not be independent of the underlying
protocol stack and may require information from the under-
lying protocol stack in order to process a packet. This lack of
modularity may become a problem when a network with
nodes that use a proprietary protocol stack needs to become IP
(Internet Protocol) compliant. For example, there may be a
problem when an application designed to operate on a non-IP
protocol stack requires information from a lower layer, but
the information is not present in an IP header, or when an
application or other software module at an upper layer pro-
cesses packets received from a lower layer of a proprietary
protocol stack.

One way to allow a non-IP node to communicate in an IP
network is to convert the node to an IP compliant node.
Converting an application which is designed to operate on a
non-IP protocol stack to an IP protocol stack typically
requires changes to the logic of the application, i.e., that the
application is re-developed for the IP protocol stack. This
conversion is likely to be both time consuming and costly.
Another way to allow a non-IP node to communicate in an IP
network is to use tunneling. Tunneling encapsulates a first
protocol within a second protocol to allow a packet formed
using the first protocol to be communicated via a network that
uses the second protocol. However, tunneling requires addi-
tional processing power, additional memory, and additional
headers, which reduces over-the-air efficiency.

Thus, there is a need for a better way of adapting an appli-
cation designed for a non-IP protocol stack to an IP protocol
stack.

SUMMARY

Aspects of the invention allow an application designed for
a non-IP protocol stack to operate with an IP protocol stack
with minimal modification. One aspect of the invention uses
an Internet Protocol, Version 6 (IPv6) packet with an IPv6
header and one or more optional IPv6 extension headers. The
term “TPv6 header” includes the IPv6 header defined in Inter-
net Protocol, Version 6 (IPv6) Specification, RFC 2460
(“RFC 24607), and is commonly referred to as an IPv6 fixed
header. The term “IPv6 extension header” includes the
optional IPv6 extension headers defined in RFC 2460. The
term “non-IP protocol data” as used herein includes data that
is not defined as part of the relevant IP header, e.g., an IPv6
header. Aspects of the invention communicate non-IP proto-
col data, which is needed by the applications by placing it in
one or more extension headers, such as an IPv6 extension
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header. The non-IP protocol data is available for those nodes
that use it, but may be simply passed along by other nodes that
do not use it.

In one aspect of the invention a utility network interfaces
with an IPv6 network. The nodes within the utility network
include utility meters and a collector. The collector commu-
nicates between the utility network and the IPv6 network. The
nodes within the utility network include applications
designed for a non-IP protocol stack that have been minimally
modified to operate with an IPv6 protocol stack. Typically the
modifications include making the applications socket based.
The applications may continue to use non-IP protocol data to
make routing decisions or take other actions within the utility
network since the non-IP protocol data is available in an IPv6
extension header. When a packet is communicated from the
utility network to the IPv6 network, the packet continues to
include the non-IP protocol data in an IPv6 extension header.
Although the nodes in the IPv6 network may not use the
non-IP protocol data, the nodes pass along the non-IP proto-
col data so that the non-IP protocol data is available to the
destination node, which may or may not use the non-IP pro-
tocol data.

By placing the non-IP protocol data in an IPv6 extension
header, the data remains available to the application and thus
allows the application to be reused on an IPv6 stack with
minimal modifications.

These illustrative aspects and features are mentioned not to
limit or define the invention, but to provide examples to aid
understanding of the inventive concepts disclosed in this
application. Other aspects, advantages, and features of the
present invention will become apparent after review of the
entire application.

BRIEF DESCRIPTION OF THE DRAWINGS

These and other features, aspects, and advantages of the
present disclosure are better understood when the following
Detailed Description is read with reference to the accompa-
nying drawings, where:

FIG. 1 is a block diagram illustrating an IPv6 header.

FIG. 2 is a block diagram illustrating an IPv6 extension
header.

FIG. 3 is a block diagram illustrating an exemplary IPv6
packet.

FIG. 4 is a block diagram illustrating an exemplary device
using a non-IP protocol stack.

FIG. 5 is a block diagram illustrating an exemplary device
using an [P protocol stack.

FIG. 6 is a block diagram illustrating an exemplary oper-
ating environment for the device of FIG. 5.

FIG. 7 is a block diagram illustrating an exemplary exten-
sion header.

DETAILED DESCRIPTION

Aspects of the invention support applications that use non-
IP protocol data by placing the non-IP protocol data in an IP
extension header. An IP packet includes an IP or base header
and one or more optional IP extension headers. By placing the
non-IP protocol data in the IP extension header, the data is
available to applications, which allows an application
designed for a non-IP protocol stack to operate on a device
with an IP protocol stack with minimal modifications.

IP and Extension Headers

FIG. 1 illustrates an IP header as defined by RFC 2460. The
header 100 includes a next header field 102, a hop limit field
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104, a source address 106, and a destination address 108. The
next header field indicates the type of header immediately
following the IPv6 header. IPv6 provides for a small number
of extension headers that can follow the IPv6 header, includ-
ing a hop-by-hop extension header and a destination exten-
sion header. The value in the hop limit field is decremented by
1 by each node that forwards the packet. The packet is dis-
carded when the value in the hop limit field is 0. The source
address identifies the originator of the packet and the desti-
nation address identifies the intended recipient of the packet.

FIG. 2 illustrates an IPv6 hop-by-hop extension header.
The extension header 200 includes a next header field 202, a
header length field 204, and an options field 206. The next
header field is similar to the next header field in the header in
that it identifies the type of header immediately following the
hop-by-hop extension header. The header length field indi-
cates the length of the options field. The options field includes
one or more type-length-value (TLV) encoded options. FIG.
2 illustrates a first TLV option 210 and a last TLV option 220.
Each TLV option includes an option type field 212, 222, an
option length field 214, 224, and an option data field 216, 226.
A destination extension header is similar to a hop-by-hop
extension header in that it also includes a next header field, a
header length field, and an options field with one or more TLV
encoded options.

FIG. 3 illustrates an IPv6 packet 300 with an [Pv6 header
100, such as that illustrated in FIG. 1, an IPv6 extension
header 200, such as that illustrated in FIG. 2, and a payload
302. The extension header may be any extension header,
including a hop-by-hop extension header or a destination
extension header. A packet may include multiple extension
headers, although only one extension header is shown in FI1G.
3. If so, then the extension headers immediately follow one
another.

FIG. 4 illustrates the challenges involved in migrating an
application designed for a non-IP protocol stack to an IPv6
protocol stack. In FIG. 4 a device 400 uses a non-IP protocol
stack 410. The device includes one or more applications,
402a, 4025, . . . 402n, in an application layer. The exemplary
protocol stack is below the application layer and includes 3
layers: Layer-1, 416, Layer-2, 414, and Layer-3, 412. Infor-
mation that is available from the lower layers and used by one
or more of the applications is illustrated by the stars in FIG. 4.
For example, application 402¢ may need information from
Layer-3 represented by stars A and C and may need informa-
tion from Layer-2 represented by stars B and D in order to
function correctly.

In this example, only the information represented by star A
would be available from an IPv6 stack. Thus, if application
402a is to operate on a device with an IPv6 stack, the appli-
cation would need to be substantially modified since the
information represented by stars B, C, and D would no longer
be available. To avoid having to substantially modify the
application, aspects of the invention place the non-IP protocol
data into an IPv6 extension header. For purposes of this
example, non-IP protocol data is data that is associated with a
layer below the application layer and that is not defined in the
1Pv6 header. If the non-IP protocol data is placed in an IPv6
extension header, then the modification to the application to
allow it to operate on a device with an IPv6 stack are relatively
minor. Typically the modification relates to changing the
application from a non-socket based application to a socket
based application so that the application uses a socket inter-
face for communicating with the lower layers.

FIG. 5 illustrates the operation of a device 500 that uses an
IPv6 protocol stack 510. The device includes one or more
applications, 502a, 5025, . . . 502z, in an application layer.
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Application 502a is similar to application 402« in FIG. 4 in
that it requires the information illustrated by stars A, B, C, and
D, but it is socket based. The layers of the IPv6 protocol stack
510 are below the application layer and include transport
layer, 512, such as UDP (User Datagram Protocol) or TCP
(Transmission Control Protocol), IPv6 Internet layer, 514,
data link layer, 516, and layer 1, 518. The device creates an
IPv6 packet 520, which includes an IPv6 header 522, an IPv6
hop-by-hop extension header 524, a UDP field 526 and an
application data field 528. In this example, the information
associated with star A is included in the header because the
information can be mapped to the IPv6 header. For example,
the information associated with star A may be the hop limit.
However, the information associated with stars B, C, and D is
included in the hop-by-hop extension header because the
information cannot be mapped to the IPv6 header. In this
manner the information associated with stars B, C, and D will
be available to an application even though the information is
not the type that can be mapped to the header.

Another aspect of the invention may be used in a device
that uses an IPv6 protocol stack to support a first application
that requires non-IP protocol data and a second application
that does not require non-IP protocol data. In this situation,
the two applications co-exist on the same device and use the
same [Pv6 protocol stack. A packet associated with the first
application may include an IPv6 extension header that
includes the non-IP protocol data, whereas a packet associ-
ated with the second application may not need to include an
IPv6 extension header.

Another aspect of the invention may be used by a device to
implement a routing method associated with a non-IP proto-
col stack instead of IP address based routing. In this case, both
IP address based routing and non-IP protocol stack based
routing can co-exist in the network. To support both types of
routing, an IPv6 packet includes a hop-by-hop extension
header that carries the data needed for the non-IP protocol
stack routing.

Exemplary Operating Environment

FIG. 6 illustrates a network, Network 1 600 that includes a
number of nodes, Node 1, Node 2, ... Node n. In one example,
the nodes include utility meters and a collector. The utility
meters include any type of utility endpoint or measuring
device. The collector collects data from the nodes and may or
may not include a utility meter. The collector communicates
with a node that is outside of network 1. In some instances the
collector communicates directly with the destination node for
the data from Network 1, but in other instances the collector
communicates with a node that simply forwards the informa-
tion received from the collector on to another node, so that the
information passes through multiple intervening nodes
before reaching the destination node 620. Each node may
include a processor, a memory device, and a communication
device for communicating with other nodes. Communication
between nodes may be via wireless communication, wired
communication, or any other type of communication.

The processor can be any suitable processing device or
group of devices configured to execute instructions stored in
the memory. Non-limiting examples of the processor can
include a microprocessor, a mixed signal microcontroller, an
application-specific integrated circuit (“ASIC”), a field-pro-
grammable gate array (“FPGA”), or other suitable device.
The memory can be any suitable non-transitory computer-
readable medium for storing computer-executable program
instructions, such as firmware or other operating instructions
for controlling one or more hardware components of a node.
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A non-transitory computer-readable medium may include,
but is not limited to, an electronic, optical, magnetic, or other
storage device capable of providing a processor with com-
puter-readable instructions. Other examples include, but are
not limited to, a memory chip, ROM, RAM, an ASIC, a
configured processor, optical storage, or any other medium
from which a computer processor can read instructions. The
instructions may include processor-specific instructions gen-
erated by a compiler and/or an interpreter from code written
in any suitable computer-programming language.

The nodes within Network 1 may include applications that
require non-IP protocol data. Examples of non-IP protocol
data include, but are not limited to, non-IP address data, such
as a WAN address, routing information, message/fragment
IDs (different from IPv6 fragmentation and re-assembly),
security/encryption types, and TTL (time to live). In one
instance, the applications may have been originally designed
for a non-IP stack and may still require certain non-IP proto-
col data, but may otherwise be capable of running on an IP
protocol stack.

FIG. 6 illustrates that a packet from Node 1 may be routed
to Node 2, then routed to Node n. Node n routes the packet
outside Network 1 to router 610. The packet is then routed to
its destination node 620, through any number of additional
intervening nodes.

The routing within Network 1 may be based, at least in part,
on non-IP protocol data. Node 1 may decide to route the
packet from Node 1 to Node 2 based, atleast in part, on non-IP
protocol data. Similarly, Node 2 may decide to route the
packet from Node 2 to Node n based, at least in part, on non-IP
protocol data. The non-IP routing data used by Node 2 may
differ from the non-IP routing data used by Node 1. The
routing data may include information needed to implement
various routing options, such as persistent routing, quick
routing, or reliable routing. For example, to implement per-
sistent routing, it is necessary to know which nodes are bat-
tery-backed nodes and to use only battery-backed nodes for
routing. To implement link quick routing, it is necessary to
know link quality and to use that information to make routing
decisions. To implement reliable routing, it is necessary to
know a preconfigured short hop length since a packet is
routed through nodes which are not farther away than the
preconfigured short hop length. Node n routes the packet to
router 610, which is outside Network 1. Node n may use
non-IP protocol data and/or IP data in deciding to route the
packet to the router. Router 610 and other nodes between
router 610 and node 620 may route the packet based only on
the IP data.

To allow the nodes within Network 1 to base their routing
decisions on non-IP protocol data, the nodes use packets that
include an IP header and an IP extension header that includes
non-IP protocol data. In one example, the IP extension header
is ahop-by-hop extension header and the non-IP protocol data
includes TTL and a fragment ID. FIG. 7 illustrates two hop-
by-hop options, 700, 710, both of which use a TLV format.
The first option 700 is related to TTL and includes a type field
702 indicating TTL, a length field 704 indicating 1 byte, and
a data field 706 that includes a number of seconds. In this
example, the nodes in Network 1 use the TTL data to deter-
mine when to discard a packet. There is a predetermined
threshold for TTL for Network 1, which is represented by a
number of seconds or milliseconds. Once that threshold is
reached, then the packet is discarded. For the nodes in Net-
work 1, the TTL data overrides the IP hop count data, so that
if the TTL threshold is reached the packet is discarded even if
the hop count is non-zero. Router 610 and other nodes outside
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Network 1 may ignore the TTL data and thus may rely only
upon the IP hop count to determine whether to discard a
packet.

The second option 720 is related to fragmentation and
includes a type field 712 indicating fragmentation, a length
field 714 indicating 2 bytes, and a data field 716 that includes
a fragment ID number. In this example, the applications run-
ning on the nodes in Network 1 use a different message length
than that provided by IP and use the fragment ID numbers to
support the different message length.

According to the IPv6 protocol, each node examines the
hop-by-hop extension header. Since the router 610 and any
intervening nodes may not need the information in the hop-
by-hop extension header, they may ignore the information,
but continue to pass it along. In this manner, the information
is available to the destination node 620. In one example, a
node outside Network 1 ignores the hop-by-hop extension
header when a bit is set. In another example, the router 610
and possibly an intervening node examine the hop-by-hop
extension header and process the data.

Aspects of the invention may be used to provide a trace
route function. For example, each node that handles a packet
may add its address to the hop-by-hop extension header so
that once the packet reaches the destination node, the desti-
nation node can identify the path taken by the packet. This
trace route function can be used regardless of whether other
information in the hop-by-hop extension header is being used
to make routing decisions.

In another example, the destination extension header is
used instead of the hop-by-hop extension header. Unlike the
hop-by-hop extension header, which is examined by each
node, the destination extension header is only examined by
the destination node, in system that is IPv6 compliant. In this
situation, the originating node may include information, such
as routing information, in the destination extension header
that is intended for the destination node. The nodes in Net-
work 1 may make routing decisions based on other informa-
tion, such as information hard coded at the nodes. In this
manner, the routing information provided by the originating
node is sent to the destination node and the routing decisions
within Network 1 are made using non-IP protocol data.

Inan alternative example that is not IP compliant, the nodes
within Network 1 may be designed to examine the destination
extension header even though they are not required to under
the IP protocol. If so, then the non-IP protocol data used to
make routing decisions within Network 1 may be placed in
the destination extension header.

In yet another example, the non-IP protocol data is divided
between multiple extension headers. For example, non-IP
protocol data used to make routing decisions in Network 1
may be placed in the hop-by-hop extension header and non-IP
protocol data related to security may be placed in another
extension header, such as the destination extension header.

Numerous specific details are set forth herein to provide a
thorough understanding of the claimed subject matter. How-
ever, those skilled in the art will understand that the claimed
subject matter may be practiced without these specific details.
In other instances, methods, apparatuses, or systems that
would be known by one of ordinary skill have not been
described in detail so as not to obscure claimed subject matter.
For example, the use of an application in the foregoing
description of the invention is a non-limiting example. The
invention is not limited to an application or to a particular type
of' non-IP protocol stack. The invention is also not limited to
using non-IP protocol data for routing, but may include any
data that is used by the nodes within the network, but is not
provided by the IP protocol stack. Furthermore the invention
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is not limited to the specific examples of [Pv6 and extension
headers used herein and may be used in other versions of IP as
appropriate.

Some portions are presented in terms of symbolic repre-
sentations of operations on data bits or binary digital signals
stored within a computing system memory, such as a com-
puter memory. These representations are examples of tech-
niques used by those of ordinary skill in the data processing
arts to convey the substance of their work to others skilled in
the art. Operations or processing involves physical manipu-
lation of physical quantities. Typically, although not neces-
sarily, such quantities may take the form of electrical or
magnetic signals capable of being stored, transferred, com-
bined, compared or otherwise manipulated. It has proven
convenient at times, principally for reasons of common
usage, to refer to such signals as bits, data, values, elements,
symbols, characters, terms, numbers, numerals, or the like. It
should be understood, however, that all of these and similar
terms are to be associated with appropriate physical quanti-
ties and are merely convenient labels. Unless specifically
stated otherwise, it is appreciated that throughout this speci-
fication discussions utilizing terms such as “processing,”
“computing,” “calculating,” “determining,” and “identify-
ing” or the like refer to actions or processes of a computing
device, such as one or more computers or a similar electronic
computing device or devices, that manipulate or transform
data represented as physical electronic or magnetic quantities
within memories, registers, or other storage devices, trans-
mission devices, or display devices of the computing plat-
form.

The system or systems discussed herein are not limited to
any particular hardware architecture or configuration. A com-
puting device can include any suitable arrangement of com-
ponents that provide a result conditioned on one or more
function calls. Suitable computing devices include multipur-
pose microprocessor-based computer systems accessing
stored software that programs or configures the computing
system from a general-purpose computing apparatus to a
specialized computing apparatus implementing one or more
aspects of the present subject matter. Any suitable program-
ming, scripting, or other type of language or combinations of
languages may be used to implement the teachings contained
herein in software to be used in programming or configuring
a computing device.

The use of “adapted to” or “configured to” herein is meant
as open and inclusive language that does not foreclose devices
adapted to or configured to perform additional tasks or steps.
Additionally, the use of “based on” is meant to be open and
inclusive, in that a process, step, calculation, or other action
“based on” one or more recited conditions or values may, in
practice, be based on additional conditions or values beyond
those recited. Headings, lists, and numbering included herein
are for ease of explanation only and are not meant to be
limiting.

While the present subject matter has been described in
detail with respect to specific aspects thereof, it will be appre-
ciated that those skilled in the art, upon attaining an under-
standing of'the foregoing, may readily produce alterations to,
variations of, and equivalents to such aspects. Accordingly, it
should be understood that the present disclosure has been
presented for purposes of example rather than limitation, and
does not preclude inclusion of such modifications, variations,
and/or additions to the present subject matter as would be
readily apparent to one of ordinary skill in the art.
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What is claimed is:

1. A method for routing, comprising:

at a first node in a first network having a plurality of nodes,

wherein a subset of the plurality of nodes are battery

backed nodes:

receiving a first packet from a transmitting node,
wherein the first packet has a first IP fixed header, a
first hop-by-hop extension header, and a first payload,
wherein the first hop-by-hop extension header
includes non-IP protocol data, including data identi-
fying at least one battery-backed node;

using the data identifying the at least one battery-backed
node received in the first packet to select a second
node in the first network to receive a second packet,
wherein the second node is battery backed;

providing the second packet having a second IP fixed
header, a second hop-by-hop extension header, and a
second payload, wherein the second hop-by-hop
extension header includes second non-IP protocol
data; and

routing the second packet to the second node in the first
network; and

at the second node in the first network:

receiving the second packet from the first node;

providing a third packet having a third IP fixed header, a
third hop-by-hop extension header, and a third pay-
load, wherein the third hop-by-hop extension header
includes third non-IP protocol data; and

routing the third packet to a third node outside the first
network.

2. The method of claim 1, wherein the non-IP protocol data
of'the first hop-by-hop extension header includes information
for routing within the first network using persistent routing.

3. The method of claim 1, wherein the non-IP protocol data
of'the first hop-by-hop extension header includes one or more
of'the following: a non-IP address, a message ID, a fragment
1D, security information, or encryption information.

4. The method of claim 1, wherein the non-IP protocol data
in the first extension header includes a time to live (TTL)
value, and wherein the method further comprises:

at the first node,

confirming that the TTL value has not reached a predeter-

mined threshold prior to routing the second packet to the
second node in the first network.

5. The method of claim 1, wherein the second non-IP
protocol data in the second hop-by-hop extension header is
different than the non-IP protocol data in the first hop-by-hop
extension header.

6. The method of claim 1, wherein the first node adds its
address to the second hop-by-hop extension header and the
second node adds its address to the third hop-by-hop exten-
sion header.

7. A battery-backed device in a network, comprising:

an application layer that includes a first application; and

a plurality of layers below the application layer, wherein

one of the layers below the application layer is an IP
layer,

wherein the device receives a first packet having a first [P

fixed header, a first hop-by-hop extension header, and a
first payload from a transmitting device, wherein the first
hop-by-hop extension header includes non-IP protocol
data, including data identifying at least one battery
backed node in the network, wherein the network
includes a plurality of nodes and only a subset of the
nodes are battery-backed, and wherein the first applica-
tion uses the data identifying the at least one battery
backed node to select a second battery backed device in
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the network and the device generates a second packet
having a second IP fixed header, a second hop-by-hop
extension header, and a second payload and routes the
second packet to the second battery-backed device in the
network.

8. The device of claim 7, wherein the non-IP protocol data
of'the first hop-by-hop extension header includes information
for routing within the network using persistent routing.

9. The device of claim 7, wherein the non-IP protocol data
includes time to live (TTL) data, wherein the device confirms
that the TTL data has not reached a predetermined threshold
prior to routing the second packet to the second battery
backed device in the network.

10. The device of claim 7, wherein the application layer
includes a second application designed for an IP protocol
stack.

11. A method for providing an IP packet, comprising:

receiving, at a second node in a network, a first IP packet

from a first node in the network, wherein the first IP
packet includes a first IP fixed header, a first hop-by-hop
extension header, and a first payload, wherein the first [P
fixed header includes a hop limit value and the first
hop-by-hop extension header includes non-IP protocol
data, including a first time to live (TTL) value;

using at least a portion of the non-IP protocol data to

determine whether the first TTL value has reached a
predetermined threshold, wherein the first TTL value
specifies a number of seconds;
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ifthe first TTL value has reached the predetermined thresh-
old, then overriding the hop limit value and discarding
the first IP packet regardless of the value of the IP hop
limit, or

if the first TTL value has not reached the predetermined

threshold, then using the non-IP protocol data to select a
third node in the network;

providing a second IP packet that includes a second IP

header, a second hop-by-hop extension header, and a
second payload, wherein the second hop-by-hop exten-
sion header includes non-IP protocol data including a
second TTL value; and

transmitting the second IP packet to the third node.

12. The method of claim 11, wherein the non-IP protocol
data from the first hop-by-hop extension header includes
information for routing within the network using at least one
of the following routing options: persistent routing, quick
routing, or reliable routing.

13. The method of claim 11, wherein the non-IP protocol
data of the first hop-by-hop extension header includes one or
more of the following: a non-IP address, a message ID, a
fragment 1D, security information, or encryption informa-
tion.

14. The method of claim 11, wherein providing a second IP
packet further comprises adding an address for the second
node to the second IP extension header.
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