US009483575B2

a2 United States Patent
Gohda et al.

US 9,483,575 B2
*Nov. 1, 2016

(10) Patent No.:
45) Date of Patent:

(54) REPRODUCING A GRAPHICAL USER
INTERFACE DISPLAY
(735)

Inventors: Hidenori Gohda, Osaka (JP);

Masahiko Kosuda, Kanagawa-ken (IP)
(73) INTERNATIONAL BUSINESS
MACHINES CORPORATION,
Armonk, NY (US)

Assignee:

(*) Notice: Subject to any disclaimer, the term of this
patent is extended or adjusted under 35

U.S.C. 154(b) by 1113 days.

This patent is subject to a terminal dis-
claimer.

@
(22)

Appl. No.: 13/426,989

Filed: Mar. 22, 2012

(65) Prior Publication Data

US 2012/0197983 Al Aug. 2, 2012

Related U.S. Application Data

Continuation of application No. 13/151,068, filed on
Jun. 1, 2011.

(63)

(30) Foreign Application Priority Data

Jun. 4, 2010 (IP) oo, 2010-129262
(51) Int. CL
GOGF 15/16
GOGF 17/30
HO4L 29/08
U.S. CL

CPC

(2006.01)
(2006.01)
(2006.01)
(52)
GOGF 17/30902 (2013.01); HO4L 67/02
(2013.01); HO4L 67/2842 (2013.01); HO4L
67/36 (2013.01)

Field of Classification Search
CPC GO6F 17/30902; HO4L 67/2842

(58)

USPC 709/203, 245
See application file for complete search history.

(56) References Cited

U.S. PATENT DOCUMENTS
2005/0122997 Al

2008/0228772 Al*
2009/0044108 Al

6/2005 Bendelac et al.
9/2008 Plamondon
2/2009 Shin et al.

707/10

FOREIGN PATENT DOCUMENTS

Jp 1993-173739 7/1993
Jp 2002-026976 1/2002
(Continued)

OTHER PUBLICATIONS

Nakamura Tomohiro et al, Implementation and Evaluation of Help-
Desk Support System, IEICE Technical Reports, Japan, The Institute
of Electronics, Information and Communication Engineers Infor-
mation,109(450), 1-6, Feb. 25, 2010; English Abstract Only.

(Continued)

Primary Examiner — Derrick Ferris

Assistant Examiner — Farhad Ali

(74) Attorney, Agent, or Firm — Steven L. Nichols;
Fabian VanCott

(57) ABSTRACT

A method for reproducing a graphical user interface display
includes, with a graphical user interface display reproduc-
tion system, extracting data from network traffic being sent
from a server to a first client device, the network traffic
including cacheable files used to create a graphical user
interface display on the first client device, storing the
cacheable file in a trace file associated with the first client
device, and sending the cacheable file to a second client
device in response to a request from the second client
device.

20 Claims, 14 Drawing Sheets

49

ol
GACHEABLE FILE
STORAGE UNIT

*

RESPONSE FILE
EXTRAGTION UNIT

5

CACHEABL EFRE

48

v ~

l CAGHEABLE FILE E
MANAGEMENT UNIT r

RESPONSE FILE

=

TRANSMISSION UNIT

DETERMINATION BMIT

CAPTURE UMIT

y

F




US 9,483,575 B2
Page 2

(56) References Cited OTHER PUBLICATIONS

Nakamura, et al.; “Implementation and Evaluation of Help Desk

FOREIGN PATENT DOCUMENTS Support System”; Life Intelligence and Office Information Systems;

1P 2004-102951 4/2004 The Institute of Electronics, Information Implementation Engineers
JP 2006-092569 4/2006 Technical Report; Mar. 2010; vol. 109 No. 450. (Note: Both NPL
1P 2008-071092 3/2008 documents as reflected in the Common Citation Document 5 IP
P 2008-108047 5/2008 offices website cited in the related JP Application No.
Jp 2009-507454 2/2009 JP20100129262, are in fact the same document, translation is
JP 2009-098897 5/2009 submitted herewith).

Jp 2009-301084 12/2009

Jp 2010-224861 10/2010 * cited by examiner



US 9,483,575 B2

Sheet 1 of 14

Nov. 1, 2016

U.S. Patent

[ 4

¥

LINA JUNLDYO

r

LINGO NOLLYNINY3L3C

LINM NOISSIWSNYHL
T4 ISNOJSY

-t

oy
iy

U4 1GVIHOVYD

¥

LINM ONLLYOS F0OVYL

—F
£y H

LINA 3DVHOLS FOVHL

AINA NOILOVHLXZ

e ——

144

ol IHd ISNOJSTY

ey
89y

LINM ANIWIDYNYIA
I 3719V3IHOVD

1INN 3DVHOLS
Fiid F18YIHOVO




U.S. Patent Nov. 1, 2016 Sheet 2 of 14 US 9,483,575 B2

Start
Y. $401
CAPTURE TRACE OF TRAFFIC  L—
ON NETWORK

3 $402
CACHEABLE FILE ,_/

DETERMINATION PROCESS

CACHEABLE FILE? Yes

v /—"/
No STORE RESPONSE FILE AND
ADDITIONAL INFORMATION
¥ S404
CREATE TRACE FILES SORTED |~
BY CLIENT
4 S405
STORE SORTED TRACE FILES =l

End

FIG. 2



U.S. Patent Nov. 1, 2016 Sheet 3 of 14 US 9,483,575 B2

S411
.

SELECT TRACE FILE

l 8412
EXTRACT TRANSMITTED FILE /'—/

l 5413

TRANSMIT SCREEN IMAGE
SELECT SCREEN

l S414
RECEIVE REQUEST ~
+ S415
.

RETRIEVE HTML FILE

No

RETRIEVAL HAS BEEN
SUCCESSFUL?

Yes
S422
SELECTION PROGESSING /"-'/
OF CACHEABLE FILE
APPROPRIATE FILE?
8417
X S424
SELECT HTML FILE SELECT HTML FILE FROM }—

EXTRACTED FROM TRACE FILE

CACHEABLE FILES

« |
e

¥ 5418
REWRITE HTML FILE -
J S419
TRANSMIT HTML FILE d

FIG. 3



U.S. Patent

Nov. 1, 2016

¢

Sheet 4 of 14

5434

RECEIVE REQUEST

'

8435

RETRIEVE EMBEDDED FILE

ETRIEVAL HAS BEEN

No

ccgsM

Yes

8437

2

No
1S THERE A REQUEST?

»l

h 4

US 9,483,575 B2

SELECTION PROCESSING
OF CACHEABLE FILE

8443

APPROPRIATE FILEY .
y Yes

SELECT EMBEDDED FRLE
EXTRACTED FROM TRACE FILE

CACHEABLE FILES

SELECT EMBEDDED FILE FROM

le

I

i

S439

TRANSMIT EMBEDDED FILE

@ $446
Py

TRANSMIT 404

TRANSMIT 5TATUS CODE ON TRACE

¥

]

"y
%

Y

( End >

FIG. 4




US 9,483,575 B2

Sheet 5 of 14

Nov. 1, 2016

U.S. Patent

oﬂ
K]
. AIILIIIIL 2
et 2 3 ¥ won FEUUUURBRRIIRINNS | { W 1o o 13 ¢ o SUDO——{ )1 B L
\\L
01
A A X
JINN FN1dVD LINP NOISSINSNYYLY]
=y 3114 ISNOASIY |
372 \;L EY
iy ¥
i LINM NOLLOVYIX3
114 ISNOLSIYH
\l.\
o
r
AINA LNFWIDYNYIA
JINM NOLLYNINGAL3A .
LINR ONLLMOS 30Vl T TIEVIHOVYD \L F114 F19VY3IHOVD
mﬂ.k \1\1 rY 8y
&y \\l\lhl..I}
1NN : 1INA 30oVH04S
IOVHOLS FOVHL | 5 LNn T4 FIEYIHOVD
o ot ANINIDVYNYIN 30vHL
D . <— L -
of by 14 6y




U.S. Patent Nov. 1, 2016 Sheet 6 of 14 US 9,483,575 B2

Start

\ 4
READ TRACE FILE YET TO DO
DETERMINATION PROCESSING OF
CACHEABLE FILE

S451

y S452
DETERMINATION PROCESSING OF ,__,/

CACHABLE FILE

CACHEABLE FILE? Yes

/ S456
A 4 /“‘/

No STORE RESPONSE FILE AND
ADDITIONAL INFORMATION

.
a

A4 5454
CLARIFY PLAGE DONE |
DETERMINATION PROCESSING OF

End

FIG. 6



U.S. Patent Nov. 1, 2016 Sheet 7 of 14 US 9,483,575 B2

DETERMINATION PROCESSING
OF CACHABLE FILE

A 5501
CHECK FILE TYPE OF RESPONSE ,-/
FILE

SPECIFIC FILE TYPE?

5504
/"/ Y Z
DETERMINE THAT RESPONSE DETERMINE THAT RESPONSE
FILE IS CACHEABLE FILE FILE IS NOT CACHEABLE FILE

End

FIG. 7



U.S. Patent Nov. 1, 2016 Sheet 8 of 14 US 9,483,575 B2

( SELECTION PROCESSING OF
CACHEABLE FILE

)

A

5511
READ ONE CACHEABLE FILE

1S URt ADDED TO No
CACHABLE FILE CORRESPONDING

TO URI IN TRACE FILEZ

Yes

S513
h 4 r'/

MAKE READ CACHEABLE FILE
SELECTABLE

DETERMINE THAT NO CACHEABLE
FILE IS SELECTABLE

A

End

FIG. 8



U.S. Patent Nov. 1, 2016

( DETERMINATION PROCESSING OF
CACHABLE FILE

A

Sheet 9 of 14 US 9,483,575 B2

CHECK IF FIELD OF RESPONSE
HEADER SATISFIES CONDITION FOR
DETERMINING THAT RESPONSE FILE IS
NOT CACHEABLE

8551

1S CONDITION SATISFIED?

Yes

CHECK IF FIELD OF RESPONSE
HEADER SATISFIES CONDITION FOR
DETERMINING THAT RESPONSE FILE

18 CACHEABLE

8553

IS CONDITION SATISFIED?

No

5555

8556
3

DETERMINE THAT RESPONSE
FILE IS CACHEABLE

DETERMINE THAT RESPONSE
FILE IS NOT CACHEABLE

&

End

FIG. 9



US 9,483,575 B2

Sheet 10 of 14

Nov. 1, 2016

U.S. Patent

0L Ol4
piesh A=Y YN (AR ¥3 vd ¥30 ¥S1L Pian
g8 EA=E £ €13 £3 €d €00 £SL eidn
ciesn CA=ZH S AR <3 ¢d 00 Zsl Zrdn
Liesh WA=14 LA b1l b3 bd 102 iS1 b
osn Aiep patpoy-iset | Bei3 | sendxy | ewbely jjonuod-syorg| dweigeuy 14N




US 9,483,575 B2

Sheet 11 of 14

Nov. 1, 2016

U.S. Patent

dll ©ld

ey

“P0E L MdLLH

" POYPON-ISET BB T UIIBIN-SUON-J| " 8aUIG-PeUIPOIN-H " 1SOH " KI8aoY

iejidflssed 139

AQO8 3DVSS3N

HIAVIH FOVSSIN

ANIT LHVLS

Vil Old

“p0e L HdLLH

“POUPONHISETT 81" " HOIBIN-BUON-J RaLIS-PeLIPOW-4 ISOH jdedoy

gelidfessed 139

TY0E LHdLLH

“"POIPON-1SET “81E(  UDIBIN-OUON-} " SOLIS-PRIPOW-}| 180K 1desoy

“ULefidriesed 130

AGOd 3DVSSIN

d3AVIH IOVSSIAN

3N LYVILS




U.S. Patent Nov. 1, 2016 Sheet 12 of 14 US 9,483,575 B2

( SELECTION PROCESSING OF
CACHABLE FILE

”3
-

3561
READ ONE CACHEABLE FILE

UR! ADDED TO
ACHEABLE FILE CORRESPONDIN
O URIIN TRACE

MNo

- S563
CHECK IF VALUE SATISFIES /
CONDITION WHEN THERE 18
Cache—Control
S564
IS CONDITION SATISFIED? No B>
5565

CHECK IF VALUE SATISFIES |
CONDITION WHEN THERE IS ETag

No

1S CONDITION SATISFIED?

3567
CHECK IF VALUE SATISFIES | ../

CONDITION WHEN THERE IS
Lagt-Modified

4 $568

1S CONDITION SATISFIED? No

FIG. 12



U.S. Patent

Nov. 1, 2016

Sheet 13 of 14

CHECK IF VALUE SATISFIES
CONDITION WHEN THERE IS
i-Modified--Since IN REQUEST

HEADER

8581
L

CHECK IF VALUE SATISFIES
GONDITION WHEN THERE IS
Expires

No

A 4

IS CONDITION SATISFIED?

CHECK IF VALUE OF FIELD
REFERRED TO SATISFIES
CONDITION WHEN THERE 1S Vary

5585

No

IS CONDITION SATISFIED?

$587

v

FINISHED?

5588

MAKE READ CAGHEABLE
FILE SELECTABLE

DETERMINE THAT NO
CACHEABLE FLE IS
SELECTABLE

»”
i

Y
End

FIG. 13

US 9,483,575 B2



U.S. Patent Nov. 1, 2016 Sheet 14 of 14 US 9,483,575 B2

o
CcPU
90¢ i 90d
80b
nd P r~
MAIN MEMORY M/B CHIP DISPLAY
SET MECHANISM
90F t 90e 90
" P, Y g
NETWORK BRIDGE MAGNETIC
INTERFACE CIRCUIT DISK DEVICE
g0i 80h
KEYBOARD/ VOICE
MOUSE “{ MECHANISM
]
Py
FLEXIBLE DISK
DRIVE

FIG. 14



US 9,483,575 B2

1
REPRODUCING A GRAPHICAL USER
INTERFACE DISPLAY

CROSS-REFERENCE TO RELATED
APPLICATIONS

The present application is a continuation of and claimed
priority under 35 U.S.C. §120 to U.S. application Ser. No.
13/151,068, filed Jun. 1, 2011, entitled “REPRODUCING A
GRAPHICAL USER INTERFACE DISPLAY,” which is
incorporated herein by reference in its entirety. In turn, U.S.
application Ser. No. 13/151,068 claims priority pursuant to
35 U.S.C. §119(a) from Japanese Patent Application No.
2010-129262, filed on Jun. 4, 2010, which is incorporated
herein by reference in its entirety.

BACKGROUND

Aspects of the present invention relate in general to
reproducing a graphical user interface display, and more
particularly, to reproducing a graphic user interface display
based on data transmitted over a network between a server
system and a client device. Graphical user interfaces are
used to display content to a user. One type of graphical user
interface is a web page. Web pages are often represented by
Hyper Text Markup Language (HTML). The HTML code
often references several files in order to display the web file.
These files may be for images, text, or other objects. These
sub-files may be cached by proxy servers between the server
providing the web page and the client device viewing the
web page. Additionally, the client device that displays the
web-page may cache some of the files locally.

When a user accesses a web page, the client system
displaying that web page will first determine whether any of
the files have been cached locally or by proxy servers
between the client device and the server providing the web
page. If it is determined that any of these files have been
cached, then it will next determine whether these cache files
are valid. It may be the case that the files have been updated
since they were cached. If the cached files are still valid, then
the client system does not have to wait as long to receive the
file from the server. This reduces traffic on the network.

In many computing applications, a second client device
may wish to view the same web page being viewed by a first
client device. A graphical user interface display reproduction
system may be used to reproduce the image associated with
a graphical user interface display on the first client. This
reproduced image may then be sent to the second client for
display. The graphical user interface display reproduction
system may monitor network traffic between the server
providing the web page and the first client device displaying
the web page. However, the traffic may not include all of the
files needed to create the full web page. This is because some
of the files are cached at various places along the route
between the server and the first client device.

BRIEF SUMMARY

A method for reproducing a graphical user interface
display includes, with a graphical user interface display
reproduction system, extracting data from network traffic
being sent from a server to a first client device, the network
traffic including cacheable files used to create a graphical
user interface display on the first client device, with the
reproduction system, storing the cacheable file in a trace file
associated with the first client device, and with the repro-
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duction system, sending the cacheable file to a second client
device in response to a request from the second client
device.

A computing system used for graphical user interface
image reproduction includes a processor and a memory
communicatively coupled to the processor. The processor is
configured to extract data from network traffic being sent
from a server to a first client device, the network traffic
including cacheable files used to create a graphical user
interface display on the first client device, store the cache-
able file in a trace file associated with the first client device,
and send the cacheable file to a second client device in
response to a request from the second client device.

A computer program product for reproducing a graphical
user interface display includes a computer readable storage
medium having computer readable code embodied there-
with. The computer readable program code includes com-
puter readable program code configured to extract data from
network traffic being sent from a server to a first client
device, the network traffic including cacheable files used to
create a graphical user interface display on the first client
device, computer readable program code configured to store
the cacheable file in a trace file associated with the first client
device, and computer readable program code configured to
send the cacheable file to a second client device in response
to a request from the second client device.

A method for reproducing a graphical user interface
display includes, with a graphical user interface display
reproduction system, extracting data from network traffic
being sent from a server to a first client device, the network
traffic including cacheable files used to create a graphical
user interface display on the first client device, with the
reproduction system, storing the cacheable files in a trace file
associated with the first client device for a particular user at
a particular point in time, and with the reproduction system,
sending at least one of the cacheable files to a second client
device for display of the graphical user interface display on
the second client device, in response to a request for the at
least one of the cacheable files from the second client device.
The request from the second client device is made to the
reproduction system in response to intercepting a response
packet destined for the first client device, the response
packet not including the cacheable file.

BRIEF DESCRIPTION OF THE SEVERAL
VIEWS OF THE DRAWINGS

The accompanying drawings illustrate various embodi-
ments of the principles described herein and are a part of the
specification. The illustrated embodiments are merely
examples and do not limit the scope of the claims.

FIG. 1 is a block diagram showing an illustrative com-
puter system, according to one example of principles
described herein.

FIG. 2 is a flowchart showing an example of cacheable
file storage by a graphical user interface display reproduc-
tion system, according to one example of principles
described herein.

FIG. 3 is a flowchart showing an example of graphical
user interface display reproduction by a graphical user
interface display reproduction system, according to one
example of principles described herein.

FIG. 4 is a flowchart showing an example of graphical
user interface display reproduction by the graphical user
interface display reproduction system, according to one
example of principles described herein.
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FIG. 5 is a block diagram showing an illustrative con-
figuration of a computer system, according to one example
of principles described herein.

FIG. 6 is a flowchart showing an example of cacheable
file storage by the graphical user interface display reproduc-
tion system, according to one example of principles
described herein.

FIG. 7 is a flowchart showing an example of a cacheable
file determination process using simple logic, according to
one example of principles described herein.

FIG. 8 is a flowchart showing an example of a cacheable
file selection process using simple logic, according to one
example of principles described herein.

FIG. 9 is a flowchart showing an example of a cacheable
file determination process using strict logic, according to
one example of principles described herein.

FIG. 10 is a table showing an example of additional
information to be stored with cacheable files as a result of
the cacheable file determination process using strict logic,
according to one example of principles described herein.

FIGS. 11A and 11B are tables showing an example of a
trace to be compared with the additional information stored
as the result of the cacheable file determination process
using strict logic, according to one example of principles
described herein.

FIG. 12 is a flowchart showing an example of a cacheable
file selection process using strict logic, according to one
example of principles described herein.

FIG. 13 is a flowchart showing an example of a cacheable
file selection process using strict logic, according to one
example of principles described herein.

FIG. 14 is a diagram showing a hardware configuration of
a computer to which an embodiment of the present invention
can be applied, according to one example of principles
described herein.

Throughout the drawings, identical reference numbers
designate similar, but not necessarily identical, elements.

DETAILED DESCRIPTION

As mentioned above, in many computing applications, a
second client device may wish to view the same web page
that is being viewed or has been viewed in the past by a first
client device. A graphical user interface display reproduction
system may be used to reproduce the image associated with
a graphical user interface display on the first client. This
reproduced image may then be sent to the second client for
display. The graphical user interface display reproduction
system may monitor network traffic between the server
providing the web page and the first client device displaying
the web page. However, the traffic may not include all of the
sub-files needed to create the full web page. This is because
some of the files are cached at various places along the route
between the server and the first client device.

The data that makes up a web page is often transferred
over the Internet using Hyper Text Transfer Protocol
(HTTP). HTTP defines a validation model and an expiration
model for caching processes. In the case of the validation
model, a client checks the server to determine if a cached file
is valid. If the file is valid, then the server only returns a
response indicating that the file is valid and does not send a
copy of the cached file. However, if the cached file is invalid,
then the server will send a response communication indi-
cating that the cached file is invalid. This response commu-
nication will also include the updated file. This file will be
hereinafter referred to as the response file. In the case of the
expiration model, a cached file will include an expiration
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time. Here, the client does not need to check if a file is
invalid or not. However, when the cached file expires, the
client will have to request the updated file from the server.
Using either model, interception of a single communication
between the client and server will not include all the files
needed to reproduce the web page.

In light of this and other issues, the present specification
discloses methods for intercepting communications between
a client and server and processing the data intercepted from
those communications in a manner that will allow a graphi-
cal user interface display reproduction system to readily
provide a reproduced graphical user interface display such
as a web page. According to certain illustrative examples, a
cacheable file is extracted from network trace. A network
trace refers to an intercepted communication. The cacheable
file is then stored in a storage apparatus.

To reproduce the web page on a second client device, the
graphical user interface display reproduction system can
intercept a response communication. If that communication
does not include all of the files needed to reproduce the
desired display image, then the graphical user interface
display reproduction system can retrieve the needed files
from the storage apparatus. In one example, the graphical
user interface display reproduction system can determine
whether a communication includes a cacheable file by
viewing the HTTP header information associated with that
communication. The HTTP header information is stored
with the cacheable file that is included in the response
communication.

As will be appreciated by one skilled in the art, aspects of
the present invention may be embodied as a system, method
or computer program product. Accordingly, aspects of the
present invention may take the form of an entirely hardware
embodiment, an entirely software embodiment (including
firmware, resident software, micro-code, etc.) or an embodi-
ment combining software and hardware aspects that may all
generally be referred to herein as a “circuit,” “module” or
“system.” Furthermore, aspects of the present invention may
take the form of a computer program product embodied in
one or more computer readable medium(s) having computer
readable program code embodied thereon.

Any combination of one or more computer readable
medium(s) may be utilized. The computer readable medium
may be a computer readable signal medium or a computer
readable storage medium. A computer readable storage
medium may be, for example, but not limited to, an elec-
tronic, magnetic, optical, electromagnetic, infrared, or semi-
conductor system, apparatus, or device, or any suitable
combination of the foregoing. More specific examples (a
non-exhaustive list) of the computer readable storage
medium would include the following: an electrical connec-
tion having one or more wires, a portable computer diskette,
a hard disk, a random access memory (RAM), a read-only
memory (ROM), an erasable programmable read-only
memory (EPROM or Flash memory), an optical fiber, a
portable compact disc read-only memory (CD-ROM), an
optical storage device, a magnetic storage device, or any
suitable combination of the foregoing. In the context of this
document, a computer readable storage medium may be any
tangible medium that can contain, or store a program for use
by or in connection with an instruction execution system,
apparatus, or device.

A computer readable signal medium may include a propa-
gated data signal with computer readable program code
embodied therein, for example, in baseband or as part of a
carrier wave. Such a propagated signal may take any of a
variety of forms, including, but not limited to, electro-
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magnetic, optical, or any suitable combination thereof. A
computer readable signal medium may be any computer
readable medium that is not a computer readable storage
medium and that can communicate, propagate, or transport
a program for use by or in connection with an instruction
execution system, apparatus, or device.

Program code embodied on a computer readable medium
may be transmitted using any appropriate medium, includ-
ing but not limited to wireless, wireline, optical fiber cable,
RF, etc., or any suitable combination of the foregoing.

Computer program code for carrying out operations of the
present invention may be written in an object oriented
programming language such as Java, Smalltalk, C++ or the
like. However, the computer program code for carrying out
operations of the present invention may also be written in
conventional procedural programming languages, such as
the “C” programming language or similar programming
languages. The program code may execute entirely on the
user’s computer, partly on the user’s computer, as a stand-
alone software package, partly on the user’s computer and
partly on a remote computer or entirely on the remote
computer or server. In the latter scenario, the remote com-
puter may be connected to the user’s computer through a
local area network (LAN) or a wide area network (WAN), or
the connection may be made to an external computer (for
example, through the Internet using an Internet Service
Provider).

The present invention is described below with reference
to flowchart illustrations and/or block diagrams of methods,
apparatus (systems) and computer program products accord-
ing to embodiments of the invention. It will be understood
that each block of the flowchart illustrations and/or block
diagrams, and combinations of blocks in the flowchart
illustrations and/or block diagrams, can be implemented by
computer program instructions. These computer program
instructions may be provided to a processor of a general
purpose computer, special purpose computer, or other pro-
grammable data processing apparatus to produce a machine,
such that the instructions, which execute via the processor of
the computer or other programmable data processing appa-
ratus, create means for implementing the functions/acts
specified in the flowchart and/or block diagram block or
blocks.

These computer program instructions may also be stored
in a computer-readable memory that can direct a computer
or other programmable data processing apparatus to function
in a particular manner, such that the instructions stored in the
computer-readable memory produce an article of manufac-
ture including instruction means which implement the func-
tion/act specified in the flowchart and/or block diagram
block or blocks.

The computer program instructions may also be loaded
onto a computer or other programmable data processing
apparatus to cause a series of operational steps to be per-
formed on the computer or other programmable apparatus to
produce a computer implemented process such that the
instructions which execute on the computer or other pro-
grammable apparatus provide steps for implementing the
functions/acts specified in the flowchart and/or block dia-
gram block or blocks.

FIG. 1 is a block diagram showing a configuration
example of a computer system. As shown in FIG. 1, the
computer system includes a web system (10), a first client
(20), a second client (30), and a graphical user interface
display reproduction system (40). Each of these components
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is connected to a network (80) such as the Internet. The
client (20) is connected to the network (80) through a proxy
(70) such as a proxy server.

The web system (10) may be embodied on a server that
provides various services upon request from a web browser
installed on a client device (20). The web system (10) is
monitored by the graphical user interface display reproduc-
tion system (40). The client devices (20) and (30) are
terminal devices to be operated by users. One of the clients,
i.e., the first client (20) is the terminal device used by a
general user to utilize the web system (10). While FIG. 1
shows only one first client (20), multiple clients (20) may be
connected to the network (80). In such a case, the first client
(20) refers to one of those multiple client devices. Through-
out this specification, the term user indicates a user that
operates one of the first client devices (20). The second
client device refers to a terminal device that is used to
reproduce an image that is being displayed on the first client
device (20). For example, the second device (30) may
reproduce an web page that is being displayed on the client
device (20).

The graphical user interface display reproduction system
(40) performs the process of reproducing an image from a
graphical user interface display such as a web page. Accord-
ing to one illustrative example, a cacheable file is extracted
from a network trace that is being captured. The extracted
cacheable file is then stored in a storage unit. If the trace
does not include a part of the image to be displayed by the
first client (20), the stored cacheable files are used to
reproduce the display image. In the following description, a
display image is reproduced in response to a display image
reproduction request from the second client device (30). The
reproduced display image is then sent to the second client
device (30) for display. However, the graphical user inter-
face display reproduction system 40 may reproduce a dis-
play image in response to a reproduction request from its
own user interface and display that image on its own display.

As shown in FIG. 1, the graphical user interface display
reproduction system (40) includes a capture unit (41), a
cacheable file determination unit (42), a trace sorting unit
(43), a trace storage unit (44), a response file extraction unit
(46), a response file transmission unit (47), a cacheable file
management unit (48), and a cacheable file storage unit (49).
The capture unit (41), cacheable file determination unit (42),
trace sorting unit (43), response file extraction unit (46),
response file transmission unit (47) and cacheable file man-
agement unit (48) are realized by a CPU 90q (see FIG. 14)
that reads programs from a non-volatile memory device 90g
(see FIG. 14) into a main memory 90c¢ (see FIG. 14) for
execution. The trace storage unit (44) and the cacheable file
storage unit (49) may be realized by a non-volatile memory
device 90g (see FIG. 14).

The capture unit (41) captures a network trace from traffic
on the network (80). This trace may be captured by a mirror
port or network tap connection. The cacheable file determi-
nation unit (42) then analyzes an HTTP response packet
(hereinafter referred to as the “response packet”) in the
capture trace and determines whether there is a response file
included in the response packet that is cacheable. When
determining that the response file is cacheable, the cacheable
file determination unit (42) extracts a response header and
the response file from the response packet. The cacheable
file determination unit (42) then sends the response header
and the response file to the cacheable file management unit
(48). Throughout this specification, a message header of the
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response packet is referred to as the “response header”. The
response header may include a general header and an entity
header defined as by HTTP.

The trace sorting unit (43) sorts the capture traces accord-
ing to the destination client of those traces. The trace sorting
unit (43) may create multiple trace files, one for each
destination client. Here, the trace files may be created
continuously while the capture unit (41) is capturing the
traces. Additionally or alternatively, the trace files may be
created in pull fashion by selecting a particular client device
(20) on which a display image has been displayed. The trace
storage unit (44) stores the multiple trace files created by the
trace sorting unit (43).

The response file extraction unit (46) extracts an HTTP
request packet (hereinafter referred to as the ‘“request
packet”) and the response packet from the trace file stored in
the trace storage unit 44, and holds the extracted packets.
Then, the response file extraction unit (46) extracts the
response file sent to the browser of the client device (20)
from the response packet. The response file extraction unit
(46) also performs the process of specifying a display image
displayed on the client device 20 by the user.

When the response file requested by the second client
device (30) is extracted by the response file extraction unit
(46), the response file transmission unit (47) transmits the
extracted response file to the client device (30). However,
when the response file requested by the client device (30) is
not extracted by the response file extraction unit (46) and a
status code in the response packet held by the response file
extraction unit (46) is “304 (Not Modified)”, the response
file transmission unit (47) selects an appropriate cacheable
file from the cacheable file storage unit (49) through the
cacheable file management unit (48), and transmits the
selected cacheable file as a response file to the client device
(30). In this event, the response file transmission unit (47)
also performs a rewrite process of rewriting a portion of the
response file referring to a URL (Uniform Resource Locator)
in the web system (10) to refer to the graphical user interface
display reproduction system (40). The response header in the
response packet to be transmitted by the response file
transmission unit (47) should include a “Cache-Control:
no-cache” line to prevent unintentional caching of files by
the browser of the second client device (30).

The cacheable file management unit (48) stores, in the
cacheable file storage unit (49), the body of the response file
received from the cacheable file determination unit (42)
together with any additional information in the response
header also received from the cacheable file determination
unit (42). The cacheable file management unit (48) also
selects from the cacheable file storage unit (49), a cacheable
file to be transmitted as a response file upon request from the
response file transmission unit (47). The cacheable file
storage unit (49) stores the cacheable file together with the
additional information.

FIG. 2 is a flowchart showing an example of cacheable
file storage by the graphical user interface display reproduc-
tion system (40). According to certain illustrative examples,
the capture unit (41) first captures (S401) a trace of traffic on
the network (80). Here, the trace may be captured by using
a mirror port serving as a switch on the network (80) or by
inserting a tap into the network (80). Next, the cacheable file
determination unit (42) performs a cacheable file determi-
nation process of analyzing (Step 402) a response packet in
the captured trace to determine whether a response file
included in the response packet is cacheable.

The cacheable file determination unit (42) then deter-
mines (S403) whether the result of the cacheable file deter-
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mination process shows that the response file is cacheable.
If it is determined (S403, NO) that the response file is not
cacheable, then the cacheable file determination unit (42)
hands over the control without any processing to the trace
sorting unit (43). Because multiple sets of data transmissions
to multiple client devices are mixed into a single trace, the
trace sorting unit (43) creates (S404) trace files sorted
according to destination client device. Each trace file
includes data received through traces that are destined for a
particular client device (20). Then, the trace files are stored
(S405) in the trace storage unit 44.

If it is determined (S403, YES) that the response file is
indeed cacheable, then the cacheable file determination unit
(42) extracts the response file and a response header from the
response packet in the trace. The cacheable file determina-
tion unit then stores (S406) in the body of the response file
and additional information associated with that body in the
cacheable file storage unit (49).

Specifically, the cacheable file determination unit (42)
sends the extracted response file and response header to the
cacheable file management unit (48). Then, the cacheable
file management unit (48) retrieves relevant additional infor-
mation from the response header. The cacheable file man-
agement unit (48) then stores the cacheable file body and the
additional information in the cacheable file storage unit (49).
Alternatively, a configuration may be adopted in which the
cacheable file determination unit (42) extracts the response
file and relevant additional information in the response
header from the response packet in the trace and sends them
to the cacheable file management unit (48). Then, the
cacheable file management unit (48) stores such information
in the cacheable file storage unit (49). Thereafter, the cache-
able file determination unit (42) hands control to the trace
sorting unit (43).

FIGS. 3 and 4 are flowcharts showing an example of
display image reproduction by the graphical user interface
display reproduction system (40). According to certain illus-
trative examples, the response file extraction unit (46) first
selects (Step 411) a trace file from the trace storage unit (44).
The trace file is to be used to reproduce the graphical user
interface image. Specifically, the response file extraction
unit (46) receives information from the client device (30)
that indicates that a certain user wishes to reproduce a
graphical user interface display as displayed at a particular
point in time. The response file extraction unit (46) then
reads the appropriate portion of the trace file for the client
device (20) corresponding to that particular point in time. In
this example, the traces are managed for a term that extends
from the time a user logs into the web system (10) to the time
the user logs out of that web system (10). Accordingly, a
portion of the trace file corresponding to a particular point in
time includes only a trace related to an operation by one user.

Next, the response file extraction unit (46) extracts (Step
412) the response file transmitted to the browser of the client
device (20) from the selected trace file. In this case, a request
packet and a response packet may be extracted from the
trace file. Furthermore, a response file may be extracted
from the response packet. The response file mentioned here
includes a Hyper Text Markup Language (HTML) file
corresponding to a graphical user interface display and an
embedded file that is embedded in the HTML file.

As described above, the trace file includes multiple
graphical user interface displays obtained by a series of
operations initiated by the user of the client device (20). The
response file extraction unit (46) generates a graphical user
interface select screen for selecting which one of the mul-
tiple graphical user interface displays is to be reproduced,
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and transmits (Step 413) the graphical user interface display
select screen to the browser of the client device (30).

Thus, the graphical user interface display select screen is
displayed on the browser of the client device (30). Here, the
graphical user interface display select screen includes a list
of HTML files corresponding to the graphical user interface
displays that are displayed by the user performing the series
of operations. Therefore, a specific user who wishes to
reproduce a graphical user interface display selects an
HTML file corresponding to the graphical user interface
display that he or she wishes to reproduce from among the
HTML files included in the list.

The browser of the client device (30) then transmits a
request for the selected HTML file to the graphical user
interface display reproduction system (40). The response file
transmission unit (47) of the graphical user interface display
reproduction system (40) receives (Step 414) the HTML file
request. Then, the response file transmission unit (47)
retrieves (Step 415) the HTML file that is being requested
from among the response files extracted by the response file
extraction unit (46) and determines (Step 416) whether the
retrieval is successful.

When the retrieval is successful (Step 416, YES), i.e.,
when the target HTML file is included in the response files
extracted by the response file extraction unit (46), the
response file transmission unit (47) selects (Step 417) the
HTML file. Then, the response file transmission unit (47)
performs a rewrite process of rewriting (Step 418) the
HTML file. During the rewrite process, if a portion of the
HTML file referring to a Uniform Resource Locator (URL)
is retrieved, and if the reference destination is the web
system (10), then that portion of the HTML file is rewritten
to refer to the graphical user interface display reproduction
system (40). Thereafter, the response file transmission unit
(47) transmits (Step 419) the rewritten HTML file to the
client device (30).

If the retrieval is not successful (Step 416, NO), i.e., when
the target HTML file is not included in the response files
extracted by the response file extraction unit (46), then the
response file transmission unit (47) determines (Step 421)
whether the response packet corresponding to the request
packet requesting the target HTML file among the request
packets held by the response file extraction unit (46)
includes the status code “304 (Not Modified)”.

If it is determined that the response packet includes (Step
421, YES) the status code “304 (Not Modified)”, then the
response file transmission unit (47) hands control to the
cacheable file management unit (48). The cacheable file
management unit (48) performs a cacheable file selection
process of selecting (Step 422) an appropriate cacheable file
from among the cacheable files stored in the cacheable file
storage unit (49). In the cacheable file selection process, it is
determined whether a predetermined condition for determin-
ing that the cacheable file is suitable to be used for repro-
ducing a graphical user interface display is satisfied.

Subsequently, the response file transmission unit (47)
determines (Step 423) whether information indicating that
there is an appropriate cacheable file has been returned by
the cacheable file management unit (48). If it is determined
(Step 423, YES) that the information indicating that there is
an appropriate cacheable file has been returned, then the
response file transmission unit (47) selects (Step 424) the
HTML file that is the cacheable file determined to be
appropriate by the cacheable file management unit (48).
Then, the response file transmission unit (47) performs a
rewrite process of rewriting (Step 418) the HTML file and
the process continues from there. The transmitted HTML file
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is displayed on the browser of the client device (30). Then,
the browser of the client device (30) transmits an embedded
file request to the graphical user interface display reproduc-
tion system (40) based on a URL reference embedded in the
HTML file.

As shown in FIG. 4, the response file transmission unit
(47) in the graphical user interface display reproduction
system (40) receives (Step 434) the embedded file request.

Then, the response file transmission unit (47) retrieves
(Step 435) the embedded file that is being requested from
among the response files extracted by the response file
extraction unit (46) and determines (Step 436) whether the
retrieval is successful.

If the retrieval is successful (Step 436, YES), i.e., when
the target embedded file is included in the response files
extracted by the response file extraction unit (46), then the
response file transmission unit (47) selects (Step 437) the
embedded file. Then, the response file transmission unit (47)
transmits (Step 439) the embedded file to the client device
30).

If the retrieval is not successful (Step 436, NO), i.e., when
the target embedded file is not included in the response files
extracted by the response file extraction unit (46), then the
response file transmission unit (47) determines (Step 440)
whether there is a response packet corresponding to the
request packet requesting the target embedded file among
the request packets held by the response file extraction unit
(46). Such determination is made because the request packet
may not exist in the trace in the first place such as in the case
of the expiration model. When it is determined (Step 440,
NO) that there is no request packet requesting the target
embedded file, then the processing proceeds directly to Step
442. If it is determined (Step 440, YES) that there is the
request packet requesting the target embedded file, then it is
determined (Step 441) whether the response packet corre-
sponding to the request packet includes the status code “304
(Not Modified)”.

If it is determined (Step 441, YES) that the response
packet includes the status code “304 (Not Modified)” or if it
is determined that the request packet does not exist in Step
440, then the response file transmission unit (47) hands
control to the cacheable file management unit (48). The
cacheable file management unit (48) performs a cacheable
file selection process of selecting (Step 422) an appropriate
cacheable file from among the cacheable files stored in the
cacheable file storage unit (49).

Subsequently, the response file transmission unit (47)
determines (Step 443) whether information indicating that
there is an appropriate cacheable file has been returned from
the cacheable file management unit (48). If it is determined
(Step 443, YES) that the information indicating that there is
an appropriate cacheable file that has been returned, the
response file transmission unit (47) selects (Step 444) the
embedded file that is the cacheable file determined to be
appropriate by the cacheable file management unit (48).
Then, the response file transmission unit (47) transmits (Step
439) the embedded file to the client device (30).

Thus, the embedded file is received by the browser of the
client device (30). When the embedded file is embedded in
the HTML file by the browser function, the same graphical
user interface display as that displayed on the client device
(20) is displayed. Thus, the graphical user interface display
reproduction for one graphical user interface display is
completed.

As the case where it is determined in Step 421 or 441 that
the response packet does not include the status code “304
(Not Modified)”, it is possible that neither a “200 (OK)” nor
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a “304 (Not Modified)” code is recorded in the trace due to
occurrence of an error in the web system (10). In such a case,
the response file transmission unit (47) transmits a response
packet (with no HTML file) to the browser of the client
device (30) in which the same status code as that recorded
in the trace is set (Step 445).

Alternatively, where it is determined in Step 421 or 441
that the response packet does not include the status code
“304 (Not Modified)”, it is possible that although the web
system (10) is properly operating, the file cannot be correctly
retrieved due to packet loss caused by an error in the
graphical user interface display reproduction system (40).

When it is determined in Step 423 or 443 that the
information indicating that there is an appropriate cacheable
file has not been returned, the response file transmission unit
(47) transmits (Step 446) a response packet including a
status code “404 (Not Found)” to the client device (30) and
then terminates the processing. As a result, a graphical user
interface that includes a portion without a found cacheable
file is left blank on the display when displayed by the
browser of the second client device (30). Technically, the
graphical user interface display reproduction has not been
properly performed. Still, the graphical user interface dis-
play is effective when the user wishes to check how the
graphical user interface display looks even though it is
incomplete.

Alternatively, when it is determined in Step 423 or 443
that the information indicating that there is an appropriate
cacheable file that has not been returned, the response file
transmission unit (47) may transmit an error message to the
browser of the client device (30) that indicates that “proper
graphical user interface display reproduction cannot be
executed due to lack of files required for graphical user
interface display reproduction™. This is effective when the
user wishes to strictly confirm that the graphical user inter-
face display reproduction has not been successful.

FIG. 5 is a block diagram showing an example of a
computer system embodying principles described herein.
According to certain illustrative examples, the computer
system includes a web system (10), a first client device (20),
a second client device (30), and a graphical user interface
display reproduction system (40). These components are
connected to a network (80) such as the Internet. The first
client device (20) is connected to the network (80) through
a proxy (70) such as a proxy server. The web system (10)
and the client devices 20) and (30) are the same as those
described in FIG. 1. Thus, a description thereof will not be
given.

The graphical user interface display reproduction system
(40) performs processing for reproducing a graphical user
interface display for display on the second client device (30).
The graphical user interface displayed is one that has been
displayed on the first client device (20) to a particular user
at a particular point in time. A cacheable file is extracted at
an appropriate timing from a captured trace which has been
stored. The extracted cacheable file is then stored in a
storage device. When the trace does not include a part of the
graphical user interface display displayed by the particular
user at the particular point in time, then the stored cacheable
file can be used to reproduce the graphical user interface
display. In the following description, a graphical user inter-
face display is reproduced upon a reproduction request from
the second client device (30), and the reproduced graphical
user interface display is output to the client device (30).
However, the graphical user interface display reproduction
system (40) may reproduce a graphical user interface display
upon graphical user interface display reproduction request
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from its own user interface, and display the reproduced
graphical user interface display on its own display device.

The graphical user interface display reproduction system
(40) includes a capture unit (41), a cacheable file determi-
nation unit (42), a trace sorting unit (43), a trace storage unit
(44), a trace management unit (45), a response file extraction
unit (46), a response file transmission unit (47), a cacheable
file management unit (48), and a cacheable file storage unit
(49).

The capture unit (41) captures a trace of network traffic
from the network (80). The trace sorting unit (43) sorts the
traces captured from the network according to destination
client device to create multiple trace files. The trace files
may be created continuously while the capture unit (41) is
capturing the traces.

The trace storage unit (44) stores the multiple trace files
created by the trace sorting unit (43). The trace management
unit (45) manages a portion of the trace file stored in the
trace storage unit (44) to the point where the determination
process by the cacheable file determination unit (42) has
been performed. Also, the trace management unit (45) reads,
at an appropriate timing, a trace yet to be subjected to the
determination process by the cacheable file determination
unit (42).

The cacheable file determination unit (42) analyzes a
response packet in the trace read by the trace management
unit (45). The cacheable file determination unit (42) then
determines whether a response file included in the response
packet is cacheable. If the response file is cacheable, then the
cacheable file determination unit (42) extracts a response
header and the response file from the response packet. The
response header and the response file are then sent to the
cacheable file management unit (48). The response file
extraction unit (46), the response file transmission unit (47),
the cacheable file management unit (48) and the cacheable
file storage unit (49) are the same as those in FIG. 1. Thus
description thereof is omitted here.

In this example, a general user is utilizing the web system
(10) by connecting to the web system (10) through the
network (80) using the browser of the client device (20). In
this state, the capture unit (41) captures a trace of network
traffic from the network (80). Because a trace may include
communication to multiple client devices (20), the trace
sorting unit (43) creates trace files sorted according to
destination client devices (20). Then, sorted trace files are
stored in the trace storage unit (44).

The graphical user interface display reproduction system
(40) stores cacheable files by a batch process at the appro-
priate timing. Note that examples of the appropriate timing
include the timing at which the use of the graphical user
interface display reproduction system (40) is started. Spe-
cifically, a user of the graphical user interface display
reproduction system (40) may manually start the batch
process at the point in time when the use of the graphical
user interface display reproduction system (40) is started.
Alternatively, if the continuous operation of the graphical
user interface display reproduction system (40) increases the
number of traces, a new batch process may be started every
night. In this case, the batch process may be executed by
automatically starting the graphical user interface display
reproduction system (40) at a certain time every night.

FIG. 6 is a flowchart showing an example of cacheable
file storage performed by the graphical user interface display
reproduction system (40). The operations in this flowchart
are started by starting the batch process described above.
According to certain illustrative examples, the trace man-
agement unit (45) first sequentially reads (Step 451), from
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the trace storage unit (44), traces that are yet to be subjected
to the determination process by the cacheable file determi-
nation unit (42).

The cacheable file determination unit (42) performs (Step
452) a cacheable file determination process of analyzing a
response packet in the trace to determine whether a response
file included in the response packet is cacheable. The
process of determining whether a file is cacheable or not will
be described in more detail below.

The cacheable file determination unit (42) then deter-
mines (Step 453) whether the result of the cacheable file
determination process indicates that the response file is
cacheable. If it is determined (Step 453, NO) that the
response file is not cacheable, then the cacheable file deter-
mination unit (42) returns control to the trace management
unit (45). The trace management unit (45) then makes (Step
454) a portion of the trace subject to the determination
process identifiable to the cacheable file determination unit
(42) so that the processing can be continued in the next batch
process. For example, it may be recorded that the processing
has been completed up to a particular portion of the captured
trace.

If it is determined (Step 453, YES) that the response file
is cacheable, then the cacheable file determination unit (42)
extracts the response file and a response header from the
response packet in the trace. The body of the response file
and additional information in the response header are then
stored (Step 456) in the cacheable file storage unit (49) by
the cacheable file management unit (48).

Specifically, the cacheable file determination unit (42)
sends the extracted response file and response header to the
cacheable file management unit (48). Then, the cacheable
file management unit (48) retrieves relevant additional infor-
mation from the response header and stores the body of the
cacheable file and the additional information in the cache-
able file storage unit (49). Alternatively, a configuration may
be adopted in which the cacheable file determination unit
(42) extracts the response file and relevant additional infor-
mation in the response header from the response packet and
sends them to the cacheable file management unit (48).
Then, the cacheable file management unit (48) stores such
information in the cacheable file storage unit (49).

The cacheable file determination unit (42) then returns the
control to the trace management unit (45). The trace man-
agement unit (45) then makes (Step 454) a portion of the
trace subject to the determination process identifiable to the
cacheable file determination unit (42) so that the processing
can be continued in the next batch process. For example, it
may be recorded that the processing has been completed up
to a particular portion of the captured trace. The operations
of the graphical user interface display reproduction system
(40) for reproducing the graphical user interface display are
the same as those described in the flowcharts shown in
FIGS. 3 and 4. Thus, a description thereof is omitted.

The following will describe the process of determining
whether an extracted file is cacheable. There is a simple
logic and a strict logic for the cacheable file determination
process and the cacheable file selection process. In one type
of web system (10), a cacheable file can only be added or
deleted. However, a cacheable file is not updated and the
cacheable file is guaranteed to be shared by all users. Here,
version control of the cacheable file is not required and there
is only one cacheable file indicated by the same URI
(Uniform Resource Identifier). In such a case, the simple
logic will suffice.

However, there is a case in which the cacheable file can
be not only be added or deleted but also updated. In this case,
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the contents of the cacheable file can vary according to the
user. Here, there are multiple versions of cacheable files that
vary according to time. The multiple cacheable files are
indicated by the same URI may vary according to the user.
In such a case, the strict logic can be used. The simple logic
of the cacheable file determination process will be described
first.

FIG. 7 is a flowchart showing a cacheable file determi-
nation process in this case of using simple logic. First, the
cacheable file determination unit (42) checks (Step 501) the
file type of a response file. The cacheable file determination
unit (42) then determines (Step 502) whether the file type of
the response file matches a specific file type. Since the file
type of the cacheable response file is a style sheet (CSS) or
image file (Portable Network Graphics (PNG) or Graphics
Interchange Format (GIF), these file types may be adopted
as the specific file type.

If it is determined (Step 502, YES) that the file type of the
response file matches a specific file type, then the cacheable
file determination unit (42) determines (Step 503) that the
response file is a cacheable file. However, if it is determined
(Step 502, NO) that the file type of the response file does not
match a specific file type that is known to be cacheable, then
the cacheable file determination unit (42) determines (Step
504) that the response file is not a cacheable file.

In the simple logic, since it is determined whether the
response file is the cacheable file based on only the file type,
there is a possibility that a non-cacheable file is erroneously
determined to be cacheable and stored. However, no prob-
lem arises even if such a situation occurs. This is because the
non-cacheable file is supposed to be included in the trace for
graphical user interface display reproduction. Thus, the file
erroneously determined to be cacheable and stored is never
used. Therefore, the file types of the files which are likely to
be treated as cacheable files in the web system (10) may all
be treated as a specific file type to be subjected to the
determination of whether or not they are cacheable.

In the simple logic, when a file having the same URL and
file name as those of the file already stored as the cacheable
file is found from the trace, the cacheable file determination
unit (42) does not need to redundantly store that file.
Moreover, if the graphical user interface display reproduc-
tion system (40) can access the file on the web system (10),
then the cacheable file determination process can be more
easily implemented by directly copying a file of a file type
that can be regarded as a static file on the web system (10).
Alternatively the process can be implemented by directly
accessing the file on the web system (10) upon request.

The response file that is determined to be cacheable in the
cacheable file determination process described above is
stored in the cacheable file storage unit (49). In the simple
logic, the data to be stored includes the URI (host name, path
and file name) and the body of the response file. Moreover,
although not essential, a value of Content-Type field from
the response header may be stored. The other fields of the
response header are also optional.

Next, the simple logic of the cacheable file selection
process will be described. FIG. 8 is a flowchart showing an
example of a cacheable file selection process. According to
certain illustrative examples, the cacheable file management
unit (48) reads (Step 511) one cashable file from the cache-
able file storage unit (49). It is then determined (Step 512)
whether the URI added to the cacheable file corresponds to
the URI (host name, path and file name) in the request packet
from the trace.

If it is determined (Step 512, YES) that the URIs do
correspond to each other, then the cacheable file manage-
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ment unit (48) determines (Step 513) that the cacheable file
read in Step 511 is the cacheable file to be selected.
However, if it is determined (Step 512, NO) that the URIs do
not correspond to each other, then the cacheable file man-
agement unit (48) determines (Step 514) whether the pro-
cessing for all the cacheable files stored in the cacheable file
storage unit (49) is completed. If it is determined (Step 514)
that the processing for all the cacheable files is not com-
pleted, then the process returns to Step 511 to execute the
same processing for the next cacheable file. If it is deter-
mined (Step 514, YES) that the processing for all the
cacheable files is completed, then the cacheable file man-
agement unit (48) determines (Step 515) that there is no
cacheable file to be selected (Step 515).

The strict logic of the cacheable file determination process
will now be described. FIG. 9 is a flowchart showing an
example of a cacheable file determination process. Accord-
ing to certain illustrative examples, the cacheable file deter-
mination unit (42) first checks if a field of the response
header satisfies the conditions determining that the response
file is a cacheable file (Step 551). The conditions that
indicate a response file is not cacheable include the condi-
tion that the Cache-Control field in the response header has
a value of no-cache or no-store. Various other fields within
the response file may indicate whether or not the file is
cacheable.

The cacheable file determination unit (42) then deter-
mines (Step 552) whether any of the above mentioned
conditions are satisfied. If it is determined (Step 552, YES)
that the check result indicates that any of the above condi-
tions are satisfied, then the cacheable file determination unit
(42) determines (step 556) that the response file is not a
cacheable file. If it is determined (Step 552, NO) that any of
the above conditions are not satisfied, then the cacheable file
determination unit (42) checks (Step 553) to see if the field
of the response header satisfies the conditions for positively
indicating that the response file is cacheable file. The con-
ditions for determining that the response file is cacheable
include a Cache-Control field with a value of public, private,
max-age=fseconds, must-revalidate, and s-maxage. Other
conditions which positively indicate that the file is cacheable
may be used.

The cacheable file determination unit (42) then deter-
mines (Step 554) whether the check result shows that any of
the above conditions are satisfied. If it is determined (Step
554, YES) that the check result indicates that any of the
above conditions are satisfied, then the cacheable file deter-
mination unit (42) determines (Step 555) that the response
file is cacheable. If it is not determined (Step 554, NO) that
the check result indicates that any of the above conditions
are satisfied, then the cacheable file determination unit (42)
determines (Step 556) that the response file is not cacheable.

Using this strict logic, if a file having the same URL and
file name as those of the file already stored as the cacheable
file are found from the trace, then the cacheable file deter-
mination unit (42) may store the file as another cacheable file
when the field values checked above are different. The
cacheable file determination unit (42) may then prevent the
file from being redundantly stored when the field values
checked above are the same. The response file that is
determined to be cacheable is then stored in the cacheable
file storage unit (49).

FIG. 10 is a table showing an example of additional
information to be stored in the cacheable file storage unit
(49) together with the body of a response file. As shown in
FIG. 10, the additional information includes URI, Time-
Stamp, Cache-Control, Pragma, Expires, ETag, Last-Modi-
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fied, Vary and user ID. The URI includes a host name and
a port number of the Host field of the request header. The
URI also includes a path and a file name of a request line.
Throughout this specification, a message header of the
request packet is referred to as the “request header”, which
includes a general header and an entity header defined by the
HTTP.

TimeStamp is the date and time of the capture of the
response file by the graphical user interface display repro-
duction system (40). A Date field of the response header is
set therein. Cache-Control is a value of Cache-Control field
of the response header. Pragma is a value of Pragma field of
the response header. Expires is a value of Expires field of the
response header. ETag is a value of ETag field of the
response header. Last-Modified is a value of Last-Modified
field of the response header.

Vary is a field name that is a value of Vary field of the
response header and a field value of the field name. In FIG.
10, “Fn” in “Fn=Vn” represents the field name and “Vn”
represents the field value of the field name (n=1, 2, 3, 4, . .
. ). The user ID is valid only when the cache-control field
value is private and the user ID has been entered when the
user logs into the client device (30). Moreover, although not
essential, a value of Content-Type field of the response
header may be stored. The other fields of the response header
are optional.

The following is a description of a trace file to be
compared with the additional information on a cacheable
file. FIGS. 11 (a) and 11 (b) are tables showing examples of
the contents of the trace file. FIG. 11 (a) shows an example
of the contents of a trace when the validation model is used.
As shown in the first row, the trace includes a start line, a
message header and a message body. The second row from
the top is a request packet for an HTML file. The third row
from the top is a response packet corresponding to the
request packet. Here, a status code “304” is returned in the
start line of the third row. This shows that the HTML file
body is not sent from the web system (10). The fifth row
from the top is a request packet for an embedded file. The
sixth row from the top is a response packet corresponding to
the request packet. Here, the status code “304” is returned in
the start line of the sixth row. This shows that the embedded
file body is not sent from the web system (10).

FIG. 11 (b) shows an example of the contents of a trace
when the expiration model is used. As shown in the first row,
the trace includes a start line, a message header and a
message body. The second row from the top is a request
packet for an HTML file. The third row from the top is a
response packet corresponding to the request packet. Here,
a status code “304” is returned in the start line of the third
row. This shows that the HTML file body is not sent from the
web system (10). Moreover, unlike the case shown in FIG.
11 (a), no request packet is recorded for the embedded file
in FIG. 11 (). This shows that the request packet is not sent
to the web system (10) and the embedded file body is not
sent from the web system (10).

In FIGS. 11 (@) and 11 (b), the fields to be used for the
cacheable file selection process are mainly shown for the
message header. The description of other fields is omitted.
Moreover, although not shown, a user ID is recorded in the
trace file in association with a trace related to a series of
operations by a certain user.

Next, the strict logic of the cacheable file selection
process is described. FIG. 12 and FIG. 13 are flowcharts
showing examples of a cacheable file selection process. As
shown in FIG. 12, the cacheable file management unit (48)
first reads (Step 561) one cacheable file from the cacheable
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file storage unit (49). It is then determined (Step 562)
whether the URI added to the cacheable file corresponds to
the URI (host name, path and file name) in the request packet
from the trace.

If it is determined (Step 562, YES) that the URIs corre-
spond to each other, then the cacheable file management unit
(48) performs the following comparison between the values
in the additional information stored in the cacheable file
storage unit (49) and the field values of the request header
in the trace. Specifically, when Cache-Control is in the
additional information, the cacheable file management unit
(48) checks (Step 563) if the value thereof satisfies the
conditions. Here, the conditions may include the condition
that the value is public, the value is private and the user ID
in the additional information and the user ID in the trace
match, the value is s-maxage=#seconds and the time
between TimeStamp in the additional information and the
date and time shown in Date field of the request header in the
trace is within #seconds, the value is max-age=#seconds and
the time between TimeStamp in the additional information
and the date and time shown in Date field of the request
header in the trace is within #seconds, and the value is
must-revalidate. Any information indicating that one of the
above mentioned conditions may be used by the cacheable
file management unit to determine if the file is cacheable.

It is then determined (Step 564) whether the check result
indicates that the condition is satisfied. If it is determined
(Step 564, YES) that the check result indicates that the
condition is satisfied, then the cacheable file management
unit (48) checks (Step 565), when ETag is in the additional
information, if the value thereof satisfies the condition.
Here, the condition is when the value corresponds to the
ETag value shown in the I[f-None-Match field of the request
header from the trace. That is, this step checks if the above
condition is satisfied. If ETag is not in the additional
information, any other information indicating that the con-
dition is satisfied is set as the check result.

It is then determined (Step 566) whether the check result
of step 565 indicates that the condition is satisfied. If it is
determined (Step 566, YES) that the check result indicates
that the condition is satisfied, then the cacheable file man-
agement unit (48) checks (Step 567), the Last-Modified field
to determine if the value therein satisfies the condition. Here,
the condition is one that the value corresponds to the
Last-Modified field value of the request header in the trace.

It is then determined (Step 568) whether the check result
of step 567 indicates that the condition is satisfied. If it is
determined (Step 568, YES) that the check result indicates
that the condition is satisfied, then, as shown in FIG. 13, the
cacheable file management unit (48) checks (Step 581) the
If-Modified Since field to determine if the value therein
satisfies the condition. Here, the condition is one that the
value corresponds to the If-Modified Since field value of the
request header in the trace.

It is then determined (Step 582) whether the check result
of step 581 indicates that the condition is satisfied. If it is
determined (Step 582, YES) that the check result indicates
that the condition is satisfied, then the cacheable file man-
agement unit (48) checks (Step 583), the Expires field to
determine if the value therein satisfies the condition. Here,
the condition is one that the value therein is newer than the
date and time indicated by Date field of the request header
in the trace.

However, if the Expires field is in the additional infor-
mation, cache control is performed by the expiration model
and there may be no request packet for the embedded file in
the trace. In such a case, the Date field of the request packet
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for the embedded file cannot be used as the Date field
described above. To solve this, the Date field of the request
packet for the HTML file in which the embedded file is
embedded is used instead. In the example shown in FIG. 11
(b), since there is no request packet for the embedded file in
the fourth row and after, the Date field of the request packet
for the HTML. file in the second row is used. Specifically, the
date and time of Date field of the request packet for the
HTML file is slightly earlier than the date and time of the
embedded file request. However, since the cache control by
the expiration model is performed when the strict logic is not
used, this is not a problem. Although the above description
has been given of the case where the Date field of the request
packet for the HTML file in which the embedded file is
embedded is used, the Date field of the request packet for
any file to be used to reproduce a target graphical user
interface display may be used.

It is then determined (Step 584) whether the check result
of step 583 indicates that the condition is satisfied. If it is
determined (Step 584, YES) that the check result indicates
that the condition is satisfied, then the cacheable file man-
agement unit (48) checks (Step 585), the Vary field to
determine if the value therein satisfies the condition. Here,
the condition is that the field value indicated by Vary
matches the field value of the request header in the trace.

It is then determined (Step 586) whether the check result
of step 585 indicates that the condition is satisfied. If it is
determined (Step 586, YES) that the check result indicates
that the condition is satisfied, then the cacheable file man-
agement unit (48) determines (Step 587) that the cacheable
file read in Step 561 is the cacheable file to be selected.

However, if it is determined (Step 562, NO; Step 564,
NO; Step 566, NO; Step 568, NO; Step 584, NO; Step 586,
NO) that the above mentioned check results are not satisfied,
then the cacheable file management unit (48) determines
(Step 588) whether the processing for all the cacheable files
stored in the cacheable file storage unit (49) is completed. If
it is determined (Step 588, NO) that the processing of all the
cacheable files is not completed, then the process returns to
Step 561 shown in FIG. 12 to perform the same processing
for the next cacheable file. If it is determined (step 588,
YES) that the processing for all the cacheable files is
completed, then the cacheable file management unit (48)
determines (Step 589) that there is no cacheable file to be
selected.

As described above, a cacheable file is extracted from a
trace and stored. The stored cacheable file is then used to
reproduce a graphical user interface display that was dis-
played to a certain user at a particular point in time. Thus,
both storage capacity for storing cacheable files and retrieval
time for the cacheable file in graphical user interface display
reproduction can be made practical.

FIG. 14 is a diagram showing an example of hardware
configuration for a computer that may be used to perform
processes embodying principles described herein. As shown
in FIG. 14, the computer includes: the CPU (Central Pro-
cessing Unit) (90a), the main memory (90¢) connected to the
CPU (90a) through the M/B (motherboard) chip set (905),
and a display mechanism (90d) also connected to the CPU
(90q) through the M/B chip set (905). The computer further
includes a network interface (90f), a non-volatile storage
device (90g), a voice mechanism (90/), a keyboard/mouse
(907) and a flexible disk drive (905). Each of these compo-
nents is connected to the M/B chip set (905) through a bridge
circuit (90¢).

The flowchart and block diagrams in the Figures illustrate
the architecture, functionality, and operation of possible
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implementations of systems, methods and computer pro-
gram products according to various embodiments of the
present invention. In this regard, each block in the flowchart
or block diagrams may represent a module, segment, or
portion of code, which comprises one or more executable
instructions for implementing the specified logical function
(s). It should also be noted that, in some alternative imple-
mentations, the functions noted in the block may occur out
of the order noted in the figures. For example, two blocks
shown in succession may, in fact, be executed substantially
concurrently, or the blocks may sometimes be executed in
the reverse order, depending upon the {functionality
involved. It will also be noted that each block of the block
diagrams and/or flowchart illustration, and combinations of
blocks in the block diagrams and/or flowchart illustration,
can be implemented by special purpose hardware-based
systems that perform the specified functions or acts, or
combinations of special purpose hardware and computer
instructions.

The terminology used herein is for the purpose of describ-
ing particular embodiments only and is not intended to be
limiting of the invention. As used herein, the singular forms
“a”, “an” and “the” are intended to include the plural forms
as well, unless the context clearly indicates otherwise. It will
be further understood that the terms “comprises” and/or
“comprising,” when used in this specification, specify the
presence of stated features, integers, steps, operations, ele-
ments, and/or components, but do not preclude the presence
or addition of one or more other features, integers, steps,
operations, elements, components, and/or groups thereof.

The corresponding structures, materials, acts, and equiva-
lents of all means or step plus function elements in the
claims below are intended to include any structure, material,
or act for performing the function in combination with other
claimed elements as specifically claimed. The description of
the present invention has been presented for purposes of
illustration and description, but is not intended to be exhaus-
tive or limited to the invention in the form disclosed. Many
modifications and variations will be apparent to those of
ordinary skill in the art without departing from the scope and
spirit of the invention. The embodiment was chosen and
described in order to best explain the principles of the
invention and the practical application, and to enable others
of ordinary skill in the art to understand the invention for
various embodiments with various modifications as are
suited to the particular use contemplated.

Having thus described the invention of the present appli-
cation in detail and by reference to embodiments thereof, it
will be apparent that modifications and variations are pos-
sible without departing from the scope of the invention
defined in the appended claims.

What is claimed is:
1. A method for reproducing a graphical user interface
display, the method comprising:

with a graphical user interface display reproduction sys-
tem, extracting data from network traffic being sent
from a server to a first client device, said network traffic
including cacheable files used to create a graphical user
interface display on said first client device;

with said reproduction system, storing said cacheable files
in a trace file associated with said first client device;

with said reproduction system, sending said trace file
comprising said cacheable files to a second client
device in response to a request from said second client
device;
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extracting a response file from the trace file corresponding
to the graphical user display on said first user device;
and
with said second client device, displaying on a graphical
user interface associated with the second client device
said graphical display image using said cacheable files,
said graphical display image being displayed as it was
displayed on said first client device.
2. The method of claim 1, wherein said request from said
second client device is made to said reproduction system in
response to intercepting a response packet destined for said
first client device, said response packet not including said
cacheable files.
3. The method of claim 2, wherein it is known that said
response packet does not include said cacheable files due to
a cache valid indicator within a header of said response
packet.
4. The method of claim 2, wherein it is known whether a
file within said response packet is cacheable based on a file
type of said cacheable files.
5. The method of claim 1, wherein said trace file includes
multiple cacheable files used to create a graphical user
interface display on said first client device, each of said
multiple cacheable files collected from said network traffic.
6. The method of claim 5, wherein said trace file is further
associated with a specific user of said first client device.
7. The method of claim 5, wherein said cacheable files
within said trace file are sorted according to a particular
point in time that a graphical user interface display was
displayed on said first client device.
8. A method for reproducing a graphical user interface
display, the method comprising:
with a graphical user interface display reproduction sys-
tem, extracting data from network traffic being sent
from a server to a first client device, said network traffic
including cacheable files used to create a graphical user
interface display on said first client device;
with said reproduction system, storing said cacheable files
in a trace file associated with said first client device for
a particular user at a particular point in time; and

with said reproduction system, sending the trace file
comprising a plurality of said cacheable files to a
second client device for display on said graphical user
interface display on said second client device, in
response to a request for said trace file from said second
client device;

extracting a response file from the trace file corresponding

to the graphical user display on said first client device;
and

displaying the response file on the second client device

using the trace file as displayed on the first client
device.

9. The method of claim 8, wherein said request from said
second client device is made to said reproduction system in
response to intercepting the response packet destined for
said first client device.

10. The method of claim 9, wherein it is determined that
said response packet does not comprise a cacheable file
based on a cache valid indicator within a header of said
response packet.

11. The method of claim 9, wherein a determination is
made as to whether a file within said response packet is
cacheable based on a file type of said cacheable files.

12. The method of claim 8, wherein said cacheable files
within said trace file are sorted according to a particular
point in time that a graphical user interface display was
displayed on said first client device.
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13. A system for reproducing a graphical user interface,
comprising:

a graphical user interface display reproduction system to:

intercept and extract a number of cacheable files from
network traffic being sent from a server to a first
client device, said cacheable files used to create a
graphical user interface display on said first client
device;

store each of the cacheable files in a trace file according
to the user accessing the cacheable files and when the
cacheable files were accessed;

receive a request from a second client device requesting
the trace file;

extract a response file from the trace file used to create
the graphical user interface display on the first client
device;

generate a graphical user interface select screen
describing selections of a number of the graphical
user interface displays represented by each of the
cacheable files in the trace file; and

transmit the graphical user interface display select
screen to a browser operating on the second client
device.

14. The system of claim 13, wherein graphical user
interface display reproduction system receives from the
second client device a selection indicating which graphical
user interface display from among the number of the graphi-
cal user interface displays that are to be displayed on the
second client device.
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15. The system of claim 14, wherein the graphical user
interface display select screen includes a list of HITML files
corresponding to the graphical user interface displays
defined by the cacheable files intercepted and extracted from
the network traffic.

16. The system of claim 14, wherein the graphical user
interface display reproduction system, in response to receiv-
ing the selection from the second client device, retrieves the
cacheable files associated with the graphical user interface
display selected and transmits the cacheable files to the
second client device.

17. The system of claim 16, wherein previous to trans-
mitting the cacheable files to the second client device, the
graphical user interface display reproduction system deter-
mines whether to rewrite the cacheable files based on
whether the retrieval of the cacheable files is successful.

18. The system of claim 17, wherein when, when the
retrieval of the cacheable files is successful, the graphical
user interface display reproduction system rewrites the
cacheable files.

19. The system of claim 13, wherein it is known whether
a cacheable file among the number of cacheable files exists
within said network traffic based on a file type of said
network traffic.

20. The system of claim 13, wherein it is known whether
a cacheable file among the number of cacheable files exists
within said network traffic based on a cache valid indicator
within a header of a response packet.
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