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1
APPARATUS AND METHOD FOR
PREVENTING ERROR IN PHYSICALLY
UNCLONABLE FUNCTION

CROSS REFERENCE TO RELATED
APPLICATION

This application claims the benefit of Korean Patent
Application No. 10-2014-0066709 filed Jun. 2, 2014, which
is hereby incorporated by reference in its entirety into this
application.

BACKGROUND OF THE INVENTION

1. Technical Field

The present invention generally relates to an apparatus
and method for preventing an error in a physically unclon-
able function (PUF) and, more particularly, to an apparatus
and method that prevent a bit error in a static random access
memory (SRAM)-based PUF.

2. Description of the Related Art

Generally, even if a manufacturing process is performed
in the same semiconductor process conditions, variations in
physical or electrical parameters unpredictably occur in each
device.

A physically unclonable function (also referred to as a
“PUF”) may be applied to devices that yield unpredictable
results. In this way, a device to which a physically unclon-
able function, that is, a PUF, is applied may be used for a
device authentication function, a forgery prevention func-
tion, etc., as in the case of Korean Patent Application
Publication No 10-2014-0059485 entitled “Device Authen-
tication Apparatus and Method using physically unclonable
function™).

Recently, among PUFs, an SRAM-based PUF having
unpredictability and excellent characteristics from the stand-
point of entropy has attracted considerable attention. How-
ever, even an SRAM-based PUF is disadvantageous in that
robustness thereof is not perfect. To solve this problem,
robustness has been improved by connecting an error cor-
rection coding PUF to an existing PUF.

An SRAM PUF has a bit error rate of about 6%, so that
an error correction code having a high error correction rate
must be used. Further, an error correction code having a high
error correction rate has a large overhead regardless of
whether it is implemented using hardware or software.

Therefore, technology for preventing a bit error in an
SRAM-based PUF is required.

SUMMARY OF THE INVENTION

Accordingly, the present invention has been made keep-
ing in mind the above problems occurring in the prior art,
and an object of the present invention is to provide an
apparatus and method that prevent a bit error in an SRAM-
based physically unclonable function (PUF).

In accordance with an aspect of the present invention to
accomplish the above object, there is provided a method for
preventing an error in a physically unclonable function
(PUF), including selecting any value, from a physically
unclonable function based on a volatile memory device, as
an input value, and checking a response corresponding to the
selected input value; classifying cells having a plurality of
bits corresponding to the response depending on frequency
of error occurrence; calculating a number of white cells, in
which an error does not occur, from classified results; and
determining whether the number of white cells is greater
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than a preset threshold number of white cells, and selecting
an input value of the physically unclonable function based
on results of determination.

Checking the response may include selecting any value
corresponding to a memory address of the volatile memory
device as the input value, and checking data at the memory
address as a response.

Checking the response may include selecting, as the input
value, any value that can be obtained either by generating a
random number or using a response of another physically
unclonable function.

Classifying the cells may include checking a frequency of
error occurrence based on variations in logical values of the
cells after power to the cells has been shut off/applied, and
classifying the cells based on results of checking the fre-
quency of error occurrence.

Classifying the cells may include classifying the cells into
white cells in which an error does not occur, black cells in
which an error continuously occurs, and gray cells having an
error occurrence frequency corresponding to an intermediate
level of error occurrence frequencies of the white cells and
the black cells.

In accordance with another aspect of the present invention
to accomplish the above object, there is provided an appa-
ratus for preventing an error in a physically unclonable
function, including a checking unit for selecting any value,
from a physically unclonable function based on a volatile
memory device, as an input value, and checking a response
corresponding to the selected input value; a cell classifica-
tion unit for classifying cells having a plurality of bits
corresponding to the response depending on frequency of
error occurrence; a calculation unit for calculating a number
of white cells, in which an error does not occur, from
classified results; and a selection unit for determining
whether the number of white cells is greater than a preset
threshold number of white cells, and selecting an input value
of the physically unclonable function based on results of
determination.

The checking unit may be configured to select any value
corresponding to a memory address of the volatile memory
device as the input value, and check data at the memory
address as a response.

The checking unit may be configured to select, as the
input value, any value that can be obtained either by
generating a random number or using a response of another
physically unclonable function.

The classification unit may be configured to check a
frequency of error occurrence based on variations in logical
values of the cells after power to the cells has been shut
off/applied, and classify the cells based on results of check-
ing the frequency of error occurrence.

The classification unit may be configured to classify the
cells into white cells in which an error does not occur, black
cells in which an error continuously occurs, and gray cells
having an error occurrence frequency corresponding to an
intermediate level of error occurrence frequencies of the
white cells and the black cells.

BRIEF DESCRIPTION OF THE DRAWINGS

The above and other objects, features and advantages of
the present invention will be more clearly understood from
the following detailed description taken in conjunction with
the accompanying drawings, in which:

FIG. 1 is a diagram showing the input and output of an
SRAM-based PUF according to an embodiment of the
present invention;
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FIG. 2 is a configuration diagram schematically showing
an apparatus for preventing a PUF error according to an
embodiment of the present invention; and

FIG. 3 is a flowchart showing a method for preventing an
error in a PUF according to an embodiment of the present
invention.

DESCRIPTION OF THE PREFERRED
EMBODIMENTS

The present invention will be described in detail below
with reference to the accompanying drawings. Repeated
descriptions and descriptions of known functions and con-
figurations that have been deemed to make the gist of the
present invention unnecessarily obscure will be omitted
below. The embodiments of the present invention are
intended to fully describe the present invention to a person
having ordinary knowledge in the art to which the present
invention pertains. Accordingly, the shapes, sizes, etc. of
components in the drawings may be exaggerated to make the
description clearer.

Hereinafter, an apparatus and method for preventing an
error in a static random access memory (SRAM)-based
physically unclonable function (PUF) according to embodi-
ments of the present invention will be described in detail
with reference to the attached drawings.

FIG. 1 is a diagram showing the input and output of an
SRAM-based PUF according to an embodiment of the
present invention.

Referring to FIG. 1, an SRAM 100 is a volatile memory
device for storing data at high read/write speeds.

Generally, if the power of the SRAM 100 is supplied after
being shut off for a predetermined period of time, and the
SRAM 100 is not initialized, unpredictable data may be
read. Such a data value may be applied to a physically
unclonable function (hereinafter also referred to as a
“PUF™).

When the SRAM 100-based PUF uses, for example, a
memory address, as an input value (challenge) 110, it
outputs data at the memory address as a response 120. Here,
the robustness of the SRAM 100-based PUF means that the
response 120 for the same input value 110 is output as the
same response even after the power has been shut off/
applied.

The robustness of the SRAM-based PUF exhibits a bit
error rate of about 6% without being perfect. In this case, a
bit error occurs in SRAM hardware cells. An error in the
SRAM-based PUF occurs such that cells occupying 4% of
all cells continuously cause errors.

An apparatus for preventing an error in a PUF (or a PUF
error) according to an embodiment of the present invention
may classify SRAM cells based on the frequency of occur-
rence of errors in the SRAM cells. Here, SRAM cells may
be classified into white cells, gray cells, and black cells.

The white cells denote cells in which an error does not
occur, the black cells denote cells in which an error con-
tinuously occurs, and gray cells denote cells which have an
error occurrence frequency corresponding to an intermediate
level of the error occurrence frequencies of the white cells
and the black cells. Here, the distributions of white cells,
gray cells, and black cells according to the embodiment of
the present invention is characterized by having a random
shape without having a burst shape, but the shape of
distributions is not limited thereto.

Below, the apparatus for preventing an error in a PUF (or
a PUF error) will be described in detail with reference to
FIG. 2.
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FIG. 2 is a configuration diagram schematically showing
an apparatus for preventing a PUF error according to an
embodiment of the present invention.

First, an apparatus 200 for preventing a PUF error accord-
ing to an embodiment of the present invention is character-
ized in that an error is prevented when an error distribution
of SRAM PUF cells is concentrated only on a specific cell
and exhibits random characteristics, but is not limited
thereto.

Further, when a memory address, for example, is set to an
input value (challenge) 110, an SRAM 100-based PUF
outputs data at the memory address as a response 120. Here,
the memory address has 1-word (32-bit) data. That is, it may
be assumed that the input value of the SRAM 100 has a
32-bit response, but is not limited thereto.

Referring to FIG. 2, the apparatus 200 for preventing a
PUF error includes a checking unit 210, a cell classification
unit 220, a calculation unit 230, and a selection unit 240.

The checking unit 210 selects any value as an input value,
and checks an SRAM response corresponding to the input
value. Here, any value corresponds to a random value that
can be acquired either by generating a random number or
using another PUF response.

The cell classification unit 220 classifies results of check-
ing by the checking unit 210, that is, 32-bit cells, into white
cells, gray cells, and black cells, depending on the frequency
of error occurrence.

More specifically, the cell classification unit 220 checks
the frequency of error occurrence based on variations in the
logical values of cells after power to SRAM cells has been
shut off/applied, and classifies the cells based on the checked
error occurrence frequency.

For example, after power to the corresponding cell has
been shut off/applied 18 times, when an SRAM response of
“1” is checked 9 times and an SRAM response of “0” is
checked 9 times, the corresponding cell is classified as a
black cell. In contrast, after power to the corresponding cell
has been shut off/applied 18 times, when an SRAM response
of “1” or “0” is checked 18 times, the corresponding cell is
classified as a white cell.

After cells have been classified by the cell classification
unit 220, the calculation unit 230 calculates the number of
white cells N among the SRAM cells.

The selection unit 240 determines whether the number of
white cells N calculated by the calculation unit 230 is greater
than the preset threshold number N, of white cells, and
selects the corresponding input value, that is, the input value
of a PUF, based on the results of determination.

More specifically, when the number of white cells calcu-
lated by the calculation unit 230 is greater than the threshold
number N, of white cells, the selection unit 240 regards the
corresponding input value as a good input (good challenge),
and selects the input value. In this case, a tradeoff caused by
the setting of the threshold number N, of white cells may
be present. As the threshold number N, of white cells is
larger, the probability of occurrence of errors is decreased,
but the number of input values satistying the required
condition is decreased, and thus more data of SRAM is
required. In contrast, when the threshold number N of
white cells is smaller, the number of input values satisfying
the required condition is increased, but the probability of
occurrence of errors is increased.

In this way, the apparatus for preventing a PUF error
according to an embodiment of the present invention may
perform, but is not limited thereto, the same procedure as a
procedure of searching all cells of the SRAM for an input
value at which an error does not occur. For example, when
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data is required in a 1024-bit SRAM-based PUF, the present
invention may select 32 good challenges and operate the
SRAM-based PUF in which an error does not occur.

Below, a method for preventing a PUF error will be
described in detail with reference to FIG. 3.

FIG. 3 is a flowchart showing a method for preventing a
PUF error according to an embodiment of the present
invention.

Referring to FIG. 3, the apparatus for preventing a PUF
error in a PUF selects any value as an input value at step
S310. Here, any value corresponds to any random number
that may be acquired either by generating a certain random
number or using another PUF response.

The apparatus for preventing a PUF error reads and
checks an SRAM response corresponding to the input value,
selected at S310, at step S320.

The apparatus for preventing a PUF error classifies 32-bit
cells corresponding to the SRAM response into white cells,
gray cells, and black cells depending on the frequency of
error occurrence at step S330.

More specifically, the apparatus for preventing a PUF
error checks the frequency of error occurrence based on
variations in logical values of cells after power to the SRAM
cells has been shut off/applied, and classifies the cells
depending on the frequency of error occurrence. Here, the
SRAM cells may be classified into white cells, gray cells,
and black cells.

The white cells denote cells in which an error does not
occur, black cells denote cells in which an error continuously
occurs, and gray cells denote cells which have an error
occurrence frequency corresponding to an intermediate level
of'the error occurrence frequencies of the white cells and the
black cells. Here, distributions of white cells, gray cells, and
black cells according to an embodiment of the present
invention are characterized by having a random shape
without having a burst shape, but the shape of distributions
is not limited thereto.

After classification at step S330, the apparatus for pre-
venting a PUF error calculates the number of white cells N
among the SRAM cells at step S340.

The apparatus for preventing a PUF error determines
whether the number of white cells N calculated at step S340
is greater than the preset threshold number of white cells
N4 at step S350, and selects the corresponding input value
based on the results of determination at step S360.

If the number of white cells N calculated at step S340 is
greater than the preset threshold number of white cells N,
the apparatus for preventing a PUF error regards the corre-
sponding input value as a good challenge, and selects the
input value. Here, a tradeoff caused by the setting of the
threshold number of white cells N, may be present. As the
threshold number of white cells N, is larger, the probability
of error occurrence is decreased, but the number of input
values satistying the required condition is reduced, and thus
more data of SRAM is required. In contrast, as the threshold
number of white cells N, is smaller, the number of input
values satistying the required condition is increased, but the
probability of error occurrence is increased.

In this way, the present invention may also control the
error rate of a PUF depending on the purpose of use of the
PUF by adjusting the preset threshold number of white cells.
Therefore, the present invention may implement an SRAM-
based PUF having high robustness without requiring an
error correction code.

The present invention enables a bit error rate of about 6%
to converge on 0% via a procedure of preventing a bit error
in an SRAM-based PUF.
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Further, the present invention may also control the error
rate of a PUF based on the purpose of use of the PUF by
adjusting the preset threshold number of white cells. There-
fore, the present invention may implement an SRAM-based
PUF having high robustness without requiring an error
correction code.

As described above, optimal embodiments of the present
invention have been disclosed in the drawings and the
specification. Although specific terms have been used in the
present specification, these are merely intended to, describe
the present invention and are not intended to limit the
meanings thereof or the scope of the present invention
described in the accompanying claims. Therefore, those
skilled in the art will appreciate that various modifications
and other equivalent embodiments are possible from the
embodiments. Therefore, the technical scope of the present
invention should be defined by the technical spirit of the
claims.

What is claimed is:

1. A method for preventing an error in a physically
unclonable function (PUF), comprising:

selecting any value, from a physically unclonable func-
tion based on a volatile memory device, as an input
value, and checking a response corresponding to the
selected input value;

classifying cells having a plurality of bits corresponding
to the response depending on frequency of error occur-
rence;

calculating a number of white cells, in which an error does
not occur, from classified results; and

determining whether the number of white cells is greater
than a preset threshold number of white cells, and
selecting an input value of the physically unclonable
function based on results of determination.

2. The method of claim 1, wherein checking the response
comprises selecting any value corresponding to a memory
address of the volatile memory device as the input value, and
checking data at the memory address as a response.

3. The method of claim 1, wherein checking the response
comprises selecting, as the input value, any value that can be
obtained either by generating a random number or using a
response of another physically unclonable function.

4. The method of claim 1, wherein classifying the cells
comprises checking a frequency of error occurrence based
on variations in logical values of the cells after power to the
cells has been shut off/applied, and classifying the cells
based on results of checking the frequency of error occur-
rence.

5. The method of claim 1, wherein classifying the cells
comprises classifying the cells into white cells in which an
error does not occur, black cells in which an error continu-
ously occurs, and gray cells having an error occurrence
frequency corresponding to an intermediate level of error
occurrence frequencies of the white cells and the black cells.

6. An apparatus for preventing an error in a physically
unclonable function, comprising:

a checking unit for selecting any value, from a physically
unclonable function based on a volatile memory
device, as an input value, and checking a response
corresponding to the selected input value;

a cell classification unit for classifying cells having a
plurality of bits corresponding to the response depend-
ing on frequency of error occurrence;

a calculation unit for calculating a number of white cells,
in which an error does not occur, from classified results;
and
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a selection unit for determining whether the number of
white cells is greater than a preset threshold number of
white cells, and selecting an input value of the physi-
cally unclonable function based on results of determi-
nation. 5

7. The apparatus of claim 6, wherein the checking unit is
configured to select any value corresponding to a memory
address of the volatile memory device as the input value, and
check data at the memory address as a response.

8. The apparatus of claim 6, wherein the checking unit is 10
configured to select, as the input value, any value that can be
obtained either by generating a random number or using a
response of another physically unclonable function.

9. The apparatus of claim 6, wherein the classification unit
is configured to check a frequency of error occurrence based 15
on variations in logical values of the cells after power to the
cells has been shut off/applied, and classify the cells based
on results of checking the frequency of error occurrence.

10. The apparatus of claim 6, wherein the classification
unit is configured to classify the cells into white cells in 20
which an error does not occur, black cells in which an error
continuously occurs, and gray cells having an error occur-
rence frequency corresponding to an intermediate level of
error occurrence frequencies of the white cells and the black
cells. 25



