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Label | ASN.1 Assistance Data Type Area Limitation Other Restrictions
1 commnonlEsProvide AssistanceDada None Haone
2 otdea-ProvideAssistanceDada
=1 = otdoa-ReferenceCelllnfo L mmted o the srea served
by the provided neighbo
eells and reference cell
>2 > otdoa-NeighbourCelllnto Tmmited to the sres served | expectedBSTD may refer toa UE
b the provided neighbor | af the nudpomt between the
cells and reference cell reference cell and neighbor sell
eNodeB antenna locatons.
expected RSTD-Uncertainty mav
allow for o ftargst ot any location
where ihe neighbor and reference
cells can hoth be nieasued.
3 siss-ProvideAssistanceDaln
>4 135-CoRnnonAsst
>> 1 »- gnss-RefersnceThne Limnted to the area served | GNSS-cell fime association, if
by the provided cells (up | provisded for say cell. spplies 1
0 16} i GNSS-cell time the antenna kocation tor the cell
15 inclnded. No restuiction
otherwise.
=2 ss-Referancelocation Noue The location oncertainty ellipsoid
yaay enconmpass the area withim
which this assistance datz may
broadeast
>>3 euss-lenpsphenicModel Mone None
=>4 snss-EarthOuentationPaameters | None None
»2 s-GenencAssistData
>m N =3 gnss=I03 /7 shas-1D The label N mdicates the GKSS
or SBAS svetem as follow:
M={:GPX
N=2: QLS8
N=3: Galileo
N=4: Glouass
N=5 WAAS
N=6: EGNOS
N=T: MSAS
N=§, GAGAN
s § - gnss- FimeModels Meone None
= 2| we pnss-DiffereatialCorrecticns None Nope
=3 | e pmsg-Navigationddodel Naoge Nong
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[R232 85 . - . .
{ PPe-AssastanceCorganerDada
> 2 = providePenodicADwithUpdate Any ares hnuiation 1§
specific o the fype of
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>3 > segmented AD Transtfer Not wsed i this version of LPPe.
A target may ignore this
paraineter i#f included by a server.
>4 > defauli-reference-poiny None None
] = jocalCelllntormaton Linued o the area GNBS-cell ime association, if
served by the provided provided for anyv cell, applies to
cells. the antenna location for the cell
3 agnss-Provide AssistanceData
kD! > coparonAssistData,
= onospliericModel Npne MNone
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stations.
2 f | eek gavieodelLag Niue Notig
3 otdna-Provide AssistanceDati
>} > gtdoa-ReferenceCellinfo Lanited to the aren None
served by the peighbor
cells and reference call
>3 > ptdea-Neghbow Celllnfo Limited to the area ipectedRSTD may rafer o a
served by the petehbor target at the nudpoint betwean the
cells and reference cell reference cell aud neighbor cell
eNodeB antenna locations.
expecterdRETT-Tincertamiy may
allow for o farget af any lovabon
where the neighbor and reference
cells can both be measuved.
4 eotd-ProvideAssistageeData
L = referenceBTS Lamnited to the area None
served by the provided
neighbor cells and
reference cell
2 > asstAssistDatalast Tmited o the area expectedOTD may refer iv a
served by the provided targat at the midpoint between the
neighbor cells and referance BTN and neiehbor BTS
reference cell amtenna focations.
expOTD Uncertamty may allow
for a target ot any location where
the neighbor and reference BTSs
oan Both be measiwed
- 3 > systeninfoAssistDatalist Lamited to the arca cxpectedOTD may refer toa
servesd by the provided targef at the mdpoint between the
neighbor cells and reference BTS and neighbor BTS
reference cell anteniis locations.
exp T U neerfamiy may aliow
for a tavget at any location where
thre nerghbor and reference BTSs
oon both be measwed.
5 otdoa-utta-ProvideAssistanceData
=} = referenceCelllnto Limited to the area round TripTine and
served by the provided rouad TripTineExtension may not
anighbor colls snd be moluded and may be ionored
refrence cell by a fared (ascloded.
>3 > neigborCellList Linyited fo the area searchWindowSize may allow for
servad by the provided a targel al sy locaton where e
neighbor cells and reference and neighbor cells can
ool both be measwred.
round TripTine sud
round TripTimeExtension may not
be included and mav be fgnored

FIG. 16D




U.S. Patent

Feb. 23, 2016

Sheet 21 of 34

LPPe Assistance Data Restrictions and Labels - Continued

US 9,271,256 B2

By a target if inchwded.
é ecid-lie-ProvideAssistanceDain
] = ectd-LTE-NeterarkData Liumnited to the area None
served by the providad
eNBs and HeNBs
7 acid-zem-Provide stanceDiata
£l » ectd-gsne-NetworkDarta Limited 1o the area
served by the providad
BTSs
8 scid-ra-Provide AssistanceData
| > ecid-UTRA-NetworkData Limited 1o the agea None
served by the providad
Noda Bs nmd HNBs
9 wisn-ap-FrovideAssistanceDaia.
N > wian-DataSet Lunited 1o the area None
served by the provided
WLAN APs
i sensor-Provide AssistanceData Nopune Nome
i1 sin-ProvideAssismanceDatn
N = srGrong Limitesd 1o the area May provide stnGroupList and
served by the provided mav not provide
SRNs sinCrouplipdateRespanse
-2 > anfennaPaitem Limmitad 1o the area Nonps
red by e meforeneed
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Parameter Asgistance Data Type Opti | Descripiion
Name onal
digitalSignamre Ot | Contains 2 digital signabwe for the octed sting composig the
onal This parameter 13 included only when 2 UE
a Wha ficate the message conrants. Hi 7. the
parameter may be mandatory present if the IE digitalSignature s
ded fo protect aganst replay aftacks. Otherwize, the field &
optional.
sathenticationS Identifies the public key authentication set m be user
otiD authenticate the siznaire as an miwger between ¢
%A PPe-veri-T-AnthenticalionSet defines an &
sef comprisiug an aurhen‘icarion 1D, an RSA public
and a salt length for
BIT STRING (SIZE (2180 The digital signature to be anfhennicated
GCTET STRING Comtains the broadrast assistance data and control parameters in
{iessagelontoniy) the fonn of an octet string.
OMA-LPPe-veri-i-
s Hroadeasthies
sobroadeastCont | OMA-LPPe- Provides the following paraneters apphcable to broadeast of an
yollEs BrosdeastControllEs LPP o1 LFRLPPe Prov ance Duts wiessuge.
solservertD OMA-LPPe-verl-1-ServerlD efines the dentity of fhe server that broadeast the 1message,
This parameier 15 mandatory.
ropvovider-TD | OMA-LPPe- Drefines the vendor or operator 1D
N Lgdolﬂl O;hmmlﬁﬁ
O VRING (SIZEUD Defines the server 1D for the particuar vendur or operator.
OUTET STRING (SIZE (1} Opri | Defines a message ID muique to the server. When inchuded this
omil | parameter oan be used o wdeniafy rece of g duphicade wessage
alidine-time | OMA-LPPe-VahdityPeriod Opti | Defines the vadidity time for the breadoast assis
onal | pavameter 13 conditional upon digsalsig
rovahelity-area | OMA-TPPe-Validity Avea Uphr | Dafines the vahd gengraphic arza for the broadeast ass
onal | data
b StAD eri-1- Opn | Provades & hist of ik nce data types m the mes
BrosdeastAD Types opal | referred fo by their Ial

T\pe\
~erippLabels

>lppeLabels

SEQUENCE (SIZE
{1, maxLPPLabel3eis} OF
OMA-LPPe-veri-{-LabelSet

SECUENCE {8IZE
{1.maxLPPelabeiSeis)) OF
DRA-LPPe-ver!-1-LabelS

Thes2 parameters define Ei e LPPLPPe label set representing
assistance data fypes for LPP/LEPe and use the data fype CMA-
LPPe-veri-1-LabeiSet. CHA—' PPe-veri-i-LabetSet p‘u”smetﬂ
defnu\ a htel subser confatming labels that differ onlv i thel
weter contains e o slowing fields:
e defines the common first (level [)
e!-mem for eact label in the Iabel snbset. This fiebld nwy be
shen defining labels at nesting level 2 or higher.
alie defines the comnmion econd {level 2}
element fc«r earkt labe! i the 1z=be1 subser, This field mev be

Te t‘l’f-e ment ‘,al e d\: Ties the LOHL}IDI‘ tlmd {lev
clemeni fm cach Iabelmtlic latvel subset. This fizld n‘-a\ < be
1 ( s at nesting fevel 4

fements for the labels i the

iz a bt string where @ one value at bit position n
=1t 32\ indicates That alement nis y

sent and o zero value

FIG. 17A
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OMA-LPPe-ver1-1-BroadcastContainer - Continued

create futher vahd labels, this field specifies whether none or
all of these further labels are 1o be included in the final label set
{aud thus whether none or all of the assoetated data ifems arc o
be included in the set 8. If this field iz not included and if
turther label subsets do not mdicate which of the Ruther labels
are to be included and not wmelnded, the inclusion of the further
{abels fs undefined i any comtext where e associated
aszistimce dats tvpes refer 1o target capabilities or breadensr
swstens support. This field may vot be included when the further
inbels are specified in additionat | .
To enable forward compatibility with later vessions of LPP and
L PRe, a recerver may 1giore any labels contaming elements
valizes that it does not recognize and may act as if these labels
were not inchided.

wrgipheringdEs OMA-LPPe-veri-1- Opti | Included oaly if ciphering is used. The parameter coiains the
CipheningiEs onal | followme figlds

CipherSetlDy | OMA-LPPe-veri-i- The IE OMA-T PPe-veri-1-Cip
CipherSetlD

v value and first comporent
1. A server may ot revse a

Provides the T
C1. This fleld is defined as a bit siving with a length of  f0 128
bits. A Uk nmay first pad out the bit striug 1 less than 128 bits
with Fevoes in more significant bit posttions to achieve 128 hits.
C1 is then ohtained from 40 and o0 (defined by the cipherSeiID}
as:

1 — {0+ cOymod 2%%128  {wath all values treated as nos-
negalive ntegers)

>rbroadeastMess | OCTET STRING Contains erther ¢
age {broadoasiMessage) Provide As
parareter

BIT STRING (SIZE [1..128)

v unciphered LPP or LPP/LPPe
stance Dats message. Ciphering 15 used when the
heringlPs 1s melhded.

FIG. 17B
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OMA-LPPe-Command EsRequestCapabilities

Parameter Assistance Data Type Opti | Description
Name onal
verl-i- OMA-T PPe-verl-i- Opt | Included by a server to 12 quea‘ the UE _jp&b 83 102 SUpPpoLt

broadeast-Regilapabilines cnal | receplion

of 3 indicate

that it «I\E‘Eb o rereive Lam :

qu( apab fit

ies
. - | Aser cate that ir Nm fo vegeive capabilinies fog
shyoadoasts Cipid o I
~ | cerradn broadosst sysrems via thiz fisld
WStems ok
i .| This field idennifies a standardized broadeas! systens nsing an
INTEGER (1.1 Opti | oo o s T 4 <
: integer benween | and 18,
onal
Opti This field idenmifies a broade sstem that 1s proprisfarny m a
- E g | e hor vendor or operater, Assignments may be tads by fie
JREWES g e - B

rar ticular vendor or OPRYEVL.

Inchuded o identify vendor sistance data.

A VendorOrOperatorID may be used 1o tdentity the
vegdoroperator using tie propristary data contant. In one
method, the vendw/oparator identifier may be stagdardized, The
alternative methiod may be 1o use a generalized method based o
the {RC sum of the vendoroperaton name,

This field identifies 3 Troadeas m that is propnemy o s
particular vendor or operator.

OMA-LPPe-
YendorOrOperator

33

wwoeproprietd | INTEGER (1163
Systeinihy

FIG. 18
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OMA-LPPe-CommonlEsProvideCapabilities

Parameter Name Assistance Data Opti | Description
Type onal
verl-1-broadesst- OMA-L.PPe-verl-1- | Opit | Included by a UE to provide ifs capabilities to receive
ProvideCapabilities broadeast- conal | assistance dats via broadeast
ProvideCapabilities
sbroadeastSvstenil) | OMA-LPPe-verl-1- Specifies a parficular broadeast systent thet 1s suppovted by a
HroadeastSysteniD) UE,
) - . ldenutfies a standardized broadcoast systens using an integer
segiandardSysendTy | INTREGER (115 P . SoE e
- between § and 18 Assignments may be vnique and azreed
apon by a slamdards board, such 35 OMAL
nrarictan This fleld idennfies a broadoast systen that 1s propoetary t©
[DIA L a pariiculas vendor or operator. Assignroents may be nade
by the particular vendor or operator.
Included o identify vendor-‘operator-specific assistance
oevendorOrOperat | OMA-LPPe- s . S VERCOT - OPEIMTSPEciie asststanes
L - data. A VendorOrOperatorTD miay be used to identify the
of VeudotOrOperator] A . o et " .
0 vepdorioperator nsmg the proprietary data confent. In one
- method. the vendor-operator wWdeniifier may be standardized
The alternative method may be fo nse & generahized method
hased on the CRC s of the vendor/nperaror nane.
. . . P Idennifies a broadeast system that is proprietav fo a
senpropietrvSyste | INTEGER (116} T T e e B S
S : parficelar vendor or operatar.
mil
. : - Speaifies the types of assistance data a U can receive via
shrcadeastADTypes | OMA-LPPevert-i- | Opn pes O : v e
2 ) o broadeast tsing a partiondar broadoast svstem.
BroadeastADTvpes | oual i )

=ripphabels

SEQUENCE {SIZE
{1, .maxLPPLabelSet
s)y OF CMA-LPPe-
veri-1-LabelSet

‘{liese parameters define the LPPLPPe label set representing
assistance data types for LPP/LPPe and use the data type
OMA-{ PPe-veri-1-LabelSet. OMA-LPPe-vert-1-LabeiSet
parameter defines & label subset containmg labels that duffer
only m they last elements. This parameter contains the
fallowing fiekix:

Levell-element-value defines the conunon fiwst (level 1)
element for each label in the abel subset, This field mav be
mchided when defimng labels at nesting level 2 or hugher,
LevelZ-element-value defines the conimon second (level 2)
element for eack label in the fabel sabset. This field may be
meluded when defining labels af nestinz level 3 or hugher.
Level3-element-value defines the commeon third {level 3}
element for each Iahel i the abel subser. This held may be
included when defiming labels at nesting level L
LastElements defines the final elements for the labels in the
label subset using a bit string where a one value at bif

-
2

posiinon B {n =} to 32} mdhcates that element n s present

walppeLabels

SEGUENCE (SIZE
i1, .maxLPPelabeiSe
t5)) OF OMA-LPPe-
wveri-1-LabeiSet

and a zevo vahie or absence of bit n indicates the elernent 1s
absent.

AddinonalElements m the case that the labels spectfiad by
the preceding flelds can be suffixed with additional elements
o create farther vahd Isbels, this field specifies whether
none or all of these further abels are to be mcluded n the

FIG. 19A
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OMA-LPPe-CommoniEsProvideCapabilities - Continued

fuzal label set {and thus whether none or all of the associated
iata ttens are to be included in the set 8 If this field 15 not
inchuded and if furter label subsets do not indicate wlich of
the further labels are to be melndad and not inchdad, the
incinsion of the Barther labels is undefined in anv context
where the associated assistance data types refer to target
capabilities or broadeast system support. This field may not
be cluded when the further labels are specified m
additional label subsets.

To enable fi d compatibility with later versions of LPP
and LPPe, areceiver mav ignore any labels contaimug
elerpents vahues that it does ot recogiize and may act as if
fhess fabels were not inclnded,

spom2pont AD ONA-LPPe-verl-1- | Opa | lucluded when a UE can support veceipt of sssastunice data
pomiZpointAly cid | sewt point o pomnd that provides wionmation on a broadeast
sysien used by the server,
seiphering OMA-LPPe-vert-1- | Optt | Inchuded when the UVE supports ciphering of LPRFLPPe
Ciphenug onal | broadeast neessages. Absence of this parameter may imply
hiat a UE does not support ciphering,
authentication AVA-LPPe-verl-1- | Optt | Included when the UE supports awthenrication of LPPLPPe
Authontication onal | broadeast messages. Absonce of this parametor mav iaply

that 3 UT does not support sathentication.

FIG. 19B
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Parameter Nawse

Assistance Datfs

Opti
onal

Bescription

verlk-1-
BroadoastA
ataReqy

ssistapceDd

DataRen

Inciuded by the TUE o reguest assistance data assootated with
brosdeast of AD. The UE may melude information related 1o a
ml:u broac tent and the server nay return
adeast system if suppored. including
an np&i;at 1L1P}‘€I sats for 3 UE that sipporss upihrme aued I
UE ix awthorized 1o receive secording to 3 subsoription or
service agreement. If the UE does not specify a broadeast
swsrom, the 1y ronnn information for apy supported
stent with the UF capabibities, location

SCIVCE i

sobroadeastSystamiD

~standardSystemID

OMA-LPPe-veri-1-
Broadeast,

INTEGER {1 .18}

Opti
onal

Ot

ol

I :mm

x browdoast system. A T
IDs for the most recent last of cipher set
eis previoudy vacervad from the serv
ystem if any of the cipher sets and “unhenma ton sets,
vespeciively, are ourenthy being wad{e.g huve ot vel
med) A \er\'t‘i nav use the hist 1o deduce service previously
it the need 1o keep records that waw
chmﬂmﬁ ior -he sarvics,
Defines a specific broadeast system

nay wchude the
s authentication

e

¥ ST

Icesntifies a standandized broadoast systen: tsing sn nfe
between 1 and 16, Assignments nwy be wingue and agreed
upes by a standards board, such as OblA

Opid
wlial

This fleld idenrifies a broadcast swstem that { propristary o 8
yarrichbar vemtar or pperator. Assigminenis may be made by
the particular vendor or operaior.

vendorrperata

OhMA-LPPe-
VandornOpearatord
D

inclugled fo idendity vendor-‘opers ance dat,
A VendorDrOperatorTD may be used
vendorioparator using the propeietwy dary contert, Inone
method, Hie vendor'operstor idemtifier miay b siandardized.

The alternative merhod may be to use & generalized method
4 oix the CRC sum of the vendoroperator name

il

INTEGEE {1 .16}

broadeast sysiean that s proprietary 1 a particnlar
v cn»ius OF OEIETOT.

*eeiphorSets

'%‘EQUEW{‘E (SIZE

W16 UP D’\I A-
LPPe-‘V
C}yner., &

Opit
onal

Applics to encapsulated mwode and provides a list of { #0016
cipher sefs each containing isfornnation relevant to ciphering
for some or all assistance data betng troadeast using 8
particalar broadoast systen, (ji;f»he; sy reter o ongoing

FIG. 20A
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OMA-LPPe-CommonlEsRequestAssistanceData - Continued

aphenng o to cpheriug that i3 scheduled for o baler e as
well a3 to ciphering applicable fo the UE location or to other
focations. A UE that supports ciphering may request new
assistance dain from a server when it detects use of a cipher set
by the server that # does not possess. Teo avoad periods when a
UL does not have the rizht cipher set. 2 UL may rognest new
hroadeast AT once o detects that a parhaniar apher set nsed
previosdy has nol been ased for 2 period of one hung.

eputhepticationSefs SEQUENCE Opti | Provides a list of 1 to 4 amthentionation sots each contaming
{SIZE( 4n OF onal | mformation relevant to authentication for some or all AD befug
OMA-LPPe-verl-1- treadenst nsig & particsla broadeast svstemy, A UE that
AunthenticationSetID supports authenfication may regnest new AD from a server for

any broadeast systems for which suthentication when st detects
use of un autherticaiion set by ihe servery i 1 doss not
possess. To avand periods when a UE does not have the right
authentication set, a UE may requiest new broadeast AT once it
detects that a particudar anthentication sef used previcusly has
not been used for a peried {e.g. 1 I

FIG. 20B
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Parameter Name | Assistance Bata Tvpe Opti | Pescription
paal
veri-1- OMA-LPPe-verl-1— Opti | Provides information on assistance data available via
Broadeastiss BroadoastAssistanceData onal | broadeast for a particadar broadeast system. The
ceData following information can be inclnded
shroadeastSystem | OMA-LPPe-verl-1- The broadeast system for which mfonmation 15 provided
BroadeastSvstepdD
o gy £ i .| Identifies a standardized broadeast system using an
giaudardSysiemn | INTEGER (1..16) Opr | berween 1 aud 16, Assieuments ‘":fE S0
D i | 1weger betwesn 1 and 14, Assiguments may be unigque
- and agreed npon by a standavds board, such as OMAL
» . . .. | This field identifies a broadeast sysrem that is proprictary
repropnietavy Syst Opti g o AR R -
S ’ 1o a particylar vendor of operator. gunents may be
e onat -/

nde by the partioudar veudor or openador

wurvendorOrOper
ator

OMNA-LPPe-
YVendorOrperatorID

Tacluded 1o identify vemdor-‘operatar-specific ass
data. A VenderwGperatorTD may be used 10 identify the
vendorfoperator using the proprietary data content. In one
methad, the vendor/operator wdenfifier nwav he
siandardized. The altemmative method may be to use a
wenerabived wethod based ou the CRC swn of the
vendotioperaing name.

rproprietaySy

s field identifies a broadeast systern that is propuetary
to a parncelar vendor or operatot,

stemlD
. ssNetworks

SACO

AccessNetworkiD,

The access nerwork or networks supportng this broadeast
syestent e the vicintty of the TR

seoverngeirea

CHOICE |
Circle-Ellipsoid-

PomptWithUncertmutyCr

cle, ellipse-

ElhipsotdPointWitdiU ey

tamtvElipse,
Polyzon -Polyeon, .}

Opi

conal

Peovides 5 coufimuous broadeast coverase aren tht
mcludes or 1w close fo the location of the UE

hroadeastAD Typ
e

OMA-T Pre-verf-1-
BroadeastADTypes

Optt
onal

veri--broadeastAD Tvpes - the tvpes of assistance data
being broadeast

FIG.

21A
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weippLabels bEL-JEF\w'\: (SIZE These parameters define the TPRLPP: label sat
-t PPLateiSels ) representiis assistance dam types for LPP/LPPe and use
OF OMALPPe-vert-i- the data e OMA-LPPe-vert-i-LabelSet, OMA-LPPe-
LabeiSet veri-1-LabelSet parameter defines a label subset
containing labels that differ only i thelr Iast elenzents.
aranieter contams the following fiekls:
Law ell-ﬁldlid:l\-’v alue defines the comnnon fivst devel 1)
elemery for eachi labal in the label subser. This feld may
be included when defining labels at nesting level Z ov
higher.
T evelZ-element-valie defines fhe cormmon second (davel
2% efement for ench label in the {abel mibs : field
may be included when defining labels st nestinz level 3
»ippeLabels SEQUENCE {SITE E}»xel ‘eflﬁi‘l%clqt ¥ ﬂnj dafines the common third (Jeval X
_maxt PPelabeiSats)) ement for each labe 1 i the Iabel subsef. This fields
£ OidA-L PPa-vari-i- At nestmyg level 4,
{_aaei\_,s{ 1 elements for the labelzin
set using @ bif string where a one value at byt
posifion o {n = | 1o 32} mndicates that element n s present
and & zero valne or rice of bt indicates the element
is absent.
Addnionalblements in the ca
by flie preceding fields can be
elements o cr2ate fiuther vahd labels, this field xp*utzﬁ»
whether none or all of these further labels are to be
inchnded m the final label set fand i
all of the associated data ftems are o be included & the
sat 51 I thas field 15 nor mehuded and i furter label
5 do not indicate which of the Auther labels are to
te inchaded and not ipcluded, the molusion of the farther
fined in any contaxt where the associated
w1 fvpes refer o favget capabaliies o
em stppaort. This field niay not be included
dren the furiler labels ave specified in additionad lnbel
To enable forward compatibility with later versions of
LPP and LPPe 3 recetver may ipnore any labels
contnunny slements values that if does nof recognzs ad
nway act as if these labels were not inchaded,
shroadeasthio CHOGICE Idennties whether unencapsulated o encapsudated LPP
{mencapsulated NULL, and L PPYLPPe messages are broadeast
encapsulated OMA-
LPPe-veri-1-
Encapsudatedhinda, ..}
sepcapsilited OMA-LPPe-veri-1- Opti
Encapsulaiediiode onal
=serverily O™A-1 PPe-verl-1- Defines tie identty of the server.
Berverin)
providar-IT) | OMA-LPPe- Drefines the vendor or aperator ITh
VeadorOrOperatorID
server-iD OCTET STRING Drefines the server ID for the parucular vendor
{SIZE{40 DPRLRICE.
SEQUENCE {SIZE Opti | Applies ro encapsulated mode and provids
(1163 OF OMA-LPPe- | onal | 15 cipher ses each containing ndoimanon
verf-1-CiphetrSer cipherisg for some or all assistance data bum

FIG. 21B
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OMA-LPPe-CommonlEsProvideAssistanceData - Continued

i

g a particndar broadeast svstem. A UE w
any previons cipher sefs from s pariicalar server with any
sets from e same server. A eiplier ot mav refer fo
ongeing ciphering of to cighering that is scheduled for a
{ater time as well as to ciphering applicable to the UL
incation or to other looations. A server may, if possib
wse & cipher sef over the enfire area supporied by the
server for @ penod of af feast 2 owrs and niay s
champe (08 uew cipher seb by ninoducia 3
over the entire area & piece at a tme i ovder to avoid all
ULs m the area requesting new assistance data all at the
sanie time. When this parameter 1S not incloded, a UE
Ay confinie 1o nse any cipher sets previously recervad
from the server
CiplierSetID  OMA-LPPe-veri-1- The IE OMA-LPPe-verl-1-CipherSetID wmiquely
CipherSeilD wdentifies & ciphier set comprising 8 cipherm
and first component o) for the mifial «
Ci. A server may not reuse a particular cipher set I for
a new cipher set for a predetermined period {e.g., 24 hrs)
following usage for the last broadeast for a previous
capher set.
Provides & cipher kev as a bit string

; veplace

10

herkley BIT 8TRING {8

7o 128 bits

{1283}
BIT STRING (SIZE Provides the first component of the mitial ciphering
{1.i7%) vounter C1. I less than 128 bits, o) is padded cut with
zeroes i e significant bit positicns to achieve 128
biis.
srcauthenhesiion SEQUENCE (SIZE Ot | Applies when 2 server requires a UE 0 anthenticate

{1043 OF OMA-LPPe- | onal | every ussistauce dadn brosdeast message received via the
ver-1-AuthenticationSet indicated broadeast svstem. Any breadeast assistapce

tn message raceived via the indicated broadeast svstam
cannot be suthenticated (o g that does melude a
digital signature or that fails svhestication or that is
received atter the end of 15 validity period mav be
discarded by a Uk, Tlus parameter provides protecting to
3 T'F against broadeast messages thar may be
unauthorized adulent. This paraneter provides a
fist of | 1o 4 anthenticaton sets cach containing
mformation relevant to anthentication for some or all
assistance data betrg broadeast using a pagtionlar
broadeast system. A TIE msy replace agy previous
anthentication sets from a particdar server with
sefs from the same server, An anthentication

applicable to the UE location or to other locations. A
server may, 1if possible, use an authentication set over the
entie ared supparied by the sevver fon s pentod {eg., 24
hours) and may dtagger fhe change 10 3 new cipher set by
mtroducing the new set over the entire areg a piece at a
fume in ovder to avold all LEs 1 the area requesting new
assistance data all af the same rime. When this parameter
is not included. a UE may continme to use any
authenfication sefs previously received from the server.

serraAnthenticatt DRIA-LPPe-verf-I- Ideufifies the public key autheniication set to be med o
onsetlD AuthenticationSeflD authenticate the signabiure as an integer between 0-

FI1G. 21C
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The IE OMA-LPPa-verl-1-AuthenticationSet defines an
authentication set comprismy an awthentication 1D, an

R5A publin key value and a salt length for encoding.
saPubdicKe | Bit String (Size 2048) Prowades an RSA public ke consisting of 2 2048 bit
v modulus nmodulus and a 2 to 2048 but exponent. Integer versions of
>wrsaPoblicKe | Bit String (Size (2. 2048) the modulus and exponent wey be obmined by tricating
¥ exponent any leading zero birs and treating the remaining hits as
the binarv representation of a posHive imigger.
sesiSaitlength Tfeger (.32} Provides the length in octets of the salt valae.

F1G. 21D
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1
VERIFYING GENERIC BROADCAST OF
LOCATION ASSISTANCE DATA

CROSS-REFERENCES TO RELATED
APPLICATIONS

This patent application claims the benefit of U.S. Provi-
sional Patent Application No. 61/529,202, filed Aug. 30,
2011, and entitled “GENERIC BROADCAST OF LOCA-
TION ASSISTANCE DATA,” U.S. Provisional Patent Appli-
cation No. 61/549,160, filed Oct. 19, 2011, and entitled
“GENERIC BROADCAST OF LOCATION ASSISTANCE
DATA,” U.S. Provisional Patent Application No. 61/586,737,
filed Jan. 13, 2012, and entitled “GENERIC BROADCAST
OF LOCATION ASSISTANCE DATA,” U.S. Provisional
Patent Application No. 61/606,993, filed Mar. 6, 2012, and
entitled “GENERIC BROADCAST OF LOCATION ASSIS-
TANCE DATA;” U.S. Provisional Patent Application No.
61/686,619, filed Apr. 6, 2012, and entitled “GENERIC
BROADCAST OF LOCATION ASSISTANCE DATA,” U.S.
Provisional Patent Application No. 61/621,466, filed Apr. 7,
2012, and entitled “GENERIC BROADCAST OF LOCA-
TION ASSISTANCE DATA,” U.S. Provisional Patent Appli-
cationNo. 61/664,119 Jun. 25,2012, and entitled “GENERIC
BROADCAST OF LOCATION ASSISTANCE DATA,”, all
of which are incorporated by reference herein in its entirety
for all purposes.

BACKGROUND

Location Services (LCS) provided by or in association
with wireless networks can be useful or essential to many
applications—for example to locate a user engaged in an
emergency call, to obtain navigation (e.g. driving directions),
to locate nearby friends or facilities and to track valuable
objects and assets.

The Long Term Evolution (LTE) wireless access interface
is a standard in the mobile phone network technology tree,
developed by the 3™ Generation Partnership Project (3GPP),
that also produced the Global System for Mobile Communi-
cations (GSM), Enhanced Data rates for GSM Evolution
(EDGE), Universal Mobile Telecommunications System
(UMTS) and High Speed Packet Access (HSPA) network
technologies. The LTE Positioning Protocol (LPP) is the pro-
tocol defined by 3GPP to support LCS in a wireless network
based on LTE with capabilities to locate a User Equipment
(UE). LPP extensions (LPPe) is a positioning protocol devel-
oped by the Open Mobile Alliance (OMA) that extends LPP
to support location for access types in addition to LTE as well
as adding further position methods applicable to both LTE
and other wireless access types such as GSM, UMTS and
WiFi. LPP may be used by itself in an LTE network or may be
combined with LPPe to support LCS in LTE and/or other
networks. In the latter case, the combined protocol may be
referred to as LPP/LPPe.

Current 3GPP defined technology uses point-to-point posi-
tioning protocols such as LPP and LPP/LPPe to support .CS.
The use of point-to-point protocols may result in significant
signaling and processing requirements on both the network
and UEs and difficulty in providing adequate location support
for all UEs accessing a network. Furthermore, while delivery
of LCS Assistance Data via broadcast has been standardized
for GSM and UMTS access, it has not been deployed. One
reason for this is additional implementation impact—e.g. to
network base stations, Location Servers and UEs. A second
reason is that the broadcast Assistance Data standards are
based on an old 3GPP Release (Release 98 completed in
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1999) and do not contain any Assistance Data enhancements
defined since then. A third reason is that some broadcast
systems, such as those already defined to support GSM and
UMTS broadcast location Assistance Data, have limited
bandwidth and cannot broadcast large amounts of Assistance
Data (e.g. GNSS (Global Navigation Satellite System)
ephemeris data) with a low latency. However, broadcast loca-
tion Assistance Data remains potentially useful to avoid the
overhead and delay in obtaining assistance data by point to
point means (e.g. using LPP or LPP/L.PPe). The problem is to
define it in a manner that would be suitable for implementa-
tion and with adequate performance for receiving devices.

SUMMARY

Various techniques are provided for LCS Assistance Data
broadcast, for example for implementation in LTE and LTE
Advanced (LTE-A) systems. The embodiments described
herein, use the LPP/LPPe combined positioning protocol, by
making use of existing unsolicited Provide Assistance Data
(PAD) messages. The embodiments of the invention avoid the
need to define and implement a separate broadcast Assistance
Data protocol. Enabling broadcasting for LCS Assistance
Data has the potential of enabling: faster and more accurate
location; use of target based position methods such as GNSS;
offloading of Location Servers; an ability to charge for some/
all broadcast assistance if ciphering is used; and an ability to
support roamers as well as home subscribers in the serving
network. Broadcast of Assistance Data is also potentially
applicable to both control plane location solutions developed
by 3GPP and 3GPP2 and the SUPL (Secure User Plan Loca-
tion) location solutions developed by OMA.

An exemplary method for verifying a broadcast message
may include receiving a broadcast message, at a device, from
a Location Server wherein the broadcast message comprises
Assistance Data (AD) for location services and a plurality of
broadcast control parameters, and verifying a validity of the
AD using at least one control parameter from the plurality of
broadcast control parameters received from the Location
Server. In some aspects, the method may further include,
receiving information associated with the broadcast at the
device from the Location Server, wherein the information
associated with the broadcast is received point to point using
a positioning protocol, and wherein verifying the validity of
the AD uses the information received point to point.

A few exemplary methods of veritying of the AD may
include, determining that the broadcast message is not a
duplicate message by checking at least one parameter from
the plurality of broadcast control parameters that indicates a
uniqueness of the broadcast message for at least a predefined
period of time, determining applicability of the broadcast
message based on atime indicator from the plurality of broad-
cast control parameters, wherein the device uses the time
indicator in determining if the validity of the AD has yet to
occur or has already expired, determining applicability of the
broadcast message based on a geographic area indicator from
the plurality of broadcast control parameters, wherein the
device uses the geographic area indicator in determining if the
broadcast message is valid for the device based on the
device’s location, determining that the broadcast message
comprises at least one type of AD that is needed by the device
or determining that the broadcast message is digitally signed.

In embodiments where the broadcast message is digitally
signed, the method determines that the device has at least one
key to perform authentication verification for the digitally
signed broadcast message, and verifies the validity of the
broadcast message by verifying a digital signature for the
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broadcast message using the at least one key. The digitally
signed broadcast message may be encapsulated and may use
asymmetric cryptography. In some aspects, the device begins
the authentication verification for the digitally signed broad-
cast message before receiving the entire broadcast message
by identifying the at least one key by using a public key
identifier from the digital signature that appears at the begin-
ning of the broadcast message. If the device is configured to
require digitally signed broadcast messages based on the
information associated with the broadcast received point to
point, the method may determine that the broadcast message
is not digitally signed, and discard the broadcast message, in
response to determining that the broadcast message is not
digitally signed. In some implementations, verifying the digi-
tal signature may include converting the digital signature for
the broadcast message using the at least one key, and com-
paring a representation of the broadcast message against the
converted digital signature, and determining that the broad-
cast message is authentic if the converted digital signature is
the same as the representation of the broadcast message. The
representation of the broadcast message may be generated
using a Secure Hash Algorithm (SHA) based hash.

Moreover, the method may include determining that the
broadcast message is ciphered, and in response to determin-
ing that the broadcast message is ciphered, determining that
the device has at least one key to decipher the ciphered broad-
cast message, and deciphering the broadcast message using
the at least one key. The AD may be ciphered using symmetric
cryptography. In some aspects, determining that the device
has the at least one key to decipher the ciphered broadcast
message may include using a cipher Key ID contained in the
at least one control parameter that indicates the at least one
key that should be used in deciphering the broadcast message.
The broadcast message may be encapsulated. In some imple-
mentations, deciphering the AD from the broadcast message
further comprises using a counter from the plurality of broad-
cast control parameters. An initial counter is transmitted by
the Location Server to the device in two portions. The infor-
mation associated with the broadcast received point to point
from the Location Server may contain a first portion of the
initial counter along with a ciphering key and an identifier for
the first portion of the initial counter and the ciphering key.
The second portion of the initial counter may be derived from
at least a counter from the plurality of broadcast control
parameters. If the broadcast message is an initial broadcast
message, deriving the initial counter may include receiving a
first portion of an initial key using point-to-point mode,
receiving a second portion of the initial key using broadcast
mode, and deriving the initial counter using the first portion
and the second portion. Another counter for a subsequent
broadcast message may be derived using the counter from the
current broadcast message. The method may further include
at least temporarily ceasing the use of a broadcast system
associated with the broadcast message if a plurality of broad-
cast messages fail during the verification process. In some
embodiments, the broadcast message is an LTE Positioning
Protocol (LPP) or an LPP/LPP Extensions (LPPe) Provide
Assistance Data message and the positioning protocol is an
LPP/LPPe.

An exemplary device for verifying a broadcast message
may include a transceiver for receiving a broadcast message,
at the device, from a Location Server wherein the broadcast
message comprises Assistance Data (AD) for location ser-
vices and a plurality of broadcast control parameters, and a
processor for verifying a validity of the AD using at least one
control parameter from the plurality of broadcast control
parameters received from the Location Server. In some
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aspects, the transceiver may further include receiving infor-
mation associated with the broadcast at the device from the
Location Server, wherein the information associated with the
broadcast is received point to point using a positioning pro-
tocol, and wherein verifying the validity of the AD uses the
information received point to point.

The device may verify the AD by using the process for
determining that the broadcast message is not a duplicate
message by checking at least one parameter from the plurality
of’broadcast control parameters that indicates a uniqueness of
the broadcast message for at least a predefined period of time,
determining applicability of the broadcast message based on
a time indicator from the plurality of broadcast control
parameters, wherein the device uses the time indicator in
determining if the validity of the AD has yet to occur or has
already expired, determining applicability of the broadcast
message based on a geographic area indicator from the plu-
rality of broadcast control parameters, wherein the device
uses the geographic area indicator in determining if the
broadcast message is valid for the device based on the
device’s location, determining that the broadcast message
comprises at least one type of AD that is needed by the device
or determining that the broadcast message is digitally signed.

In embodiments where the broadcast message is digitally
signed, the processor determines that the device has at least
one key, stored in memory, to perform authentication verifi-
cation for the digitally signed broadcast message, and uses the
processor to verify the validity of the broadcast message by
verifying a digital signature for the broadcast message using
the at least one key. The digitally signed broadcast message
may be encapsulated and may use asymmetric cryptography.
In some aspects, the processor begins the authentication veri-
fication for the digitally signed broadcast message before
receiving the entire broadcast message by identifying the at
least one key by using a public key identifier from the digital
signature that appears at the beginning of the broadcast mes-
sage. If the device is configured to require digitally signed
broadcast messages based on the information associated with
the broadcast received point to point, the processor may deter-
mine that the broadcast message is not digitally signed, and
discard the broadcast message, in response to determining
that the broadcast message is not digitally signed. In some
implementations, verifying the digital signature, by the pro-
cessor, may include converting the digital signature for the
broadcast message using the at least one key, and comparing
a representation of the broadcast message against the con-
verted digital signature, and determining that the broadcast
message is authentic if the converted digital signature is the
same as the representation of the broadcast message. The
representation of the broadcast message may be generated
using a Secure Hash Algorithm (SHA) based hash.

Moreover, the device may include the processor for deter-
mining that the broadcast message is ciphered, and in
response to determining that the broadcast message is
ciphered, determining that the device has at least one key to
decipher the ciphered broadcast message, and deciphering
the broadcast message using the at least one key. The AD may
be ciphered using symmetric cryptography. In some aspects,
determining, by the processor, that the device has the at least
one key to decipher the ciphered broadcast message may
include using a cipher Key ID contained in the at least one
control parameter that indicates the at least one key that
should be used in deciphering the broadcast message. The
broadcast message may be encapsulated. In some implemen-
tations, deciphering the AD from the broadcast message fur-
ther comprises using a counter from the plurality of broadcast
control parameters. An initial counter may be transmitted by
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the Location Server to the device in two portions. The infor-
mation associated with the broadcast received point to point
from the Location Server may contain a first portion of the
initial counter along with a ciphering key and an identifier for
the first portion of the initial counter and the ciphering key.
The second portion of the initial counter may be derived from
at least a counter from the plurality of broadcast control
parameters. If the broadcast message is an initial broadcast
message, deriving the initial counter may include receiving a
first portion of an initial key using point-to-point mode,
receiving a second portion of the initial key using broadcast
mode, and deriving the initial counter using the first portion
and the second portion. Another counter for a subsequent
broadcast message may be derived using the counter from the
current broadcast message. The method may further include
at least temporarily ceasing the use of a broadcast system
associated with the broadcast message if a plurality of broad-
cast messages fail during the verification process. In some
embodiments, the broadcast message is an LTE Positioning
Protocol (LPP) or an LPP/LPP Extensions (LPPe) Provide
Assistance Data message and the positioning protocol is an
LPP/LPPe

An exemplary non-transitory computer readable storage
medium coupled to a processor, wherein the non-transitory
computer readable storage medium comprises instructions
executable by the processor, the instructions comprising
instructions to receive a broadcast message, at a device, from
a Location Server wherein the broadcast message comprises
Assistance Data (AD) for location services and a plurality of
broadcast control parameters, and verify a validity of the AD
using at least one control parameter from the plurality of
broadcast control parameters received from the Location
Server.

An exemplary device, may include means for receiving a
broadcast message, at a device, from a Location Server
wherein the broadcast message comprises Assistance Data
(AD) for location services and a plurality of broadcast control
parameters, and means for verifying a validity of the AD
using at least one control parameter from the plurality of
broadcast control parameters received from the Location
Server.

Embodiments of the invention create the possibility for a
device to use LPP/LPPe point-to-point as a means of obtain-
ing critical information related to LPP/L.PPe broadcast. This
avoids relying on network based control plane protocols to
obtain broadcast related information at a device (such as
deciphering keys for use when broadcast Assistance Data is
ciphered), which is not suitable when SUPL rather than a
control plane is used as a location solution in many imple-
mentations. In addition, a method of categorizing and adver-
tising broadcast location Assistance Data is defined and a
method of adapting existing LTE System Information Blocks
(SIBs) is defined to support LPP/LPPe assistance data broad-
cast. Segmentation of LPP/L.PPe broadcast messages is also
enabled. Applicability to any broadcast system is enabled by
treating PAD messages as blocks of data from the perspective
of the broadcast system that may carry labeling information
on content, use of ciphering, change of data content and
segmentation inside the PAD messages and invisibly to the
broadcast system. This will enable PAD messages to be
broadcast (like any other data) by any broadcast system.
Embodiments of the invention additionally describe tech-
niques for labeling Assistance Data, for example to refer to
assistance data parameters inside the messages in a concise
manner or to indicate supported broadcast Assistance Data.
Other embodiments enable broadcast Assistance Data to be
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authenticated by any receiving UE to overcome possible fal-
sified broadcast from malicious sources.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 (PRIOR ART) shows a sample positioning session
using the LPP (point-to-point) positioning protocol for Loca-
tion services (LCS) for LTE.

FIG. 21is asignaling flow diagram illustrating an exemplary
embodiment of the invention for a broadcast protocol for
Location Service (LCS) for LTE.

FIG. 3 shows exemplary additional information that may
be included in a response from a Location Server to a user
equipment (UE) ina LPP/LPPe Provide Assistance Data mes-
sage.

FIG. 4 is a flow diagram, showing an embodiment of the
invention performed by a Location Server.

FIG. 5A is an exemplary architecture diagram describing
an exemplary embodiment of the invention for a broadcast
protocol for Location Services (LCS) for using a Broadcast
Subsystem.

FIG. 5B is a block diagram describing an exemplary
embodiment of the invention for a broadcast protocol for
Location Services (LCS) for LTE using a Broadcast Sub-
system.

FIG. 61s asignaling flow diagram illustrating an exemplary
method performed by an embodiment of the invention for
broadcasting location Assistance Data to one or more UEs.

FIG. 7 is a flow diagram, showing an embodiment of the
invention performed by a Broadcast Subsystem.

FIG. 81s asignaling flow diagram illustrating an exemplary
embodiment for a Periodic/Triggered Assistance Data Trans-
fer, initiated and terminated for transfer of Assistance Data
via broadcast.

FIG. 9 is a block diagram of an exemplary data structure
showing the additional information that may be included in a
LPP/LPPe Provide Assistance Data message, when there is a
one-to-one correspondence between the system information
block (SIB) and the Provide Assistance Data message.

FIG. 10 is another block diagram of an exemplary data
structure showing the additional information that may be
included in a LPP/LPPe Provide Assistance Data message,
when multiple PAD types may be assigned to one SIB.

FIG. 11 is block diagram of an exemplary data structure
showing the additional information that may be included in
LPP/LPPe Provide Assistance Data message for scheduling,
when multiple PAD types are scheduled within one SIB.

FIG. 12 illustrates an exemplary embodiment of an encap-
sulated broadcast message transmitted by a server.

FIG. 13 illustrates another exemplary embodiment of an
encapsulated broadcast message transmitted by a server.

FIG. 14 illustrates a flow diagram for an exemplary
embodiment for verifying a broadcast message at a device.

FIG. 15 describes one implementation of ciphering sup-
port.

FIGS. 16A, 16B, 16C, 16D and 16E define exemplary
broadcast restrictions and labeling applicable to the content
of broadcast Assistance Data and limitations on the areas
within which certain types of Assistance Data may be broad-
cast.

FIGS. 17A and 17B illustrate an exemplary Broadcast
Container used in embodiments of the invention.

FIG. 18 illustrates exemplary enhancements to the LPP/
LPPe Request Capabilities message.

FIGS. 19A and 19B illustrate exemplary enhancements to
the LPP/LPPe Provide Capabilities message.
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FIGS. 20A and 20B illustrate exemplary enhancements to
the LPP/LPPe Request Assistance Data message.

FIGS. 21A, 21B, 21C and 21D illustrate exemplary
enhancements to the LPP/LPPe Provide Assistance Data
message for supporting embodiments of the invention.

FIG. 22 is a schematic diagram of a wireless telecommu-
nication system.

FIG. 23 is a block diagram of components of a computing
device used in embodiments of the invention.

DETAILED DESCRIPTION

LCS support by or in association with a wireless network
typically employs a Location Server in or associated with the
network that enables the location of a mobile terminal to be
obtained by the Location Server and/or by the terminal. The
location may be needed (e.g. requested) by some client appli-
cation which may be inside or associated with the mobile
terminal (e.g. an application or the mobile terminal user) or
may be external to the network and not directly associated
with the mobile terminal. In some standards and implemen-
tations, the mobile terminal may make measurements ofradio
transmission from network base stations, access points (e.g.
WiFi access points (APs)) and/or satellites (e.g. the Global
Positioning System (GPS)) and may transfer these measure-
ments (e.g. on request) to the Location Server for computa-
tion of the mobile terminal location by the Location Server. In
other standards and implementations, a mobile terminal may
make the radio measurements and in addition then compute
its position—and possibly then transfer the position to the
Location Server if requested. To enable a mobile terminal to
make radio measurements more reliably, accurately and
faster and optionally enable a terminal to compute its position
from the radio measurements, a Location Server may transfer
Assistance Data to the mobile terminal (e.g. on request) such
as Assistance Data containing orbital data for GPS satellites
or satellites for other Global Navigation Satellite System
(GNSS) systems such as GLONASS and Galileo. Assistance
data may also contain location coordinates of base stations
and access points nearby to the terminal, timing information
and signal power for base station radio transmission and other
data to assist location measurements and location computa-
tion. Examples of positioning methods that may make use of
Assistance Data include Assisted GPS (A-GPS), Assisted
GNSS (A-GNSS), Observed Time Difference Of Arrival (OT-
DOA), Advanced Forward Link Trilateration (AFLT) and
Enhanced Cell ID (E-CID). The 3GPP LPP definition in
3GPP Technical Specification (TS) 36.355 and the OMA
definition of LPPe in [.PPe Extensions Specification version
1.0 contain definitions of A-GPS, A-GNSS, OTDOA and
E-CID, while the 3’ Generation Partnership Project 2
(3GPP2) provides a definition of AFLT in 3GPP2 TS
C.S0022.

To enable a Location Server to know the capabilities of a
mobile terminal to support different types of Assistance Data,
make different types of radio measurement and support dif-
ferent positioning methods, the capabilities of the terminal
may be transferred (e.g. on request) by the terminal to the
Location Server. A similar capability transfer in the reverse
direction may be used to provide a mobile terminal with the
capabilities of a Location Server to provide different types of
Assistance Data and support different types of radio measure-
ments. All of the interactions just mentioned between the
Location Server and mobile terminal would typically be con-
ducted using point to point signaling (e.g. via a radio access
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network and one of more core network entities such as routers
or gateways) which may consume resources and increase
delay.

The point to point interactions just described may be sup-
ported by positioning protocols such as LPP, LPP/LPPe and
the protocol defined in 3GPP2 TS C.S0022. The interactions
may be supported within a control plane solution such as one
of the solutions defined in 3GPP TSs 23.271, 49.059. 25.305
and 36.305 and in 3GPP2 TS X.S0002. The interactions may
also be supported within a user plane solution such as one of
the OMA Secure User Plane Location (SUPL) version 1.0,
version 2.0, version 2.1 and version 3.0 solutions defined by
OMA in Enablers OMA-ERP-SUPL-V1_0, OMA-ERP-
SUPL-V2_ 0, OMA-ERP-SUPL-V2 1 and OMA-ERP-
SUPL-V3__ 0, respectively. In a control plane location solu-
tion, existing network interfaces and protocols are enhanced
and used for most signaling (e.g. to support UE to Location
Server point to point interaction) whereas with a user plane
solution such as SUPL, the SUPL Secure Location Platform
(SLP) Location Server interacts with a UE, known in SUPL as
a SUPL Enabled Terminal (SET), via a data (e.g. TCP/IP)
connection that is mostly transparent to other network enti-
ties.

FIG. 1 (PRIOR ART) shows a sample positioning session
using the LPP (point-to-point) positioning protocol for Loca-
tion services (LCS) for LTE. This is an example of point to
point interaction between a Location Server and a mobile
terminal. Transaction T1 from FIG. 1, is for capability
exchange between the Location Server and the UE (LPP
Request/Provide Capabilities). In transaction T1, the Loca-
tion Server sends a request to the UE for some or all of the
UE’s positioning capabilities with respect to the LPP protocol
and the UE then returns these capabilities. A UE could be a
mobile phone, wireless PDA, PC, or any other device that can
connect to an LTE wireless network. A UE may also be
interchangeably referred to as a target, a mobile terminal, a
mobile device, a SET or a device throughout the specification.
The location information subsequently obtained by the Loca-
tion Server may be made available to support Location Based
Services (LBS) for value-added applications or clients which
are accessible to mobile subscribers or to other third parties.
Wireless network and wireless devices are in an advantageous
position to support LCS due to the inherent geo-location
capability of radio signals as well as the user mobility track-
ing of the system. The information exchange in transaction T1
in FIG. 1 makes the server aware of the UE positioning
capabilities (e.g. A-GNSS support, supported cellular net-
work measurements for OTDOA and E-CID, etc.). Based on
this information, the server can make a decision on the posi-
tioning method to be used, based on both the UE capabilities
and the requested quality-of-position (response time, accu-
racy).

As shown in FIG. 1, the actual location information request
is carried out during the T2 transaction which starts with the
server sending an LPP Request Location Information mes-
sage to the UE containing the position methods being
requested, details on the measurements needed (e.g. which
GNSS systems, GNSS signals and network base stations need
to be measured and whether the UE or the Location Server
will compute the location). The message may also carry other
reporting instructions such as periodicity for multiple loca-
tions and required response time.

Having received the LPP Request Location Information
message, the UE begins its positioning activities. In some
scenarios, this activity may trigger a request for some Assis-
tance Data—e.g. if the UE does not already have sufficient
Assistance Data from previous requests to obtain all the
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requested measurements and, if asked, compute a location.
For instance, if the server requests UE based A-GNSS loca-
tion in which the UE both obtains GNSS measurements and
computes its own location, and the UE does not have the latest
ephemeris data for the requested GNSS systems, the UE may
request these with the LPP Request/Provide Assistance Data
mechanism (Transaction T3). Other Assistance Data, such as
an approximate reference location for the UE (e.g. based on
the current UE serving cell or serving AP), a reference time,
a GNSS ionosphere model, base station and WiFi AP loca-
tions to name just a few may also be provided to the UE as part
of transaction T3. As part of transaction T3, the UE sends its
request for specific Assistance Data to the server and the
server returns as much of this Assistance Data as it can to the
UE. Having received the requested Assistance Data, the UE
makes measurements (e.g. of GNSS systems, base stations,
WiFi APs) and then, if also asked by the server, computes its
location, and reports the location information (for example,
measurements or a computed location) back to the Location
Server in an LPP Provide Location Information message
which terminates transaction T2.

As described above, the current 3GPP based technology
uses point-to-point protocols such as LPP and LPP/L.PPe to
support LCS. The same applies to support of LCS in networks
defined by 3GPP2 such as Code Division Multiple Access
2000 (CDMA2000) and High Rate Packet Data (HRPD) net-
works which also employ point to point positioning protocols
between a server and mobile terminal such as the protocol
defined in 3GPP2 TS C.S0022. The use of point-to-point
protocols results in significant signaling and processing
requirements on both the network and UEs and difficulty in
providing location support for all UEs accessing a network.
Furthermore, while LCS Assistance Data via broadcast has
been standardized for GSM and UMTS access, it has not been
deployed. One reason is the additional implementation
impact to network base stations, Location Servers and UEs.
Another reason is that the broadcast Assistance Data stan-
dards are based on 3GPP Release 98 (defined in 1999) and do
not contain any Assistance Data enhancements defined since
then. A third reason is that some broadcast capabilities, such
as those already defined to support broadcast location Assis-
tance Data for GSM and UMTS, have limited bandwidth and
cannot broadcast large amounts of Assistance Data (e.g.
GNSS ephemeris data) with a low latency. However, broad-
cast location Assistance Data remains potentially very useful.
The problem is to define it in a manner that would be suitable
for implementation and with adequate performance for
receiving devices. Embodiments of the invention, described
below, solve these and other problems.

1. Broadcast Support Using Point to Point

FIG.2is asignaling flow diagram illustrating an exemplary
embodiment of the invention for a broadcast protocol for
Location Service (LCS) for LTE. The signaling in process
200 is performed by processing logic that comprises hard-
ware (circuitry, dedicated logic, etc.), software (such as is run
on a general purpose computing system or a dedicated
machine), firmware (embedded software), or any combina-
tion thereof. In one embodiment, the process 200 is per-
formed by one or more computer systems 2300 as described
in FIG. 23. In one embodiment, the receiving and transmitting
steps described below may be facilitated utilizing the trans-
ceiver 2350 described in FIG. 23.

In FIG. 2, the Location Server 215 may correspond to
Location Server 504 described later with reference to FIG. 5A
and UE 220 may correspond to UE/SET 502 in FIG. 5A. The
Location Server 215 in FIG. 2 communicates point to point
with the UE 220 for exchanging some Assistance Data, loca-
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tion estimates, capabilities and providing the schedule and/or
other information regarding Assistance Data that is being
broadcast. In some implementations, an intermediary system
or plurality of subsystems, such as a Broadcast Subsystem
506 described in FIG. 5A, FIG. 5B and FIG. 6, may facilitate
exchange of information and also assume some or all of the
broadcasting responsibilities.

During the T1 transaction in FIG. 2, using the LPP/L.PPe
Request Assistance Data message, at step 201, which is sent
by UE 220 to Location Server 215, the UE 220 may provide
its current serving cell (or current access point or current
access network) along with other access networks visible to
UE 220 and/or other optional related information to the Loca-
tion Server 215 and may request information about Provide
Assistance Data messages being broadcast by the Location
Server 215. The UE 220 may request the Assistance Data at
some initial time, for example when the UE attaches to the
network or in instances when the Assistance Data is changing.

Exemplary enhancements to the LPP/L.PPe Request Assis-
tance Data message, as in step 201, are illustrated in FIG. 20.
In response to UE 220°s LPP/L.PPe Request Assistance Data
message, the Location Server 215 may respond with an LPP/
LPPe Provide Assistance Data message, as illustrated at step
202, with information about Provide Assistance Data mes-
sages that are being broadcast. Exemplary enhancements to
the LPP/LPPe Provide Assistance Data message for support-
ing broadcasting, as in step 202, are illustrated in FIGS. 21A
and 21B.

Briefly discussing FIG. 3, the figure shows exemplary
information that may also be included in the response from
the Location Server 215 to the UE 220 in the LPP/LPPe
Provide Assistance Data message, as in step 202, as part of the
response to the LPP/LPPe Request Assistance Data message,
as in step 201, in transaction T1 of FIG. 2. At block 302, the
various types of PAD messages being broadcast in UE 220°s
local area may be included. GNSS ephemeris Assistance
Data, GNSS almanac Assistance Data, WiFi related data, and
E-CID related data are each examples of different PAD types.
So, for example, GNSS ephemeris data for GLONASS may
be one PAD type and may be broadcast in PAD messages
separate to those for other PAD types such as GNSS almanac
data or WiFi related data. At block 304, associated type IDs
(also included in broadcast PAD messages) may also be
included if the association between PAD types and Type IDs
is not standardized. For example, a Type ID could contain
several value fields—e.g. a primary field indicating a specific
positioning method (e.g., A-GNSS, LTE OTDOA, UMTS
OTDOA) and one or more secondary fields qualifying the
Assistance Data for this position method (e.g. in the case of
A-GNSS, one field indicating whether Assistance Data is
ephemeris, almanac or ionospheric correction etc. and a fur-
ther field indicating a specific GNSS constellation (e.g. GPS
L1 C/A, modernized GPS, GLONASS etc.). Note that Type
IDs may merely be labels for PAD types—e.g. short alpha-
numeric character strings or numeric values. When type [Ds
are standardized (i.e. when the type ID for any type of Assis-
tance Data is defined in some publicly available standard),
block 304 may be omitted and block 302 may carry the
standardized types being supported for broadcast. When type
IDs are not standardized, block 304 may carry some reference
to different types of Assistance Data (e.g. using conventions
already defined for point to point signaling) and a correspond-
ing type ID which the Location Server may also include in the
broadcast PAD messages to enable recipient UEs to quickly
determine broadcast PAD message content. At block 306, the
broadcasting schedule of the different PAD types may be
included for the broadcasting phase. At block 308, decipher-
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ing key values and associated deciphering key IDs may be
included if the broadcast of some or all PAD messages are
ciphered. Deciphering key IDs are labels (e.g. numeric values
or short alphanumeric character strings) for the actual deci-
phering key values. At block 310, the applicable duration of
deciphering keys and optionally additional deciphering keys
to be used after the duration of current deciphering keys
expires may also be included. At block 312, the message may
also include authentication information that allows the UE to
determine if broadcast PAD messages that are later received
actually come from server 215 versus some other untrusted
source. In addition to the parameters discussed in FIG. 3,
other parameters as discussed in FIGS. 21A and 21B, such as
broadcastSystem, accessNetworks, coverageArea and serv-
erID, may also be included as parameters for the LPP/LPPe
Provide Assistance Data message for supporting broadcast-
ing. Parameters additional to or distinct in some way from
these may also be included such as identification of one or
more broadcast systems that support broadcast of location
Assistance Data, a geographic area or set of geographic areas
or set of cell sites within which Assistance Data is broadcast.

The content of the information block in FIG. 3 may be
specific to the UE’s current location or current serving cell.
For instance, if the user moves to some new serving cell or
new location (nearby to or far from an earlier serving cell or
earlier location), the UE 220 and the Location Server 215 may
need to proceed through the provisioning steps 201 and 202 in
FIG. 2 again in order to provide different data for the new
serving cell or new location.

Returning back to FIG. 2, as illustrated by step 203, using
the transceiver 2350 and the processor 2310, the UE 220 may
begin monitoring for and receiving L.LPP/L.PPe Broadcast Pro-
vide Assistance Data messages on broadcast systems that
may have been indicated by the Location Server 215 in step
202 some time after exchanging information with the Loca-
tion Server 215 during the T1 transactions. At some later time,
at steps 204 and 205, during the T2 transactions, the Location
Server 215 may instigate the capabilities exchange protocol
between the Location Server 215 and the UE 220. For
exchanging capabilities, in one embodiment, the LPP/LPPe
protocol may be enhanced to allow the exchange of Assis-
tance Data broadcast capabilities between the Location
Server 215 and the UE 220. In some embodiments, both the
Location Server 215 and the UE 220 are broadcast Assistance
Data capable. Moreover, Location Server 215 and UE 220
may each support transfer of certain types of Assistance Data
using one or more broadcast systems. The capabilities
exchange shown in steps 204 and 205 enable Location Server
215 to discover which types of assistance UE 220 is able to
receive using broadcast over different broadcast systems such
as evolved/enhanced Multimedia Broadcast Multicast Ser-
vice (eMBMS) and LTE SIBs. Messages sent in opposite
directions to those shown in step 204 and 205 (not shown in
FIG. 2) may enable UE 220 to discover similar information
regarding server 215’s capability to send Assistance Data via
broadcast. Once the capabilities are exchanged, both the UE
220 and the Location Server 215 may be aware if they can
begin or continue to participate in the broadcast Assistance
Data protocol with one another. The capabilities information
may additionally include, but is not limited to 1) the ability to
send or receive broadcast Assistance Data, 2) types of broad-
cast system supported (e.g. LTE SIB, eMBMS, OMA
BCAST), 3) ability to cipher/decipher broadcast Assistance
Data, 4) ability to authenticate messages, 5) the Type IDs for
the PADs supported and 6) ability to send assistance or
receive assistance data point to point related to broadcast of
PAD messages. In some embodiments, steps 204 and 205
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may also or instead occur in the same direction and/or the
reverse direction to that shown in FIG. 2 prior to steps 201 and
202—e.g. to enable UE 220 to determine whether Location
Server 215 supports broadcast of assistance data and can
provide the assistance data in step 202 that is requested in step
201. In some embodiments, the assistance data sent in step
202 may be sent unsolicited by the server—e.g. based on
knowing the UE 220’s capability to support this assistance
data—without the need for the request in step 201.

Transaction T2 for exchanging capabilities may include
LPP/LPPe Request Capabilities message, as in step 204, from
the Location Server 215 to the UE 220 and LPP/LPPe Provide
Capabilities message, as in step 205, from the UE 220 to the
Location Server 215. Exemplary enhancements to the LPPe
Request Capabilities message for supporting broadcasting
are further illustrated in FIG. 18. Similarly, exemplary
enhancements to the LPPe Provide Capabilities message for
supporting broadcasting are further illustrated in FIG. 19.

Embodiments of the invention may also select to imple-
ment a T3 transaction instigated by the Location Server 215
for acquiring the location estimates from the UE 220. At step
206, the Location Server 215 may send an LPP/L.PPe Request
Location Information message for requesting location esti-
mates from the UE 220. In one embodiment, the UE 220 may
use previously acquired Assistance Data in performing its
location measurements and location computation, using the
processor 2310, if requested, such as Assistance Data
received at step 203 via a broadcast LPP/L.PPe Provide Assis-
tance Data message. In another embodiment, at step 207, the
UE 220 may monitor for another, perhaps updated, broadcast
LPP/LPPe Provide Assistance Data message for estimating
location information. At step 225, the UE 220 may perform
positioning (e.g. location measurements and possibly loca-
tion computation) using Assistance Data received from the
Location Server 215 in step 203 and/or step 207. In some
embodiments, the processor 2310 of the UE uses Assistance
Data previously stored in device storage 2325 or temporarily
maintained in the Working memory 2335. At step 208, the UE
220 sends an LPP/LPPe Provide Location Information mes-
sage with the location measurements or location estimate
obtained in step 225 to the Location Server 215.

As shown at step 209, the Location Server 215 may con-
tinue to broadcast LPP/LPPe Provide Assistance Data mes-
sages with the Assistance Data to the UE 220 along with other
UEs at scheduled intervals. The broadcast schedule may be
communicated to the UE 220 point to point, for example may
be provided in step 202 of FIG. 2, and instead or in addition
may be broadcast to the various UEs, such as via step 203
and/or step 207 and as described in further detail below. The
UE 220 has the broadcast schedule and knows which types of
Assistance Data are being broadcast and their schedule and
can choose to receive Assistance Data rather than requesting
the Assistance Data point to point from the Location Server
each time. In some embodiments, the broadcast schedule is
stored at the Storage Device 2325 or temporarily maintained
in the working memory 2335. For example, the UE 220 may
receive information from the Location Server identifying a
type or types of Assistance Data that are broadcast.

The UE 220 may continue to receive broadcast Provide
Assistance Data messages, as shown at step 209. In addition
to responding to requests by the Location Server 215 for
location estimates (e.g. as in steps 206 and 208), the UE 220
may perform positioning (as shown at block 230) autono-
mously without requesting additional information from the
Location Server 215. For instance, the UE 220 may perform
positioning in response to an internal application request
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from the UE 220 itself and may make use of Assistance Data
received via broadcast (e.g. in step 209) to support such
positioning.

In some embodiments, the UE 220 may receive informa-
tion from the Location Server 215 (e.g. in step 202 and/or step
203 of FIG. 2) regarding where and/or how Assistance Data is
being broadcast. For example, the information may indicate a
geographic area or set of geographic areas and/or a set of cell
sites within which location Assistance Data is broadcast,
and/or the information may identify a system (e.g. eMBMS,
LTE SIBs) which is broadcasting the location Assistance
Data.

Receiving Assistance Data via broadcast, as exemplified in
FIG. 2, may be more efficient from both a Location Server
215 and UE 220 perspective than receiving the same Assis-
tance Data point to point, as exemplified in FIG. 1. In particu-
lar, the Location Server can broadcast the same Assistance
Data, once, in a particular cell, to many UEs rather than
sending the Assistance Data separately to each UE 220 by
point to point means. Further, the UE 220 does not need to
request the Assistance Data but can instead receive it via
broadcast and store the data for future location use. Assis-
tance data which has a long life time of several hours or more
(e.g. GNSS ephemeris, GNSS almanac, GNSS ionospheric
data, base station and WiFi AP coordinates and map related
data for cities, towns or individual buildings) can be usefully
broadcast at infrequent intervals by a server and stored for the
period of the data validity by recipient UEs.

In the above described embodiment of FIG. 2, during trans-
action T1, the LPP/L.PPe Provide Assistance Data response
message, as in step 202, from the Location Server 215 to the
UE 220 is provided using point to point protocol. This also
applies to the Assistance Data request and transfer in trans-
action T3 in FIG. 1. When the request for Assistance Data by
the UE in such a transaction includes a request for Assistance
Data related to location support and/or a request for Assis-
tance Data related to broadcast support, instead of using a
point to point protocol, the Location Server 215 may broad-
cast the requested Assistance Data to one or more UEs (e.g.
UEs 2212 of FIG. 22). Broadcasting the requested Assistance
Data allows for additional efficiencies if the Location Server
215 has a number of open requests from UEs 2212 for Assis-
tance Data associated with broadcasting and/or Assistance
Data related to location support. Referring back to FIG. 3, in
one embodiment, the Location Server broadcasts the data
associated with types of PAD (block 302), associated type IDs
(block 304), and scheduling information (block 306). In some
embodiments, the deciphering keys (block 308) and the dura-
tion associated with the deciphering keys (block 310) are not
broadcasted. Since UEs will have requested the Assistance
Data initially point to point, the Location Server 215 may
reply (e.g. in step 202 in FIG. 2) with an indication that some
of the requested Assistance Data is available via broadcast.
Alternatively, the Location Server 215 may not provide such
an indication but may instead provide the UE with sufficient
information related to the broadcast of Assistance Data to
enable the UE to then look for the missing Assistance Data via
broadcast. In some embodiments, Location Server 215 may
provide all the Assistance Data that each UE explicitly
requests by point to point means (e.g. as in transaction T1 in
FIG. 2) but may record the Assistance Data requests and the
areas in which they were made and use this record to predict
likely future requests from other UEs in the same or other
areas. Based on such a prediction, Location Server 215 may
broadcast the Assistance Data that it expects UEs will later
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request thereby enabling these UEs to obtain the Assistance
Data via broadcast and no longer need to request point to
point.

The Location Server 215 may adapt the scheduling of
broadcast Assistance Data according to the types and number
of point to point Assistance Data requests from UEs 2212. A
particular type of broadcast Provide Assistance Data message
may be sent at a higher frequency when many UEs request the
information contained in order to reduce the amount of point
to point provisioning. The frequency of Provide Assistance
Data broadcast may also be increased when 1) the location
requests from UEs or from LCS clients are high (e.g. has
increased), 2) the time of the day corresponds statistically to
high location activity, 3) the density of attached UFE:s is high,
or 4) the Location Server becomes congested by point to point
location services. The content of the broadcast Assistance
Data can also be adapted to the level of UE support. For
instance, A-GNSS ephemeris, almanac, acquisition assis-
tance and other types of A-GNSS Assistance Data can be sent
more often when a large number of attached UEs 2212 sup-
port UE based A-GNSS and are able to receive A-GNSS
Assistance Data via broadcast. Assistance Data content may
also be adapted to the types of access networks available in a
local area. For instance, broadcast of WiFi and Femto Assis-
tance Data can occur in indoor locations where there are many
WiFiaccess points and Femtos but not outside where there are
usually only a few access points or Femto cells. In some
embodiments, Assistance Data, for example as requested by a
UE 220, may provide information on where and/or how
Assistance Data is being broadcast. For example, the message
may indicate a geographic area or set of cell sites within
which location Assistance Data is broadcast and/or identifi-
cation of a system which is broadcasting the location Assis-
tance Data. The Assistance Data may instead or in addition
identify a type or types of Assistance Data that are broadcast.

The Assistance Data may be ciphered by the Location
Server 215, using one or more processors 2310, to allow
billing for the service and/or restriction to only certain sets of
UEs (e.g., home subscribers but not roamers). Cipher keys
may be the same or different over different local areas (e.g.
same or different per cell or per group of cells) and may be
changed at intervals. Additionally, the cipher keys may also
be the same or different for different types of broadcast Pro-
vide Assistance Data messages. Different cipher keys allow
different levels of service to different user groups overlapping
the same service area and provide for a model for selective
charging of'users based on the service provided. As described
in FIG. 3, at block 308, the Location Server 215 can provide
deciphering key values to UEs as part of other Assistance
Data associated with support of broadcast Assistance Data.
The deciphering key values may be associated with decipher-
ing key IDs (which would be broadcast in the clear) so a UE
220 knows which deciphering key value to use. Furthermore,
the deciphering keys may have temporal properties (disclosed
at block 310) and the deciphering keys may expire after a
pre-determined duration, requiring the user to periodically
refresh their keys. These temporal properties of the decipher-
ing keys allow for better control over the keys and also enable
pay-per-duration usage models. Further details of ciphering
techniques and exemplary embodiments are discussed in
FIGS. 12,13, 14 and 15.

It should be appreciated that the specific steps illustrated in
FIG. 2 provide a particular method of switching between
modes of operation, according to an embodiment of the
present invention. Other sequences of steps may also be per-
formed accordingly in alternative embodiments. For
example, alternative embodiments of the present invention
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may perform the steps outlined above in a different order. To
illustrate, a user may choose to change from the third mode of
operation to the first mode of operation, the fourth mode to the
second mode, or any combination there between. Moreover,
the individual steps illustrated in FIG. 2 may include multiple
sub-steps that may be performed in various sequences as
appropriate to the individual step. Furthermore, additional
steps may be added or removed depending on the particular
applications. One of ordinary skill in the art would recognize
and appreciate many variations, modifications, and alterna-
tives of the process 200.

FIG. 4 is a flow diagram, showing an embodiment of the
invention performed by the Location Server. The process 400
is performed by processing logic that comprises hardware
(circuitry, dedicated logic, etc.), software (such asisrunon a
general purpose computing system or a dedicated machine),
firmware (embedded software), or any combination thereof.
In one embodiment, the process 400 is performed by one or
more computer systems 2300 as described in FIG. 23. In one
embodiment, the receiving and transmitting steps described
below may be facilitated by the various devices utilizing the
transceiver 2350 described in FIG. 23.

In some embodiments, some of the responsibilities of
broadcasting Assistance Data are facilitated by a Broadcast
Subsystem 506 and location server 504 as discussed in FIG.
5A, FIG. 5B and FIG. 6. Referring to FIG. 4, in one embodi-
ment, the Location Server, which may be the location server
215 of FIG. 2, may be responsible for deciding, using one or
more processors 2310, what types of location Assistance Data
are to be broadcast (block 402), deciding broadcast schedul-
ing (e.g. periodicity for each PAD type) (block 404), deciding
means of broadcast (e.g. LTE System Information Block
(SIB), OMA BCAST (Mobile Broadcast Services Enabler
Suite), e MBMS (evolved or enhanced Multimedia Broadcast
and Multicast Service)) (block 406). Some Provide Assis-
tance Data broadcast messages may be restricted to carry only
certain types of Assistance Data in some broadcast systems
(e.g. LPPe vendor proprietary Assistance Data such as map
data might be allowed for eMBMS but not for LTE SIBs). The
Location Server 215 may be configured for broadcast using
operation and maintenance (O&M) signaling. O&M signal-
ing allows adapting, controlling and upgrading of the network
nodes. At block 408, the Location Server 215 obtains any
Assistance Data associated with access nodes (such as net-
work base stations and access points) including, but not lim-
ited to location coordinates and timing information from the
nodes directly, through O&M signaling or through any other
suitable means. The Location Server 215 may also obtain
Assistance Data from other sources—e.g. GNSS reference
receivers in the case of Assistance Data for A-GNSS. Atblock
410, the processor 2310 of the server constructs Provide
Assistance Data broadcast messages in working memory
2335, based on available Assistance Data and in some cases
specific to particular locations of the cell areas. For example,
the server may include Assistance Data related to a certain set
of neighboring base stations and access points in PAD mes-
sages to be broadcast in the general area served by these base
stations and access points but not necessarily in PAD mes-
sages to be broadcast in other areas. The server also ciphers
Provide Assistance Data messages, using one or more pro-
cessors 2310, if ciphering is used (block 412). Details for
ciphering a message are discussed in more detail in FIGS. 12,
13, 14 and 15. As part of block 412, the server may also
include authentication data in PAD messages to enable recipi-
ent UEs to verify that the PAD messages received via broad-
cast indeed come from the Location Server 215 and not some
other non-trusted source. At block 414, once the Provide
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Assistance Data messages are ready, the Location Server
sends the Provide Assistance Data message to broadcast
nodes (e.g. eNodeBs) or gateways (e.g. Mobility Manage-
ment Entities (MMEs) or a Broadcast Multicast Service Cen-
ter (BM-SC)), which may be part of the Broadcast Subsystem
506 of FIG. 5A/5B. The Location Server may separately
include in association with each PAD message one or more of
a message ID, a type ID or set of type IDs, decipher key ID,
version 1D and scheduling and duration information. The
message D may identify the PAD message and any later
updated versions of the PAD message. The type ID or set of
type IDs may indicate the type or types of Assistance Data
contained in the PAD message. In some embodiments, the
type ID orset of types IDs may also identify the PAD message
and any later updated versions of the PAD message (e.g. if
each PAD message contains a unique type ID or unique set of
type IDSs) which may make inclusion of a message ID unnec-
essary. The decipher key ID may indicate the deciphering key
value needed to decipher the PAD message. The version 1D
may indicate whether the PAD message has been updated
with new Assistance Data where, for example, the version ID
starts at some initial value (e.g. zero or one) in the first PAD
message and changes (e.g. by being incremented by one) each
time the content of the PAD message has changed. The sched-
uling and duration information may indicate the preferred
periodicity of broadcast or particular triggering conditions for
broadcast (such as having a certain minimum number of
broadcast capable UEs in a particular serving cell) and the
required overall duration of broadcast. At block 416, the
Location Server 215 may update a Provide Assistance Data
message when its content needs to change due to previous
included Assistance Data no longer being valid and new
Assistance Data being available and sends the new message
possibly with an incremented version ID but same message
1D to broadcast nodes to replace the previous Provide Assis-
tance Data message of this type. In another implementation,
some of the responsibilities described in reference to FIG. 4
may be shared or delegated to a Broadcast System, as
described in further detail below in FIG. 5A, FIG. 5B and
FIG. 6.

It should be appreciated that the specific steps illustrated in
FIG. 4 provide a particular method of switching between
modes of operation, according to an embodiment of the
present invention. Other sequences of steps may also be per-
formed accordingly in alternative embodiments. For
example, alternative embodiments of the present invention
may perform the steps outlined above in a different order. To
illustrate, a user may choose to change from the third mode of
operation to the first mode of operation, the fourth mode to the
second mode, or any combination there between. Moreover,
the individual steps illustrated in FIG. 4 may include multiple
sub-steps that may be performed in various sequences as
appropriate to the individual step. Furthermore, additional
steps may be added or removed depending on the particular
applications. One of ordinary skill in the art would recognize
and appreciate many variations, modifications, and alterna-
tives of the process 400.
1i. Broadcast Subsystem

FIG. 5A is a simplified architecture diagram illustrating
embodiments of the invention for a broadcast protocol for
Location Services (LCS) for using a Broadcast Subsystem.
The interactions 512 between UE 502 and the Location
Server 504, represent point to point interactions for exchang-
ing information between the UE 502 and Location Server 504
(shown as interactions 512 of FIG. 5A) and may be conducted
via one or more wireless and/or wireline networks such as
GSM, UMTS, LTE, CDMA2000, HRPD, WiFi, packet cable
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networks (not shown in FIG. 5A). Interactions 512 may cor-
respond to steps 201, 202, 204 and 205 in FIG. 2. The
exchange of information may include information associated
with broadcasting Assistance Data from the Location Server
504 to the UE 502 via the Broadcast System 506. The Loca-
tion Server 504 may be implemented as a SUPL SLP, a
Serving Mobile Location Center (SMLC) for GSM, a Stan-
dalone SMLC (SAS) for UMTS, an Evolved SMLC
(E-SMLC) for LTE or a Position Determining Entity (PDE)
for CDMA2000. The UE 502 may comprise a mobile phone,
wireless PDA, PC, or any other device that can connect to a
wireless or wireline IP capable network. The Location Server
504 communicates with a Broadcast Subsystem 506. In one
embodiment, the Broadcast Subsystem 506 is responsible for
receiving information associated with broadcasting Assis-
tance Data from the Location Server 504 and broadcasting the
Assistance Data to one or more UEs 502. The Broadcast
Subsystem may exchange information with the Location
Server 504, including one or more exchange of broadcast
capabilities between the Broadcast Subsystem 506 and the
Location Server 504, a request for specific AD from the
Broadcast Subsystem 506 to the Location Server 504, an
indication from the Broadcast Subsystem 506 to the Location
Server 504 on the current or future available broadcast capac-
ity, or an acknowledgement for AD data successfully trans-
ferred to the Broadcast Subsystem 506 from the Location
Server 504.

In one embodiment, the Broadcast Subsystem 506 com-
prises a Gateway 510 and a RAN 508. In some embodiments,
the Gateway 510 may be an MME or BM-SC the RAN 508
can be a system configured to operate within a GSM, UMTS,
LTE, WiFi, CDMA2000, or HRPD network. The Location
Server 504 broadcasts the Assistance Data via the Gateway
510 and the RAN 508 to the UE 502. In one embodiment, the
message from the RAN 508 to the UE 502 is a Provide
Assistance Data message, however, the interactions and data
transmission between the Location Server 504 and the Gate-
way 510, and the Gateway 510 and the RAN 508 may com-
prise information associated with broadcasting Assistance
Data rather than the final message that is broadcast out to the
UEs. In one embodiment, Location Server 504 may perform
the functions of Gateway 510 in which case Gateway 510 may
not be present. Broadcasting assistance data from RAN 508 to
UE/SET 502 may make use of a wireless network such a
GSM, UMTS, LTE, CDMA2000, HRPD or WiFi network or
access point (not shown in FIG. 5A). Broadcasting of assis-
tance data, as exemplified by interactions 514, 516 and 518 in
FIG. 5A, may correspond to steps 203, 207 and 209 in FIG. 2.

FIG. 5B is a block diagram describing an exemplary
embodiment of the invention for a broadcast protocol for
Location Service (LCS) using a Broadcast Subsystem. The
embodiment may be applicable to LTE networks as well as to
other networks such as GSM, UMTS, CDMA2000 and
HRPD networks. Elements 502, 504, 506, 508 and 510 in
FIG. 5B may correspond to the same numbered elements in
FIG. 5A. As can be seen in FIG. 5B, a UE 502 (or SUPL
Enabled Terminal (SET)) may use a point to point commu-
nication to obtain information on broadcast Assistance Data
availability in some embodiments. The point to point com-
munication may comprise an LPP/[.PPe point to point com-
munication over SUPL, for example. In some other embodi-
ments, a UE 502 may communicate over a control plane to
obtain the information. The UE 502 may additionally or
instead obtain any decipher keys. The information and/or
decipher keys may be obtained from a Location Server 504,
for example. A UE 502 (implemented as a SET) may com-
prise a device that can communicate with a SUPL server
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(SLP). Communication with the SLP may be handled by
SUPL supporting software running on the device. For
example in the case of SUPL, a UE (or SET) may comprise a
mobile phone, wireless PDA, PC, or any other device that can
connect to a wireless or wireline IP capable network. In some
embodiments, the UE 502 described above and/or with
respect to FIG. 22 comprises a SET, and the two may be used
interchangeably herein.

At step 521, the UE 502 may send a LPP/LPPe Request
Assistance Data message to the Location Server 504. An
example of the additional parameters for the LPP/LPPe
Request Assistance Data message may be partially repre-
sented by FIG. 20. In response to the LPP/L.LPPe Request
Assistance Data message, at step 522, the Location Server, in
one embodiment, sends a LPP/LLPPe Provide Assistance Data
message with deciphering keys, geographic information,
broadcast availability, etc. to the UE 502.

After and possibly before the UE 502 obtains the informa-
tion and/or deciphering keys, at step 523, the Location Server
504 may send Assistance Data to one or more nodes for
broadcast, such as a Broadcast Subsystem 506. For example,
the Location Server 504 may package location Assistance
Data into LPP/LPPe Provide Assistance Data messages (e.g.
as described with respect to FIG. 4) and then send the pack-
aged Assistance Data to a Broadcast Subsystem 506. In one
embodiment, the Broadcast Subsystem 506 comprises a gate-
way 510 and a RAN 508 (radio access network). The Provide
Assistance Data messages may arrive at the gateway 510—
for example, an eMBMS BM-SC (Broadcast Multicast Ser-
vice Center)—or other node, such as an MME for LTE SIB
broadcast. At step 524, the gateway 510 or other node may
transfer, forward, or otherwise transmit the Assistance Data to
the RAN 508 for broadcast to the UE 502 (step 525), for
example from network base stations. In some embodiments,
Location Server 504 may transfer the Assistance Data mes-
sages to be broadcast directly to RAN 508 and may in this
case emulate the functions of gateway 510.

In one embodiment, the communications illustrated in
FIG. 5B and discussed above may be segmented into provi-
sioning and broadcasting phases. In another embodiment, the
communications illustrated in FIG. 5B may be segmented
into preparation, rendering and termination phases as dis-
cussed below with respect to FIG. 6. For example, the prepa-
ration phase may comprise steps 521 and 522, when a UE 502
uses LPP/LPPe point to point over SUPL (or possibly control
plane) to obtain information on broadcast Assistance Data
availability and any decipher keys. As a further example, the
rendering phase may comprise, steps 523, 524 and 525, when
the Location Server 504 packages location Assistance Data
into LPP/L.PPe Provide Assistance Data messages which are
sent to a gateway 510 (e.g. eMBMS BM-SC) or other node
(e.g. MME for LTE SIB broadcast) for onward transfer to the
RAN 508 for broadcast from network base stations. In some
embodiments, steps 521 and 522 in FIG. 5B may correspond
to steps 201 and 202, respectively, in FIG. 2 and steps 523,
524 and 525 in FIG. 5B may correspond collectively to each
of steps 203, 207 and 209 in FIG. 2.

FIG. 61s asignaling flow diagram illustrating an exemplary
method performed by an embodiment of the invention for
broadcasting location Assistance Data to one or more UEs.
The signaling in process 600 is performed by processing logic
that comprises hardware (circuitry, dedicated logic, etc.),
software (such as is run on a general purpose computing
system or a dedicated machine), firmware (embedded soft-
ware), or any combination thereof. In one embodiment, the
process 600 is performed by one or more computer systems
2300 as described in FIG. 23. In one embodiment, the receiv-
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ing and transmitting steps described below may be facilitated
utilizing the transceiver 2350 described in FIG. 23.

Referring to FIG. 6, the Broadcast Subsystem, Server/
Location Server and Target/UE may denote, respectively,
Broadcast Subsystem 506, Location Server 504 and UE/SET
502 in FIG. 5A and are then referred to as these in the descrip-
tion below. Thus, the Broadcast Subsystem may comprise a
gateway 510, as shown in FIG. 5A and FIG. 5B. In another
embodiment, the broadcast system may be interchangeably
used with a gateway. In one embodiment, the Broadcast Sub-
system 506 of FIG. 5A and FIG. 5B and the gateway dis-
cussed above are functionally similar.

Referring to FIG. 6, in one embodiment, the method for
broadcasting the location Assistance Data to one or more UEs
(e.g. UEs 2212 from FIG. 22) may be segmented into a
preparation phase, a rendering phase and a termination phase.
During the preparation phase, LPP/[.PPe Assistance Data is
transferred from the Location Server 504 to the Broadcast
Subsystem 506. Depending on the Broadcast Subsystem 506,
the preparation phase may include additional steps not shown
in FIG. 6—e.g. exchange of broadcast capabilities between
the Broadcast Subsystem 506 and the Location Server 504, a
request for specific Assistance Data from the Broadcast Sub-
system 506 to the Location Server 504, an indication from the
Broadcast Subsystem 506 to the Location Server 504 on the
current or future available broadcast capacity, an acknowl-
edgment from the Broadcast Subsystem 506 for Assistance
Data successfully transferred to the Broadcast Subsystem 506
from the Location Server 504.

At Step 601, the Location Server 504 may package the
Assistance Data to be broadcast into one or more LPP/LPPe
Provide Assistance Data messages, using one or more pro-
cessors 2310 and working memory 2335. Each LPP/LPPe
Provide Assistance Data message may be well formed (i.e.
can be decoded by a UE 502 independently of other mes-
sages). The content of each message may be location and/or
time specific—e.g. may be applicable to a specific geographic
area and/or to a specific period of time. Each message may
include an end of transaction indication. Different messages
may or may not carry different transaction IDs. In some
instances, messages may not include an LPP sequence num-
ber or LPP acknowledgment request. The Location Server
504 may include in each message a unique message 1D and
the validity time and/or the validity area for the included
Assistance Data. The Location Server may optionally cipher
some or all messages.

At step 602, the Location Server 504 transports an LPP/
LPPe Provide Assistance Data message to the Broadcast Sub-
system 506. The Location Server 504 may include additional
information such as broadcast triggering conditions (e.g.
periodicity), priority, applicable geographic area and time
period.

At step 603, the Location Server 504 may repeat step 602
to transport one or more additional LPP/L.PPe Provide Assis-
tance Data messages to the Broadcast Subsystem 506.
Depending on the interface to the Broadcast Subsystem 506,
some or all of the messages in steps 602 and 603 may be sent
together as a single package.

During the rendering phase, LPP/LPPe Assistance Data is
broadcast to the plurality of UEs. Depending on the Broadcast
Subsystem 506, the rendering phase may include additional
steps not shown in FIG. 6—e.g. advance notification by the
Broadcast Subsystem 506 to the UE 502 of the type or types
of Assistance Data to be later broadcast together with sched-
uling information, requests by interested UEs to the Broad-
cast Subsystem 506 for information to enable subsequent
broadcast reception.
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At step 604, the Broadcast Subsystem 506 may broadcast
the LPP/L.PPe Provide Assistance Data message received in
step 602 without modification. The broadcast may occur from
multiple nodes (e.g. from multiple base stations) and may be
accompanied by additional information identifying, for
example, the type of Assistance Data and use of ciphering.
The broadcasting may also employ segmentation of a large
broadcast message by the broadcast subsystem 506 into a
number of smaller segments with reassembly of these seg-
ments into the original broadcast message at the UE 502. A
UE 502 that is both able to and chooses to receive the broad-
cast, using the transceiver 2350, may decipher the message,
using the processor 2310, if ciphering was employed and
decode the message contents. If the message includes a mes-
sage 1D, the target UE 502 may discard the message if a
broadcast message with the same message ID was received
and stored within a period less than the validity time if a
validity time was included in the message or less than a
pre-determined time (e.g., 24 hours) otherwise. Otherwise,
the UE 502 may store the Assistance Data from the message,
overwriting any previous Assistance Data of the same type, if
needed. The UE 502 may use the Assistance Data to support
positioning until such time as the validity time (if included in
the message) has expired or the UE 502 recognizes it is no
longer in the validity area (if included in the message).

In one implementation, the Location Server 504 is respon-
sible for ensuring that any message ID included in a previous
broadcast message is not reused for a new broadcast message
before the message validity time, if included in the previous
message, or a default value, such as 24 hours, have expired
since the final broadcast of the previous message. This action
may help prevent confusion of the new message with the
previous message by recipient UEs. In some implementa-
tions, message duplication may be recognized in other ways
(e.g. via a Cyclic Redundancy Check (CRC) on the message
contents). In the event that message duplication is not recog-
nized, the same Assistance Data will be re-stored, in working
memory 2335 or storage 2325, which may be inefficient, but
may not harm UE 502 operation.

At step 605, the Broadcast Subsystem 506 broadcasts the
one or more additional LPP/LPPe Provide Assistance Data
messages received in step 603 in a similar manner to step 604.
At step 606, broadcast of each message in steps 604 and 605
may be repeated and the periodicity or other triggering con-
ditions for broadcasting each message may be the same or
different.

During the termination phase, LPP/L.PPe Assistance Data
that no longer needs to be broadcast may be removed from the
Broadcast Subsystem 506. Depending on the Broadcast Sub-
system 506, the termination phase may include additional
steps not shown in FIG. 6—e.g. notification by the Broadcast
Subsystem 506 to the Location Server 504 concerning the
actual number of broadcasts for each LPP/LPPe Provide
Assistance Data message, the areas in which and/or nodes
from which the broadcasts occurred and, if known, the size of
the UE audience. At step 607, the Broadcast Subsystem 506
ceases broadcasting any message received at step 602 or 603
and deletes it when instructed by the Location Server 504 or
when dictated by scheduling information originally received
at step 602 or step 603, for example.

It should be appreciated that the specific steps illustrated in
FIG. 6 provide a particular method of switching between
modes of operation, according to an embodiment of the
present invention. Other sequences of steps may also be per-
formed accordingly in alternative embodiments. For
example, alternative embodiments of the present invention
may perform the steps outlined above in a different order. To



US 9,271,256 B2

21

illustrate, a user may choose to change from the third mode of
operation to the first mode of operation, the fourth mode to the
second mode, or any combination there between. Moreover,
the individual steps illustrated in FIG. 6 may include multiple
sub-steps that may be performed in various sequences as
appropriate to the individual step. Furthermore, additional
steps may be added or removed depending on the particular
applications. One of ordinary skill in the art would recognize
and appreciate many variations, modifications, and alterna-
tives of the process 600.

FIG. 7 is a flow diagram, showing an embodiment of the
invention performed by the Broadcast Subsystem. The pro-
cess 700 is performed by processing logic that comprises
hardware (circuitry, dedicated logic, etc.), software (such as is
run on a general purpose computing system or a dedicated
machine), firmware (embedded software), or any combina-
tion thereof. In one embodiment, the process 700 is per-
formed by one or more computer systems 2300 as described
in FIG. 23. In one embodiment, the receiving and transmitting
steps described below may be facilitated utilizing the trans-
ceiver 2350 described in FIG. 23.

As shown in FIG. 7, the broadcast system is responsible for
broadcasting Provide Assistance Data messages received
from a Location Server 504, such as Location Server 504 in
FIG. 5A and FIG. 5B, according to the scheduling and for the
duration (block 702), while possibly also broadcasting con-
trol parameters in association with each broadcast PAD mes-
sage comprising one or more of a message ID, a type ID or set
of type IDs, a version ID and optionally a decipher key ID,
authentication information and other parameters (block 704).
The control parameters may have been received from the
Location Server 504 along with the broadcast message—e.g.
may have been transferred in step 523 of FIG. 5B or step 602
or 603 of FIG. 6. The message 1D may enable a recipient UE
502 to determine whether a particular message was already
received or not. The version ID may tell a recipient UE 502
whether a particular message has been updated with new
Assistance Data. The type ID or set of types IDs may tell a
recipient UE 502 what type or types of Assistance Data are
contained in the message and enable the UE 502 to decide if
the broadcast message should be received or ignored. In some
embodiments, the type ID or set of types IDs may also iden-
tify the PAD message and any later updated versions of the
PAD message (e.g. if each PAD message contains a unique
type ID or unique set of type IDs) which may make inclusion
of a message ID unnecessary. The decipher key ID may
identify a decipher key value received earlier by the UE 502
(e.g. by point to point means from the Location Server) that is
needed to decipher the broadcast message. The authentication
information may enable a recipient UE 502 to verify that the
broadcast message was originated from the particular trusted
Location Server 504. In some embodiments, one or more of
the control parameters may be embedded inside the broadcast
message by the Location Server 504 and not be visible to or
require explicit transfer from the broadcast subsystem 506.
The Broadcast Subsystem 506 may also replace a previous
Provide Assistance Data message with any updated Provide
Assistance Data message received from the Location Server
504 (block 706). At block 708, the Broadcast Subsystem 506
may possibly also construct and then broadcast an un-ci-
phered broadcast message containing the types IDs for PAD
messages being broadcast and their associated scheduling
information to enable UEs to promptly determine what is
being broadcast and when. Furthermore, at block 710, the
Broadcast Subsystem 506 may also be responsible for per-
forming any segmentation of individual Provide Assistance
Data messages wherein each segment may contain one or
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more of the message 1D, the type ID, a segment number and
possibly the total number of segments.

It should be appreciated that the specific blocks/steps illus-
trated in FIG. 7 provide a particular method of switching
between modes of operation, according to an embodiment of
the present invention. Other sequences of steps may also be
performed accordingly in alternative embodiments. For
example, alternative embodiments of the present invention
may perform the steps outlined above in a different order. To
illustrate, a user may choose to change from the third mode of
operation to the first mode of operation, the fourth mode to the
second mode, or any combination there between. Moreover,
the individual steps illustrated in FIG. 7 may include multiple
sub-steps that may be performed in various sequences as
appropriate to the individual step. Furthermore, additional
steps may be added or removed depending on the particular
applications. One of ordinary skill in the art would recognize
and appreciate many variations, modifications, and alterna-
tives of the process 700.

FIG. 81s asignaling flow diagram illustrating an exemplary
embodiment for a Periodic/Triggered Assistance Data Trans-
fer, initiated and terminated for transfer of Assistance Data
via broadcast. The signaling in process 800 is performed by
processing logic that comprises hardware (circuitry, dedi-
cated logic, etc.), software (such as is run on a general purpose
computing system or a dedicated machine), firmware (em-
bedded software), or any combination therecof. In one
embodiment, the process 800 is performed by one or more
computer systems 2300 as described in FIG. 23. In one
embodiment, the receiving and transmitting steps described
below may be facilitated utilizing the transceiver 2350
described in FIG. 23.

Embodiments of the invention, as described in FIG. 8 may
enable the same Assistance Data that would normally be
transferred using the point to point “Periodic/Triggered
Assistance Data Transfer with Update” procedure defined for
OMA LPPe version 1.0 (in OMA TS OMA-TS-LPPe-V1_0)
to be transferred instead using broadcast. In the point to point
“Periodic/Triggered Assistance Data Transfer with Update”
procedure defined for L.PPe version 1.0, a target UE and
Location Server initially agree, using a control LPP/LPPe
transaction, specific types of Assistance Data that the Loca-
tion Server will subsequently periodically send to the target
using a separate data transaction. During the data transaction,
the target UE or Location Server can request a change to the
type or types of Assistance Data being transferred using
another control transaction after which the initial data trans-
action continues but with the newly requested Assistance
Data now being transferred. In the case of Assistance Data
transferred via broadcast to many target UEs, it may not be
possible for the Location Server to initially agree the types of
Assistance Datato be transferred with each target UE by point
to point means as, for example, the Location Server may not
know which target UEs may wish to receive this Assistance
Data. This may create a problem for certain types of Assis-
tance Data defined in LPPe version 1.0 that can only be sent
using the “Periodic/Triggered Assistance Data Transfer with
Update” procedure because it may not then be possible to
broadcast such Assistance Data—e.g. using the procedure
exemplified here in FIG. 6.

To circumvent the above problem, the procedure exempli-
fied in FIG. 8 may be employed for Assistance Data defined to
be sent point to point using the “Periodic/Triggered Assis-
tance Data Transter with Update” procedure. In one embodi-
ment, the Location Server 504 broadcasts an LPP/LLPPe Pro-
vide Assistance Data message in step 801 using the procedure
described in FIG. 7 and/or FIG. 6. The message may use an
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arbitrary transaction ID T1 and indicate the end of this trans-
action. The message may contain a periodic/triggered session
ID S chosen by the Location Server 504, an indication that
this is a response to an initial request (for compatibility with
LPPe version 1.0), LPPe control parameters identifying the
type or types of Assistance Data to be transferred in later
steps, the triggering or periodicity conditions for sending this
data and a duration or other specific conditions for ending the
Assistance Data transfer. The Location Server 504 may
ensure that the session ID S is not used for any other periodic/
triggered Assistance Data transfer in any geographic area at
the same time as the procedure of FIG. 8 is ongoing and for a
pre-determined period (e.g., 24 hours) after the procedure in
FIG. 8 terminates. In one embodiment, the session ID S may
be defined as an integer between 1 and 256. In another imple-
mentation, the session ID S may include the provider 1D,
server ID and a 4 octet local session ID. The message in step
801 may be identical or almost identical to the message sent
by a server point to point to a target UE to agree an initial UE
request for transtfer of Assistance Data point to point accord-
ing to the “Periodic/Triggered Assistance Data Transfer with
Update” procedure in LPPe version 1.0.

The Location Server 504 may periodically re-broadcast the
message in step 801 to reach additional targets. A UE 502 that
receives the message in step 801 via broadcast may identify
the message as belonging to the “Periodic/Triggered Assis-
tance Data Transfer with Update” procedure from inclusion
of'the session ID S and the indication that this is a response to
aninitial request for periodic/triggered Assistance Data trans-
fer. If a UE 502 receives a subsequent message via broadcast
that is identified as belonging to step 801 and carries the same
session ID S as that for an ongoing procedure of this type and
if the message may not be identified as a duplicate of the
message that initiated this procedure (e.g. from use of the
same broadcast message ID), then the UE 502 may abort
reception for the ongoing procedure and may instigate recep-
tion for a new procedure based on the control parameters
included in the subsequent message.

When the first triggering or periodicity condition occurs,
the Location Server 504 sends via broadcast (e.g. using the
procedure in FIG. 7 and/or the procedure in FIG. 6) an unso-
licited LPP/L.PPe Provide Assistance Data message contain-
ing the periodic/triggered session ID S assigned in step 801,
an indication that this is a periodic/triggered Assistance Data
delivery, and L.PPe data parameters containing the Assistance
Data indicated by the LPPe control parameters transferred in
step 801. The message may carry an arbitrary transaction 1D
T2 and indicate the end of a transaction. In one implementa-
tion, no other Assistance Data may be included other than that
indicated in step 801.

The Location Server 504 or Broadcast Subsystem 506 may
continue to broadcast further LPP/LPPe Provide Assistance
Data messages containing new Assistance Data conforming
to what was indicated in step 801 when each additional trig-
gering or periodicity condition occurs. Each subsequent mes-
sage may carry the session ID S, an arbitrary transaction 1D
T3 and an end of transaction indication. Messages broadcast
in steps 802 and 803 may also be resent by the broadcast
subsystem in order to reach more target UEs. UEs that already
received these messages may determine that the additional
transmissions are duplicates from inclusion of the same mes-
sage IDs. The session may be terminated by the Location
server 504 at any time, after which the session ID S may not
be used again for a period of 24 hours in one implementation.
A UE that is receiving the messages in steps 801, 802 and 803
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may assume the procedure has terminated if step 802 or a
repetition of step 803 are not observed for a period of time,
such as an hour.

When the session is terminated, a Location Server 504 may
optionally broadcast an LPP/LPPe Provide Assistance Data
message to indicate that the session is terminated. The mes-
sage may contain an arbitrary transaction ID T4, an indication
that this is the end of a transaction, the periodic/triggered
session ID S and an indication that this is a server update for
a Periodic/Triggered Assistance Data transfer. The message
may also contain LPPe control parameters indicating a zero
or minimal duration (depending on what is defined for the
associated Assistance Data) and a zero or minimal applicable
geographic region. The message may be periodically
re-broadcast to reach more UEs. Recipient UEs may then
replace the old control parameters with the new ones and
thereby end or soon end the session.

It should be appreciated that the specific steps illustrated in
FIG. 8 provide a particular method of switching between
modes of operation, according to an embodiment of the
present invention. Other sequences of steps may also be per-
formed accordingly in alternative embodiments. For
example, alternative embodiments of the present invention
may perform the steps outlined above in a different order. To
illustrate, a user may choose to change from the third mode of
operation to the first mode of operation, the fourth mode to the
second mode, or any combination there between. Moreover,
the individual steps illustrated in FIG. 8 may include multiple
sub-steps that may be performed in various sequences as
appropriate to the individual step. Furthermore, additional
steps may be added or removed depending on the particular
applications. One of ordinary skill in the art would recognize
and appreciate many variations, modifications, and alterna-
tives of the process 800.

II1. Scheduling Using System Information Blocks (SIBs)

In one embodiment, where distinct broadcast channels are
supported, Assistance Data information may be conveyed by
particular broadcast channels. A broadcast channel may be
some logical or physical portion of the overall broadcast
capability supported by a particular broadcast subsystem. As
an example, each distinct System Information Block (SIB)
broadcast by LTE eNodeBs may be considered to be a sepa-
rate broadcast channel. Distinct channels may be used either
specifically or generically. With specific use, each broadcast
channel may be assigned to carry just one type of broadcast
PAD. The assignment of the broadcast PAD type may be fixed
and standardized. Also, the assignment could be dynamic
with each channel (or a master channel like SIB1 for LTE)
defining the Assistance Data type ID conveyed by the particu-
lar channel. The dynamic information for each channel may
be transmitted using a specific pre-designated channel, such
as SIB1 or some other SIB in the case of LTE. SIB1 may also
contain parameters needed to determine ifa cell is suitable for
cell selection, as well as information about the time domain
scheduling of the other SIBs.

For generic use of broadcast channels, one channel may
carry multiple types of broadcast PAD. The supported PAD
type IDs and their associated scheduling for a particular
broadcast channel may then be defined by a scheduling mes-
sage with its own PAD type ID that is also broadcast on the
same channel. In an alternate embodiment, as discussed
before, the types of broadcast PADs transmitted on a particu-
lar broadcast channel and their scheduling could be provided
by the server to each UE using a point to point connection
with LPP/LPPe (e.g. as in steps 201 and 202 in FIG. 2). In the
cases described above, a long Provide Assistance Data mes-
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sage may be segmented into separate segments by the broad-
cast subsystem (e.g. eNodeB) and sent as separate messages
on a broadcast channel.

SIBs for LTE carry network related information to all UEs
and may be broadcast in each cell by the eNodeB. Each SIB
has a unique definition (e.g. in 3GPP TS 36.331) associated
with specific data that it transports. One or more SIBs may be
carried within a SIB message, which is broadcast with a
defined periodicity, such as 8 to 512 radio frames (e.g. 1 radio
frame may occupy 10 msecs). One or more SIB messages
may be broadcast each containing a distinct set of SIBs.

FIG. 9 is a block diagram of an exemplary data structure
showing the additional information that may be included in a
SIB, when there is a one-to-one correspondence between the
SIB and a particular type of Provide Assistance Data message
carried by the SIB. In one embodiment, the SIBs are used in
one-to-one correspondence with the PADs. One new SIB
would be used for each PAD type ID that is supported, such as
GNSS almanac, GNSS acquisition assistance, GNSS ephem-
eris, or WiFidata. The Assistance Data content for a particular
SIB could be defined by 3GPP as part of the SIB definition or
some other organization (e.g. OMA) could define the PAD
content as part of LPPe, which may define how the Provide
Assistance Data message will be conveyed by the assigned
SIB. An exemplary set of additional data in the SIB is shown
in FI1G. 9. In one embodiment, the SIB could include 1) a PAD
type ID (902) for the PAD message being conveyed which
may be included when a SIB is allowed to carry more than one
type of PAD message, 2) a segment number or a last/not last
segment flag (904) if the PAD message is segmented such that
a SIB only carries one message segment at a time, 3) a version
1D (906) indicating whether a PAD message has or has not
been updated, 4) a decipher Key ID (908) indicating a deci-
pher key value to be used to decipher the message, and 5) the
PAD message content (910) (e.g. carried as an octet string). In
addition, the SIB may also include authentication informa-
tion (not shown). Only some of the data fields may need to be
repeated in the SIB for further segments after the first segment
has been transferred in the SIB when segmentation is used. In
addition, the PAD type may not need to be conveyed if the
association of the PAD type with a particular SIB is fixed (e.g.
defined in 3GPP TS 36.331), but may be conveyed when the
association is dynamic in some embodiments.

FIG. 10 is another block diagram of an exemplary data
structure showing the additional information that may be
included in a SIB, when multiple PAD types may be conveyed
by one SIB. In one embodiment, multiple PAD types may be
conveyed by one SIB, where one or a few new SIBs are
defined to each carry multiple PAD types. Each new SIB
could be carried in its own SIB message or could share a
common SIB message with other SIBs. Each new SIB may
transport one Provide Assistance Data message or one Pro-
vide Assistance Data segment each time it is sent. The content
of'each new SIB may be 1) a PAD type ID (block 1002),2) a
version 1D (e.g. included for the first segment only when a
message is segmented) (block 1004), 3) a decipher key 1D
(block 1006), 4) a segment Number or last/not last segment
flag (included if a message is segmented) (block 1008), 5) the
total number of segments (e.g. included for the first segment
only if a message is segmented) (block 1010), and 6) the PAD
message content (e.g., carried as an octet string with a fixed
maximum size) (block 1012). When segmentation is used,
segments of each message may be broadcast serially but
consecutive segments from one message could be interleaved
with segments from another message in consecutive trans-
missions of the same SIB.
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In another embodiment, when multiple PAD types can be
conveyed within one SIB, the server may provide a master
schedule for the SIB to each eNodeB using the 3GPP LPPa
protocol defined in 3GPP TS 36.455. Alternatively, each eNo-
deB could create its own master schedule based on less
detailed scheduling instructions from the server. The master
schedule determines the scheduling of Provide Assistance
Data messages within the SIB and may itself be broadcast.
The schedule for broadcasting the master schedule itself may
be referred to in the SIB and, in one embodiment, may be
further referred to in the master schedule as well. In one
embodiment, the PAD type used to refer to the master sched-
ule uses a reserved PAD type (e.g. of zero). The master sched-
ule defines the order of Provide Assistance Data messages or
Provide Assistance Data segments when segmentation is used
that are broadcast within the SIB and may include the sched-
ule for an integral number of transmissions for each PAD
message in order that when the sequence of PAD transmis-
sions defined within the master schedule are complete there
will be no outstanding un-transmitted segments for any PAD
message. In addition, Provide Assistance Data message con-
tent may not change for any PAD message during one master
scheduling cycle (in order that recipient UEs only need to
receive one transmission of each message during the master
scheduling cycle, for example), but may change in a new
cycle.

FIG. 11 is block diagram of an exemplary data structure
showing the information that may be included in the master
schedule for scheduling PAD transmission according to the
embodiment just described, when multiple PAD types are
scheduled within one SIB. As shown in FIG. 11, the master
schedule message content may contain 1) a PAD type ID to
identify the master schedule message (block 1102), 2) a ver-
sion ID of the master schedule (which may be incremented
whenever master schedule changes) (block 1104), and 3)
PAD Type IDs (T1, T2, T3, . . . Tm) for each PAD message
being scheduled, the corresponding number of segments or
messages associated with each PAD Type (N1, N2, N3, .. ..
Nm), and an end message flag for each PAD message (blocks
1106,1108 and 1110). Each of the PAD Type ID entries refers
to consecutive transmission of segments or complete mes-
sages for the given PAD type. Thus, the schedule implies that
either N1 segments or N1 complete messages for PAD type
T1 will be initially broadcast using the SIB after any new
master scheduling cycle has started followed by either N2
segments or N2 complete messages for PAD type T2 followed
by either N3 segments or N3 complete messages for PAD type
T3 and so until the scheduling cycle ends after either Nm
segments or Nm complete messages have been transmitted
for PAD type Tm. Each PAD type entry may further indicate
whether complete messages or only message segments will
be broadcast (e.g. whether N1 segments or N1 complete
messages will be broadcast for PAD Type T1). In the case that
message segments are to be broadcast, the end message flag
may indicate whether the last message segment sent ends a
complete message. It may be assumed (e.g. defined as part of
the master schedule) that when message segments are broad-
cast, all segments will belong to the same PAD message. As
an example, the following entry could be included in the
master schedule: “PAD Type ID Ti, Ni segments, end
message=Yes”. This would indicate transmission of Ni seg-
ments for the PAD type with Type ID Ti at this point in the
master schedule and would further indicate that the last seg-
ment transmitted in this sequence terminated a complete PAD
message. If the Location Server creates the schedule, it may
be beneficial to know details about SIB content and maximum
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size and the periodicity of SIB transmission. In one embodi-
ment, the Location Server may be configured using O&M.

FIGS. 9, 10 and 11 describe embodiments in which infor-
mation related to broadcast of PAD messages on a SIB, such
as information on broadcast content (e.g. PAD type 1ID) and/
or information on broadcast scheduling (e.g. a master sched-
ule), is provided by a SIB to target UEs in an LTE wireless
network. In other embodiments, this information may be
provided to target UEs using a SIB different to the SIB on
which broadcast of PAD messages occur or may be provided
to UEs by point to point means—e.g. as in step 2 in FIG. 2. In
yet other embodiments, which may apply to LTE wireless
networks or to other networks, broadcast of PAD messages
may occur on a broadcast channel (e.g. a WiFi channel) or
using a broadcast system (e.g. eMBMS) different to an LTE
SIB and information related to this (e.g. information on
broadcast content and/or broadcast scheduling) may be the
same as or similar to that described in FIGS. 9, 10 and 11 and
may further be provided using the same broadcast channel or
the same broadcast system as that on which PAD messages
are broadcast or may be provided using a different broadcast
channel or different broadcast system or may be provided by
point to point means.

IV. Ciphering/Authentication
Encapsulated and Unencapsulated Broadcast Assistant Data
Message:

A broadcast Assistance Data message (e.g. as broadcast
according to FIG. 6 or FIG. 8) may comprise, a) an unencap-
sulated and unciphered LPP Provide Assistance Data mes-
sage, b) an unencapsulated and unciphered LPP/LPPe Pro-
vide Assistance Data message, ¢) an encapsulated LPP
Provide Assistance Data message that may optionally be
ciphered and/or digitally signed, or d) an encapsulated LPP/
LPPe Provide Assistance message that may optionally be
ciphered and/or digitally signed. An unencapsulated message
may consist of an LPP Provide Assistance Data message
without an LPPe extension as defined for example in 3GPP
TS 36.355 in case (a) or an LPP Provide Assistance Data
message with an LPPe extension in case (b) as defined for
example in OMA LPPe version 1.0.

Broadcast capable UEs may be informed of the variant
being used by a server by point to point means—e.g. whether
the server uses variant (a), (b), (c) or (d) above. Target UEs
that have minimal broadcast capability (e.g. that do not sup-
port reception of Assistance Data point to point related to
broadcast support and do not support variants (c) and (d)
above) may assume the unencapsulated variant (a) or (b) and
may then encounter decoding errors if the encapsulated vari-
ant (c) or (d) is used. Such UEs may then cease employing a
particular broadcast system for receiving broadcast messages
once a certain number of consecutive decoding errors are
encountered.

FIG. 12 illustrates an exemplary embodiment of an encap-
sulated broadcast message transmitted by a server for case (¢)
and case (d). In one embodiment, the server is a Location
Server. In another embodiment, the server is a node belonging
to a Broadcast Subsystem 506. An encapsulated broadcast
message comprises a plurality of broadcast control param-
eters (block 1202) and a Provide Assistance Data message
(block 1206). The Provide Assistance Data message (block
1206) may be an LPP Provide Assistance Data message
defined for example as in 3GPP TS 36.355 for case (¢) or an
LPP/LPPe Provide Assistance Data message defined as in the
OMA LPPe specification for case (d). The Location Server
may or may not select ciphering and/or digitally signing the
encapsulated broadcast message. Additional message por-
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tions may be included in the encapsulated broadcast message,
if the Location Server ciphers or digitally signs the encapsu-
lated broadcast message.

The broadcast control parameters enable detection of an
already received broadcast message and may contain infor-
mation on the geographic and time applicability of the mes-
sage and the types of Assistance Data included. The cipher
key ID and counter value (block 1204) are included when
ciphering is used and enable a recipient UE to determine the
key value to be used for deciphering. The message portion
(block 1206) contains an LPP or LPP/LPPe Provide Assis-
tance Data message and may be ciphered. A digital signature
(block 1208) may be appended, as shown in FIG. 12, and, if
so, may be computed over portions of the message or the
entire preceding message content. In FIG. 12, inclusion of an
“(0)” indication for a block indicates that the block may be
optional whereas inclusion of an “(M)” indication for a block
or lack of an “O” indication indicates inclusion of the block
may be mandatory in some embodiments. In other embodi-
ments, the optional or mandatory elements may ditfer. In F1G.
12, a block A shown to the left of another block B indicates
block A is transmitted before block B. In some embodiments,
the blocks are transmitted in a different order than illustrated.

FIG. 13 illustrates another exemplary embodiment of an
encapsulated broadcast message transmitted by a server and
uses the same conventions “(0)” and “(M)” as in FIG. 12 and
the same conventions on block transmission order in some
embodiments. In one embodiment, the server is a Location
Server 504. In another embodiment, the server is a node
belonging to a Broadcast Subsystem 506. The Location
Server 504 may or may not select ciphering and/or digitally
signing the broadcast message. Additional message portions
may be included in the broadcast message, if the Location
Server ciphers or digitally signs the broadcast message.

The broadcast control parameters (block 1302) enable
detection of an already received broadcast message and may
contain information on the geographic and time applicability
of'the message and the types of Assistance Data included. The
cipher key ID and counter value (block 1304) are included
when ciphering is used. The message portion (block 1306)
contains an LPP or LPP/LPPe Provide Assistance Data mes-
sage and may be ciphered. A digital signature (block 1308)
may be prepended, as shown in FIG. 13, and, if so, may be
computed over portions of the message or the entire preced-
ing message content.

As shown in FIG. 13, the digital signature portion (block
1308) contains the associated public key identifier and may
appear at the beginning of the message so that a target can
determine as soon as reception begins whether it has the
correct public key and, if so, can begin the authentication
process while message reception is in progress.

In one embodiment, the Location Server may digitally sign
the broadcast message. In one implementation, the Location
Server may use asymmetric cryptography, such as RSA or
elliptical cryptography or any other suitable means for digi-
tally signing the broadcast message. In some aspects, a hash
of'the broadcast message may be signed. The Location Server
may sign portions of the message or the entire encapsulated
broadcast message. Authentication options enable a server to
protect target UEs against spoofing of broadcast data by an
attacker. The server may, for example, instruct all UEs via
point to point means (e.g. as in steps 201 and 202 of FIG. 2)
that all broadcast PAD messages received using a particular
broadcast subsystem and/or in a particular area are to be
authenticated. If a target UE receives a broadcast PAD mes-
sage using such a subsystem and in the particular area if
included that does not contain a digital signature or that
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contains a digital signature that fails verification or refers to a
key that the target UE does not possess, the target UE may
discard the message. The target UE may then only accept
messages that contain a verifiable digital signature. This con-
vention may ensure that fraudulent broadcast of false location
Assistance Data cannot be used to dupe target UEs into com-
puting false locations or making false measurements and may
serve to ensure integrity and reliability of location services.
Ciphering the Broadcast Assistant Data Message:

The Location Server may cipher the broadcast message. As
shown in FIG. 12 and FIG. 13, in one implementation, the
Provide Assistance Data message may be ciphered. The
Location Server may use symmetric cryptography, such as
the Advanced Encryption Standard (AES) defined in Federal
Information Processing Standards Publication 197, “Specifi-
cation for the ADVANCED ENCRYPTION STANDARD
(AES)”, published in November 2001, or any other suitable
means for ciphering the Assistance Data message. In one
implementation, a 128-bitkey value may be used for AES and
counter mode may be used as defined in the National Institute
of Standards and Technology (NIST) Special Publication
800-38A, “Recommendation for Block Cipher Modes of
Operation Methods and Techniques”, published in 2001. An
example of such as implementation is further discussed in
FIG. 15. An initial counter C1 may be used to cipher a LPP/
LPPe message provided to the UE by a server. Counter C1
may be provided to the UE in two portions. The first portion,
denoted C0, may be provided using point-to-point mode
along with a ciphering key value (example, 128-bits). Addi-
tionally, an identifier (cipher key ID) for the first portion of the
counter and the ciphering key value may be provided to the
UE using point-to-point mode—e.g. according to steps 201
and 202 of FIG. 2. The cipher key ID may be included in the
encapsulated broadcast message (e.g. in block 1204 of FIG.
12 and block 1304 of FIG. 13) to identify the ciphering key
value for deciphering the message by the device. The second
portion, denoted D0, may be provided in unciphered form as
part of the overall encapsulated message—e.g. as part of
block 1204 in FIG. 12 and block 1304 in FIG. 13. A UE may
then obtain C1 as:

C1=(C0+D0)mod 2**128 (Equation 1),

where all values are treated as non-negative integers. In equa-
tion 1 and in other equations here, the double asterisk notation
(**) denotes exponentiation. The value for D0 may be differ-
ent for different broadcast messages and may help ensure that
the counters derived from C1 for each message are different to
the counters derived for any other message. To obtain any
subsequent counter Ci from the previous counter Ci-1 for any
message (as needed for counter mode AES deciphering of the
message blocks contained within a message), the following
operation may be used:

Ci=(Ci-1+1)mod 2**128 (Equation 2).

Authenticating the Broadcast Assistance Data Message:
The broadcasted Provide Assistance Data messages may
be optionally digitally signed by the server to protect target
UESs against spoofing of broadcast data by an attacker. The
server may be the Location Server or a node part of the
Broadcast Subsystem. Assistance data may be optionally
digitally signed using techniques such as asymmetric cryp-
tography. In one implementation, the RSASSA-PSS variant
of'the PKCS#1 v.2.1 RSA method defined in “PKCS#1 v2.1:
RSA Cryptography Standard”, RSA Laboratories, published
in June 2002 and in Internet Engineering Task Force (IETF)
Request For Comments (RFC) 3447 where IETF RFC 3447
may take precedence for conflicts. These references define a
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set of fixed procedures and some optional procedures. An
exemplary method for LPP/LPPe may use the following pro-
cedures and options for authentication, as shown in Table 1
below:

TABLE 1

Applicable Authentication Procedures and Options

PKCS#1 v2.1 and

Authentication Input ~ Procedure or Option Used RFC 3447 section

Encoding method EMSA-PSS 9.1

Hash Function SHA-256 as defined in NIST  9.1.1,9.1.2
180-4

Mask Generation MGF1 with SHA-1 as defined B.2.1

Function in NIST 180-4

Encoding salt length 0 to 32 octets (exact valueis 9.1
provided 4 s sorver)

RSA modulusn (and 2048 bits 8.1

signature length)

Signature Generation ~RSASSA-PSS-SIGN 8.1.1

Signature Verification ~RSASSA-PSS-VERIFY 8.1.2

In Table 1, NIST 180-4 refers to NIST Federal Information
Processing Standard (FIPS) Publication 180-4, “Secure Hash
Standards (SHS)”, published in March 2012. In one embodi-
ment, the authentication procedure may be performed at the
UE using asymmetric cryptography. Asymmetric cryptogra-
phy uses a key pair, comprising of a private and public key. A
message containing a digital signature created using the pri-
vate key may be verified using the public key. In one imple-
mentation, the server has access to the private key and the UEs
have access to the public key. For example, the public key
may be transferred by a server to a UE by point to point means
as in steps 201 and 202 of FIG. 2. Upon receiving the broad-
casted message, the UE may verify the signature part of the
received message (e.g. block 1208 or block 1308) using the
public key and verify that the message originated from the
server.

At the server, a digital signature may be computed over the
entire broadcast message (that has already been ciphered if
ciphering is used) by first hashing and masking the message to
yield a message representation of fixed length, such as 2047
bits. The message representation may then be signed using
the RSA private key generating a signature of length 2048
bits. At the UE, the digital signature may be retrieved from the
broadcast message and may be converted back to an expected
message representation using the RSA public key. The
expected message representation may then be compared
against the actual message representation derived from the
received message and if they are equal, the broadcast message
is verified and authenticated.

The public key and a salt length for the authentication may
be provided to a UE by a server and may be assigned a unique
ID by the server. The transfer of the public key and the salt
length to the UE may occur using point to point LPP/LPPe
before the UE begins to receive broadcast Assistance Data—
e.g. as described for step 201 and 202 in FIG. 2. The server
identifies the public key and salt length to be used to authen-
ticate any received broadcast LPP or LPP/L.PPe message by
including, as part of the broadcast message (e.g. as part of
block 1208 in FIG. 12 or block 1308 in FIG. 13), the unique
identifier for the public key and salt length pair that was sent
earlier point to point.

A UE may authenticate any broadcast message received
that contains a digital signature if the UE already has the
identified public key and salt length. If a server has earlier
indicated by point to point means that authentication shall be
used for a particular broadcast system, a UE may ignore any
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broadcast message received that does not contain the digital
signature. Broadcast messages that fail authentication may
also be discarded and the UE may cease using the associated
broadcast system for some implementation dependent time
period.

In one embodiment, when receiving a new broadcast mes-
sage, a target may perform verification and decoding using
the following steps (described in more detail in FIG. 14) in
any order suitable:

1) Verification from broadcast control parameters that the
message is not a duplicate and has a valid time and
geographic area applicability.

2) Verification from broadcast control parameters that the
message contains (or may contain) types of Assistance
Data of interest to the UE.

3) Verification that the UE has the correct key or keys to
perform authentication and deciphering when either or
both of these are required.

4) Verification of any digital signature if included.

5) Deciphering of message content if ciphering was used.

6) Decoding of message content.

FIG. 14 illustrates a flow diagram for an exemplary
embodiment for verifying a broadcast message already
received or being received at a target UE device. The process
1400 is performed by processing logic that comprises hard-
ware (circuitry, dedicated logic, etc.), software (such as is run
on a general purpose computing system or a dedicated
machine), firmware (embedded software), or any combina-
tion thereof. In one embodiment, the process 1400 is per-
formed by one or more computer systems 2300 as described
in FIG. 23. In one embodiment, the receiving and transmitting
steps described below may be facilitated utilizing the trans-
ceiver 2350 described in FIG. 23.

In one embodiment, a server generates the broadcast mes-
sage and is a Location Server 504. In another embodiment,
the broadcast message is broadcast using a server belonging
to a node, such as a Broadcast Subsystem 506. The device
discussed below may represent a UE 502/2212 and perform
embodiments of the invention. One or more processors may
be used to decipher and authenticate messages. In some
instances, a co-processor such as a crypto-processor may be
used for certain functions.

As shown if FIGS. 12 and 13, the broadcast message may
comprise a plurality of broadcast control parameters and a
Provide Assistance Data message. An encapsulated broadcast
message may be an LPP or LPP/L.PPe message. The Location
Server 504 may or may not select ciphering and/or digitally
signing the encapsulated broadcast message. Additional mes-
sage portions may be included in the encapsulated broadcast
message, if the Location Server ciphers or digitally signs the
encapsulated broadcast message.

The order described with respect to the flow diagram is an
exemplary order and may be reordered in any suitable manner
without departing from the scope of the invention. In some
implementations, various steps may be performed simulta-
neously. The method of FIG. 14 may be performed by com-
ponents of the UE 502, such as the device described in FIG.
23, using hardware, software or firmware.

At block 1402, the device receives or begins to receive a
broadcast message, using the transceiver 2350. In one
embodiment, the device begins processing the information,
using the processor 2310, comprised in the broadcast mes-
sage while still receiving portions of the broadcast message.
For instance, the device may start processing portions of the
broadcast control parameters and/or header associated with
the broadcast message before or while receiving other por-
tions of the broadcast message.
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In some implementations, it may be advantageous to pro-
cess portions of the header and/or broadcast control param-
eters before processing the rest of the message. For instance,
for a ciphered message, the broadcast control parameters may
provide more information on the protocol and keys used in
ciphering the message. Similarly, for a digitally signed mes-
sage, the device may retrieve the appropriate public key,
convert the digital signature and also start hashing portions
(or blocks) of the digital message as it is received by the
device. Also, various steps for authenticating a message, such
as converting the digital signature and hashing the message,
may also be performed simultaneously or in parallel to each
other. It may be an advantage to begin processing the mes-
sage, using the processor 2310, while it is still being received
in order to more quickly determine if the message is valid, of
use to the UE and can be completely decoded. If one or more
of these conditions is not fulfilled, the UE may cease receiv-
ing the message thereby saving radio resources and possibly
permitting other activities to more quickly occur.

At block 1404, the device determines that the broadcast
message is or is not a duplicate message using broadcast
control parameters, at the processor 2310 using stored infor-
mation at the working memory 2335 or other buffers. In an
exemplary implementation, this may be determined using a
timestamp or a unique message ID embedded in the header of
the message. In one exemplary embodiment, a timestamp
may be included in the message data that is digitally signed
for the broadcast message, thus preventing an attacker from
resending a message with a valid digital signature at some
later time that is inconsistent with the timestamp.

At block 1406, the device determines, using the processor
2310, whether the broadcast message is applicable to the
device by checking the time and geographic applicability of
the broadcast message. For instance, a broadcast message
with an old timestamp, an old time duration or a time duration
in the future that has yet to occur or a broadcast message that
belongs to a different geographic area or different area of a
network may be discarded by the device. In some embodi-
ments, a device may choose to receive and store a broadcast
message carrying a time duration applicable to some future
time instead of discarding the message.

At block 1408, the device determines, using the processor
2310, if the broadcast message has the Assistance Data of
interest to the device. The device may determine the interest
based on the Assistance Data type parameters of the broadcast
control parameters associated with the broadcast message.

At block 1410, the device may determine, using the pro-
cessor 2310, if the one or more keys needed for the authenti-
cation or/and deciphering steps are present on the device. In
some embodiments, prior to performing this step, the device
may check if'the device is configured to receive authenticated
and ciphered messages. The keys may be partially or fully
exchanged during the point-to-point communication between
the server and the device (e.g. as in steps 201 and 202 in FIG.
2). In some embodiments, a new point-to-point communica-
tion between the device and the server may be established, in
response to detecting that the appropriate keys are not present
at the device, for retrieving the appropriate keys.

At block 1412, the device may verify the digital signature
of the message, using the processor 2310, if one is included.
As shown in FIGS. 12 and 13, the digital signature may be
appended or prepended to the message. In addition to the
message components shown in FIGS. 12 and 13, the digital
signature may also be embedded in the message. A digital
signature, if included, may be computed over the entire mes-
sage content. The digital signature portion may contain the
associated public key identifier and may appear at the begin-
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ning of the message so that a target device may determine as
soon as reception begins whether it has the correct public key
and, if so, may begin the authentication process while mes-
sage reception is in progress.

In one embodiment, the digital signature is converted using
apublic key stored at the device. The digital signature for the
broadcast message may be generated using an RSA algo-
rithm. In one implementation, the RSASSA-PSS variant of
the PKCS#1 v.2.1 RSA method is used as described herein
above. Prior to generating the digital signature, the server
may first hash the contents of the broadcast message using a
one-way function as described herein in association with
Table 1. In one implementation, a Secure Hash Algorithm 1
(SHA-1) algorithm is used for hashing the broadcast message
contents as referred to herein in Table 1. Once the message is
hashed and masked to a shorter string (e.g. containing 2047
bits), the string is digitally signed using RSA (e.g. to create a
digital signature containing 2048 bits). If the broadcast mes-
sage is to be ciphered, then the contents may be ciphered
before digitally signing the message. This allows the device to
digitally authenticate the message before deciphering the
message.

Upon receiving the broadcast message, the device digitally
authenticates the message if authentication is enabled. The
server and the device may negotiate through point-to-point
communication prior to the broadcasting if authentication
may be used as part of the communication. If the device is
configured to authenticate messages, and the device receives
messages without the digital signature or if the digital signa-
ture fails verification, the device may discard the message. If
repeated discarding of the broadcast messages is necessitated
due to failed authentication, the device may cease to receive
broadcast messages via a particular broadcast system and/or
in a particular area, temporarily or permanently, or may
switch to a different mechanism of receiving messages. For
instance, the device may switch back to a point-to-point pro-
tocol with the server or obtain new keys from the server.

In one embodiment, if the device is configured to authen-
ticate broadcast messages and if the messages have a
prepended digital signature, similar to FIG. 13, the device
may begin authenticating the message while receiving the
message. The device may convert the digital signature using
a public key stored on the device and associated with the
private key used to sign the broadcast message. The device
may also hash the contents of the broadcast message and
compare the hashed value against the converted value. If the
values match, authentication passes and the digital signature
is considered verified.

At block 1414, the message content may be deciphered if
ciphering is enabled, using the processor 2310. In one
embodiment, the device may discover if ciphering is enabled
by inspecting the broadcast control parameters. As shown in
FIGS. 12 and 13, in one embodiment, the Assistance Data
included in the broadcast message is deciphered using a deci-
phering key value stored on the device (which may be the
same as the ciphering key value used by the server or may be
a public key counterpart to a private key used by the server).
Contents of the broadcast message may be encrypted by the
server and decrypted by the device using symmetric cryptog-
raphy such as AES. One implementation of the AES algo-
rithm is further discussed in FIG. 15. At block 1416, once the
contents are authenticated and deciphered (where authentica-
tion and ciphering is enabled) the contents of the broadcast
message may be decoded by the device according to the
LPP/LPPe protocol definition for retrieving the location
Assistance Data.
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It should be appreciated that the specific blocks/steps illus-
trated in FIG. 14 provide a particular method of switching
between modes of operation, according to an embodiment of
the present invention. Other sequences of steps may also be
performed accordingly in alternative embodiments. For
example, alternative embodiments of the present invention
may perform the steps outlined above in a different order. To
illustrate, a user may choose to change from the third mode of
operation to the first mode of operation, the fourth mode to the
second mode, or any combination there between. Moreover,
the individual steps illustrated in FIG. 14 may include mul-
tiple sub-steps that may be performed in various sequences as
appropriate to the individual step. Furthermore, additional
steps may be added or removed depending on the particular
applications. One of ordinary skill in the art would recognize
and appreciate many variations, modifications, and alterna-
tives of the process 1400.

FIG. 15 describes one implementation of AES. The follow-
ing implementation provides a description of the algorithm
use to cipher and decipher LPPe 1.1 broadcast Assistance
Data messages. The algorithm uses AES ciphering with
counter mode. AES is a block mode cipher algorithm that
ciphers blocks of 128 bits at a time. However, Counter mode
enables usage for a bit string that is not an exact multiple of
128 bits. Further, Counter mode enables a target (or a server)
to perform most of the deciphering (or ciphering) processing
independently of receipt of the data to be deciphered (or
ciphered) which may enable more efficient processing—e.g.
by enabling deciphering (or ciphering) to occur almost imme-
diately when portions of data are received via broadcast (or
obtained at a server). Provided counters are chosen in a non-
repeating manner by the server (which is a requirement for
Counter mode in some embodiments), every block of data
will be ciphered in a unique manner.

The algorithm makes user of a sequence of counters <C1,
C2,C3, .. .>each containing 128 bits, where C1 is specified
by the server and each subsequent counter (C2, C3 etc.) is
obtained from the previous counter by adding one modulo
2*#%128. Each counter Ci is ciphered using the AES algorithm
with a common 128 bit key to produce an output block Oi of
128 bits. To perform ciphering of a broadcast message, the
LPP/LPPe message is divided into blocks B1, B2, ... Bn of
128 bits each, except for the last block Bn which may contain
fewer than 128 bits. The ciphered message is obtained as a
sequence of n blocks containing 128 bits each (except possi-
bly for the last block) given by (O1 XOR B1), (02 XOR
B2),...(OnXOR Bn), where XOR denotes bitwise exclusive
OR. In the case of the last block, if Bn contains m bits
(m<128), then the m most significant bits of On would be
used for the exclusive OR. Deciphering is performed in the
same way except that the blocks B1, B2, . . . Bn are now
obtained from the ciphered message and the result of the
exclusive OR operations yields the original unciphered mes-
sage.

Abstract Syntax Notation One (ASN.1) Tables:

FIGS. 16A, 16B, 16C, 16D and 16E apply to broadcast of
LPP and LPP/LPPe Provide Assistance Data messages and
define exemplary possible broadcast restrictions and labeling
applicable to the content of broadcast Assistance Data and
limitations on the areas within which certain types of Assis-
tance Data may be broadcast. FIGS. 16A,16B, 16C, 16D and
16E also provide a means of labeling different types of Assis-
tance Data. The labels may be used both within [.LPPe and by
a broadcast system to concisely advertise support for particu-
lar types of Assistance Data and/or to provide broadcast
scheduling information.
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FIG. 16A and FIG. 16B show the different types of Assis-
tance Data for LPP that may be broadcast where each Assis-
tance Data type is referred to using its ASN.1 parameter name
in the OMA LPPe version 1.1 TS. For each Assistance Data
type, apossible area limitation is shown if the Assistance Data
is only valid within a restricted area. A server may broadcast
Assistance Data outside the area limitation if it is preferred to
provide target devices with Assistance Data for a wider geo-
graphic area although there is no guarantee that the data will
always be usable in that case. Other possible restrictions for
Assistance Data are also shown where these exist—e.g. any
possible restrictions on content. Assistance data that is time
sensitive (e.g. GNSS time, GNSS real time integrity, GNSS
acquisition assistance) may be updated as needed by the
server and stale data may also be removed. For Assistance
Data that includes an explicit validity area, broadcast outside
the validity area may be allowed and a target may then verify
presence within the validity area before using the data.

FIG. 16A and FIG. 16B also shows labels that may be used
within L.PPe and by a broadcast system to refer to particular
types of Assistance Data—e.g. when indicating broadcast
support for different types of Assistance Data within LPPe or
when indicating which Assistance Data types are being
broadcast by a broadcast system. A label is specified as a
sequence of n (n=1 to 4) numerical elements separated by
periods—e.g. 2, 2.1, 2.1.3, 2.1.3.5—where n is the nesting
level of the labeled data item.

In FIGS. 16 A and 16B, the nesting level of any Assistance
Data type is indicated using a “>"" symbol in the first column
where the number of concatenated “>" symbols m shown for
any data item and its associated label indicates that its nesting
level is m+1 where m is in the range O to 3. The order of data
items in FIGS. 16 A and 16B may follow the ASN.1 definition
in the LPPe version 1.1 TS which means that the parent data
item for any nested data item at level n is the closest preceding
data item in the table at level n—1. Labels are shown in column
1 and show only the final elements, since preceding elements
can be inferred from the final elements for the parent data
items. As an example, the Assistance Data type otdoa-
ProvideAssistanceData in FIG. 16 A has a nesting level of 1
and label of 2; the data type otdoa-NeighbourCelllnfo (which
is nested within and one level deeper than otdoa-ProvideAs-
sistanceData in FIG. 16 A) has a nesting level of 2 and a label
of'2.2; and the Assistance Data type gnss-DataBitAssistance
in FIG. 16A has a nesting level of 4 and a label of 3.2.N.5
where N (N=1 to 8) indicates the particular GNSS or SBAS
system to which it applies.

FIGS. 16C, 16D, and 16E show the different types of
Assistance Data for LPPe version 1.1 that may be broadcast,
with associated area limitations and other restrictions, where
each data type is referred to using its ASN.1 parameter name
as defined in the LPPe version 1.1 TS. The conventions used
to define nesting levels and labels are as described above in
association with FIGS. 16A and 16B.

The possible restrictions and labeling shown in FIGS. 16 A,
16B, 16C, 16D and 16E are examples for the LPP and LPP/
LPPe positioning protocols and may be replaced by other
restrictions or other means of labeling in other embodiments.

To support the novel encapsulation, data type labeling,
point to point assistance, ciphering and authentication as
applicable to the LPP/LPPe protocol, new LPP/L.PPe exten-
sions may be defined in some implantations. FIG. 17A, 17B,
18, 19A, 19B, 20A, 20B, 21A, 21B, 21C and 21D are
examples of a new LPPe broadcast message extensions to
support point to point Assistance Data related to broadcast
(e.g. as used in steps 201 and 202 of FIG. 2) and broadcasting
with encapsulation, ciphering and authentication (e.g. as
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described in association with FIG. 13). Each figure shows the
parameter content of a particular message extension in the
form of a table, where the parameter content refers to new
parameters added to an I.PPe message to support broadcast.
In each table, each row below the initial header row describes
one parameter in the message extension, with the parameter
name shown in the first column, the corresponding [.PPe
ASN.1 data type name shown in the second column, an indi-
cation of whether the parameter is optional shown in the third
column (with blank entries here for parameters that are man-
datory) and a description of the parameter meaning and usage
given in the fourth column. The nesting level of each param-
eter within the message extension is shown using greater than
symbols (“>”) in the first column where the number of con-
secutive “>" symbols plus one gives the nesting level. Thus,
for example, a parameter with name “>>>example” would
have a nesting level of 4. Any nested parameter P in a table is
contained within the parameter closest to it and higher up in
the table that has a nesting level one lower than that of P.
Parameters with the lowest nesting level (of one) are directly
contained within the message extension only. Nested param-
eters may only be included in a message extension when the
parameter within which they are contained is also present in
the message. When this condition occurs, a mandatory nested
parameter will be present whereas an optional nested param-
eter may or may not be present. The order of parameters in the
figures may closely follow the ASN.1 definition for OMA
LPPe version 1.1. In some embodiments, whether particular
parameters are mandatory or optional may be different to that
shown in these figures.

FIGS. 17A and 17B illustrates an exemplary Broadcast
Container used in embodiments of the invention. The Infor-
mation Element (IE) OMA-LPPe-verl-1-BroadcastCon-
tainer, shown in FIGS. 17A and 17B, may be used to encap-
sulate ciphered or unciphered LPP and LPP/I.PPe Provide
Assistance Data messages for delivery via broadcast. The use
of this container enables transfer of information needed for
ciphering support (e.g. cipher key identifier), message
authentication (e.g. public key identifier and digital signa-
ture) and information that a UE can use to quickly identify the
types of information being broadcast, the applicable area and
time period and whether the data duplicates data already
received. A UE that identifies a duplicate broadcast message
or Assistance Data that is not of interest, not applicable or not
supported can cease reception without the need to receive,
decipher, decode and possibly authenticate the encapsulated
LPP or LPP/L.PPe message. Except for the encapsulated LPP
or LPP/LLPPe message, the parameters (e.g. control param-
eters) in an OMA-LPPe-verl-1-Broadcast-Container may
not need to be ciphered.

FIG. 18 illustrates exemplary enhancements in the form of
additional parameters to the LPP/L.PPe Request Capabilities
message that enable this message to request capabilities
related to support of broadcast of Assistance Data. Step 204 of
FIG. 2 represents an exemplary Request Capabilities message
from the Location Server 215 to the UE 220. The message
may also be sent (though not shown in FIG. 2) from the UE
220 to the Location Server 215. Similarly, FIGS. 19A and
19B illustrates exemplary enhancements in the form of addi-
tional parameters to the LPP/L.PPe Provide Capabilities mes-
sage that enable this message to provide capabilities related to
support of broadcast of Assistance Data. Step 205 of FIG. 2
represents an exemplary Provide Capabilities message from
the UE 220 to the Location Server 215. The message may also
be sent (though not shown in FIG. 2) from the Location Server
215 to the UE 220. FIGS. 20A and 20B illustrate exemplary
enhancements in the form of additional parameters to the
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LPP/LPPe Request Assistance Data message that enable this
message to request (in a point to point manner) Assistance
Data related to support of broadcast of Assistance Data. Step
201 of FIG. 2 and step 521 of FIG. 5B represent exemplary
Request Assistance Data messages from the UE 220/502 to
the Location Server 215/504. FIGS. 21A, 21B, 21C and 21D
illustrate exemplary enhancements in the form of additional
parameters to the LPP/L.PPe Provide Assistance Data mes-
sage that enable this message to provide (in a point to point
manner) Assistance Data related to support of broadcast of
Assistance Data. Step 202 of FIG. 2 and step 522 of FIG. 5B
represent exemplary Provide Assistance Data messages from
the Location Server 215/504 to the UE 220/502.

In other embodiments, message extensions partly or com-
pletely different to those exemplified in FIGS. 17A, 17B, 18,
19A, 19B, 20A, 20B, 21A, 21B, 21C, 21D may be used to
support broadcasting of LPP and L.PP/LLPPe PAD messages

Referring to FIG. 22, a wireless communication system
2200 includes various devices, such as user equipment 2212
(UE), base transceiver stations (BTSs) 2214 disposed in cells
2216, and a base station controller (BSC) 2218. The system
2200 may support operation on multiple carriers (waveform
signals of different frequencies). Multi-carrier transmitters
can transmit modulated signals simultaneously on the mul-
tiple carriers. Each modulated signal may be a Code Division
Multiple Access (CDMA) signal, a Time Division Multiple
Access (TDMA) signal, an Orthogonal Frequency Division
Multiple Access (OFDMA) signal, a Single-Carrier Fre-
quency Division Multiple Access (SC-FDMA) signal, etc.
Each modulated signal may be sent on a different carrier and
may carry pilot, overhead information, data, etc.

The BTSs 2214 can wirelessly communicate with the UEs
2212 via antennas. Each of the BTSs 2214 may also be
referred to as a base station, an access point, an access node
(AN), a Node B, an evolved Node B (eNodeB), etc. The BTSs
2214 are configured to communicate with the UEs 2212
under the control of the BSC 2218 via multiple carriers. Each
of'the BTSs 2214 can provide communication coverage for a
respective geographic area, here the respective cells 2216.
Each of the cells 2216 of the BTSs 2214 is partitioned into
multiple sectors as a function of the base station antennas. In
some embodiments, one or more of the BTSs 2214 are imple-
mented in the RAN 508 illustrated in FIG. 5A and FIG. 5B.
Further, elements of FIGS. 2, 6, and 8 and other elements of
FIG. 5A and FIG. 5B described above may be included in the
system 2210. Although the server and Location Server dis-
cussed above and illustrated in FIGS. 2, 5A, 5B, 6, and 8 are
not illustrated in FIG. 22, the Location Server may be in
communication with the BTSs 2214 and/or the BSC 2218.
For example, a type of SMLC implemented as the Location
Server may be in communication with the BSC 2218, directly
or via a gateway. In some embodiments, one or more net-
works separate at least two of the elements illustrated in FI1G.
22, and/or separate elements illustrated in FIG. 22 from ele-
ments discussed above and/or illustrated with respect to
FIGS. 2, 5A, 5B, 6, and 8.

The system 22 may include only macro base stations 2214
or it can have base stations 2214 of different types, e.g.,
macro, pico, and/or femto base stations, etc. A macro base
station may cover a relatively large geographic area (e.g.,
several kilometers in radius) and may allow unrestricted
access by terminals with service subscription. A pico base
station may cover a relatively small geographic area (e.g., a
pico cell) and may allow unrestricted access by terminals with
service subscription. A femto or home base station may cover
arelatively small geographic area (e.g., a femto cell) and may
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allow restricted access by terminals having association with
the femto cell (e.g., terminals for users in a home).

The UEs 2212 can be dispersed throughout the cells 2216.
The UEs 2212 may be referred to as terminals, mobile sta-
tions, mobile devices, user equipment (UE), subscriber units,
etc. The UEs 2212 shown in FIG. 22 include mobile tele-
phones, personal digital assistants (PDAs) and vehicular
navigation and/or communication systems, but can also
include wireless routers, other handheld devices, netbooks,
notebook computers, etc.

A computer system as illustrated in FIG. 23 may be incor-
porated as part of the previously described entities shown and
discussed in reference to FIGS. 2-22. For example, computer
system 2300 may be capable or, adapted to and configured to
represent some or all of the components of the UE (referenced
as 220 in FIG. 2, 502 in FIGS. 5A, 5B, and as 2212 in FIG.
22), Location Server (referenced as 215 in FI1G. 2, 504 in FIG.
5A, 5B), one or more servers implemented as part of the
Broadcast Subsystem 506, such as the Gateway 510 and RAN
508 or any other computing devices from FIG. 22, such as
Base Station Controller 2218 or BTSs 2214 or any other
computing devices utilized in enabling embodiments of the
invention. FIG. 23 provides a schematic illustration of one
embodiment of a computer system 2300 that can perform the
methods provided by various other embodiments, as
described herein, and/or can function of the devices, such as
the UE, Location Server and the servers implemented as the
Broadcasting Subsystem. It should be noted that FIG. 23 is
meant only to provide a generalized illustration of various
components, any or all of which may be utilized as appropri-
ate. FIG. 23, therefore, broadly illustrates how individual
system elements may be implemented in a relatively sepa-
rated or relatively more integrated manner.

The computer system 2300 is shown comprising hardware
elements that can be electrically coupled via a bus 2305 (or
may otherwise be in communication, as appropriate). The
hardware elements may include one or more processors 2310,
including without limitation one or more general-purpose
processors and/or one or more special-purpose processors
(such as digital signal processing chips, graphics acceleration
processors, and/or the like); one or more input devices 2315,
which can include without limitation a mouse, a keyboard
and/or the like; and one or more output devices 2320, which
can include without limitation a display device, a printer
and/or the like.

The computer system 2300 may further include (and/or be
in communication with) one or more storage devices 2325,
which can comprise, without limitation, local and/or network
accessible storage, and/or can include, without limitation, a
disk drive, a drive array, an optical storage device, solid-state
storage device such as a random access memory (“RAM”)
and/or aread-only memory (“ROM”), which can be program-
mable, flash-updateable and/or the like. Such storage devices
may be configured to implement any appropriate data stores,
including without limitation, various file systems, database
structures, and/or the like.

The computer system 2300 may also include a communi-
cations subsystem 2330, which can include without limita-
tion a modem, a network card (wireless or wired), an infrared
communication device, a wireless communication device
and/or chipset (such as a Bluetooth™ device, an 802.11
device, a WiFi device, a WiMax device, cellular communica-
tion facilities, etc.), and/or the like. The communications
subsystem 2330 may permit data to be exchanged with a
network (such as the network described below, to name one
example), other computer systems, and/or any other devices
described herein. In many embodiments, the computer sys-
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tem 2300 will further comprise a working memory 2335,
which can include a RAM or ROM device, as described
above.

The computer system 2300 may also include a transceiver
2350 for transmitting and receiving messages. The trans-
ceiver 2350 may comprise components, such as a transmitter
and a receiver which are combined and share common cir-
cuitry or a single housing or may be separate. The transceiver
2350 may be modified to communicate with one or more
network configurations, such as GSM, a CDMA,a WCDMA,
a CMDA2000 1xRTT, or a LTE network.

The computer system 2300 also can comprise software
elements, shown as being currently located within the work-
ing memory 2335, including an operating system 2340,
device drivers, executable libraries, and/or other code, such as
one or more application programs 2345, which may comprise
computer programs provided by various embodiments, and/
or may be designed to implement methods, and/or configure
systems, provided by other embodiments, as described
herein. Merely by way of example, one or more procedures
described with respect to the method(s) discussed above
might be implemented as code and/or instructions executable
by a computer (and/or a processor within a computer); in an
aspect, then, such code and/or instructions can be used to
configure and/or adapt a general purpose computer (or other
device) to perform one or more operations in accordance with
the described methods.

A set of these instructions and/or code might be stored on
a computer-readable storage medium, such as the storage
device(s) 2325 described above. In some cases, the storage
medium might be incorporated within a computer system,
such as the system 2100. In other embodiments, the storage
medium might be separate from a computer system (e.g., a
removable medium, such as a compact disc), and/or provided
in an installation package, such that the storage medium can
be used to program, configure and/or adapt a general purpose
computer with the instructions/code stored thereon. These
instructions might take the form of executable code, which is
executable by the computer system 2300 and/or might take
the form of source and/or installable code, which, upon com-
pilation and/or installation on the computer system 2300
(e.g., using any of a variety of generally available compilers,
installation programs, compression/decompression utilities,
etc.) then takes the form of executable code.

It will be apparent to those skilled in the art that substantial
variations may be made in accordance with specific require-
ments. For example, customized hardware might also be
used, and/or particular elements might be implemented in
hardware, software (including portable software, such as
applets, etc.), or both. Further, connection to other computing
devices such as network input/output devices may be
employed.

As mentioned above, in one aspect, some embodiments
may employ a computer system (such as the computer system
2300) to perform methods in accordance with various
embodiments of the invention. According to a set of embodi-
ments, some or all of the procedures of such methods are
performed by the computer system 2300 in response to pro-
cessor 2310 executing one or more sequences of one or more
instructions (which might be incorporated into the operating
system 2340 and/or other code, such as an application pro-
gram 2345) contained in the working memory 2335. Such
instructions may be read into the working memory 2335 from
another computer-readable medium, such as one or more of
the storage device(s) 2325. Merely by way of example, execu-
tion of the sequences of instructions contained in the working
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memory 2335 might cause the processor(s) 2310 to perform
one or more procedures of the methods described herein.

The terms “machine-readable medium” and “computer-
readable medium,” as used herein, refer to any medium that
participates in providing data that causes a machine to operate
in a specific fashion. Computer readable storage medium
does not refer to transitory propagating signals. In an embodi-
ment implemented using the computer system 2300, various
computer-readable media might be involved in providing
instructions/code to processor(s) 2310 for execution and/or
might be used to store such instructions/code. In many imple-
mentations, a computer-readable medium is a physical and/or
tangible storage medium. Such a medium may take the form
of'a non-volatile media or volatile media. Non-volatile media
include, for example, optical and/or magnetic disks, such as
the storage device(s) 2325. Volatile media include, without
limitation, dynamic memory, such as the working memory
2335.

Common forms of physical and/or tangible computer-
readable media include, for example, a floppy disk, a flexible
disk, hard disk, magnetic tape, or any other magnetic
medium, a CD-ROM, any other optical medium, punchcards,
papertape, any other physical medium with patterns of holes,
a RAM, a PROM, EPROM, a FLASH-EPROM, any other
memory chip or cartridge, etc.

The methods, systems, and devices discussed above are
examples. Various configurations may omit, substitute, or add
various procedures or components as appropriate. For
instance, in alternative configurations, the methods may be
performed in an order different from that described, and/or
various stages may be added, omitted, and/or combined. Also,
features described with respect to certain configurations may
be combined in various other configurations. Different
aspects and elements of the configurations may be combined
in a similar manner. Also, technology evolves and, thus, many
of'the elements are examples and do not limit the scope of the
disclosure or claims.

Specific details are given in the description to provide a
thorough understanding of example configurations (includ-
ing implementations). However, configurations may be prac-
ticed without these specific details. For example, well-known
circuits, processes, algorithms, structures, and techniques
have been shown without unnecessary detail in order to avoid
obscuring the configurations. This description provides
example configurations only, and does not limit the scope,
applicability, or configurations of the claims. Rather, the pre-
ceding description of the configurations will provide those
skilled in the art with an enabling description for implement-
ing described techniques. Various changes may be made in
the function and arrangement of elements without departing
from the spirit or scope of the disclosure.

Also, configurations may be described as a process which
is depicted as a flow diagram or block diagram. Although each
may describe the operations as a sequential process, many of
the operations can be performed in parallel or concurrently. In
addition, the order of the operations may be rearranged. A
process may have additional steps not included in the figure.
Furthermore, examples of the methods may be implemented
by hardware, software, firmware, middleware, microcode,
hardware description languages, or any combination thereof.
When implemented in software, firmware, middleware, or
microcode, the program code or code segments to perform the
necessary tasks may be stored in a non-transitory computer-
readable medium such as a storage medium. Processors may
perform the described tasks.

Having described several example configurations, various
modifications, alternative constructions, and equivalents may
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be used without departing from the spirit of the disclosure.
For example, the above elements may be components of a
larger system, wherein other rules may take precedence over
or otherwise modify the application of the embodiments
described herein. Also, a number of steps may be undertaken
before, during, or after the above elements are considered.
Accordingly, the above description does not bound the scope
of the claims.

The description herein and attached figures describe a gen-
eral method or protocol of broadcasting communications that
can be applied to any number of networks and/or architec-
tures. Thus, although the above description refers to LPP/
LPPe, the above examples are not limited to the enumerated
embodiments. Those of skill in the art will appreciate how to
extend the concepts described herein to other systems or
architectures. For example, user plane location-based ser-
vices may be combined with any number of broadcast ser-
vices according to the description herein. In some embodi-
ments, a user and/or device may subscribe to any number of
broadcast services or receive localized Assistance Data pur-
suant to the description herein. In this way, a user or device is
not required to receive a generic set of data, but may in
addition or instead receive regional data or other information
that varies by region.

Further, the description herein and attached figures provide
the ability to broadcast location Assistance Data in the form of
LPP and LPP/LPPe messages. The description and figures
further enable a common and extensible standard for location
assistance broadcast that is aligned with point to point loca-
tion support using LPP/[.PPe and that can be used with any
broadcast mechanism (e.g. BCAST, (e)MBMS, SIBs etc.). In
some embodiments, charging for location assistance via
broadcast is possible via ciphering. In some embodiments,
support of positioning by user devices will be enhanced due to
faster access to Assistance Data. In some embodiments, net-
work loading can be reduced in comparison to point to point
assistance.

One embodiment for accomplishing the benefits herein
includes a UE or SET using LPP/L.PPe point to point over
SUPL (or possibly control plane with LTE access) to obtain
information on broadcast Assistance Data availability and
any decipher keys, for example form a Location Server. The
embodiment may further include a Location Server packag-
ing location Assistance Data into LPP or LPP/L.PPe Provide
Assistance Data messages, which are sent to a gateway (e.g.
eMBMS BM-SC) or other node (e.g. MME for LTE SIB
broadcast) for onward transfer to a RAN for broadcast from
network base stations.

The description herein and/or attached figures may be
implemented or described in a standard in some embodi-
ments, for example to increase interoperability between
devices. For example, OMA may create a new version of
LPPe to enable Assistance Data to be broadcast in a standard
manner and to provide a UE or SET with associated informa-
tion (e.g. decipher keys). Use of LPPe to support broadcast
Assistance Data may avoid additional impacts to encode
Assistance Data in a different way. It may also enable broad-
cast using any system (e.g. not just SIBs). Further, LPPe may
be used point to point (e.g. with SUPL) to provide pre-infor-
mation to a UE or SET—e.g. deciphering keys and/or avail-
ability and types of broadcast Assistance Data in different
areas.

In addition to the benefits above, for example supporting a
wide range of access types, LPPe in combination with L.PP
can support a wide range of positioning methods including
A-GNSS (both code phase and high accuracy carrier phase
variants), OTDOA for LTE and WCDMA, Enhanced
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Observed Time Difference (E-OTD), enhanced cell ID (for
each wireless access type including WiF1i), short range node
associated positioning and use of sensors. These methods
may be used in terminal assisted and terminal based modes.
The terminal based mode may be useful for supporting appli-
cations on the terminal and functions, for example when the
terminal already has needed or desired Assistance Data or can
rapidly acquire Assistance Data from a network server (e.g.
SUPL SLP or LTE E-SMLC) via broadcast.

Implementations or embodiments of the description herein
and/or the attached figures may enable (A) broadcast of
Assistance Data within LPP/LPPe Provide Assistance Data
messages, and/or (B) the ability for a terminal to obtain infor-
mation from a Location Server relevant to broadcasting in
(A). Such implementations or embodiments may include pro-
vision of deciphering keys to a terminal and information on
broadcast availability (e.g. from which system(s) and in
which areas).

Implementations or embodiments of the description herein
and/or the attached figures may ensure LPP and LPP/LPPe
Provide Assistance Data messages can be broadcast in an
unsolicited manner and containing any data that may be asso-
ciated with local base stations and WiFi APs (examples
include coordinates and GNSS timing association). Imple-
mentations or embodiments of the description herein and/or
the attached figures may also enable labeling of different
types of Assistance Data by any broadcast system that will
support LPP and/or LPP/LPPe Assistance Data broadcast.
For example, labeling could be achieved by assigning
numeric identifiers to different types or different combina-
tions of types of Assistance Data (e.g. assign type 1 to
A-GNSS ephemeris, type 2 to A-GNSS almanac, type 3 to
WiFi assistance etc.). The labeling may enable a broadcast
system to indicate to terminals the types of Assistance Data
being broadcast so a terminal can decide which data to receive
and decode.

Implementations or embodiments of the description herein
and/or the attached figures may further enable a terminal to
request Assistance Data from a Location Server (in a point to
point manner) that is applicable to broadcast. Such Assistance
Data may support ciphering of broadcast Assistance Data and
may provide information on where and how Assistance Data
is being broadcast (e.g. a geographic area or set of cell sites
within which location Assistance Data is broadcast and iden-
tification of the broadcast system) as well as identifying the
type or types of Assistance Data that are broadcast. In addi-
tion, implementations or embodiments of the description
herein and/or the attached figures may define terminal and
server capabilities associated with broadcast Assistance Data
support; provide guidance for support of LPPe broadcast by
specific broadcast systems such as LTE SIBs, BCAST, and
eMBMS; and/or provide guidance on how servers can create
LPP and LPP/LPPe broadcast messages, manage scheduling,
and/or change broadcast content. By receiving location Assis-
tance Data transferred via broadcast, terminals can accumu-
late Assistance Data in advance and avoid both delay and use
of network signaling when a location service is needed or
desired. This may be beneficial, for example, when a terminal
loses network access and/or to alleviate server congestion.

Embodiments of the invention as described above may use
various protocol messages. In one embodiment, parameters
for messages pertaining to the LPPe standard are added to
support embodiments of the invention for broadcasting loca-
tion Assistance Data. The parameters may be added to the
OMA LPPe standard, but are not limited to any particular
standard. Thus, the messages described in FIGS. 2-21 may
use the LPP and LPP/L.PPe messages as described above, or
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the messages described below may be implemented in broad-
cast data implemented independent of an [.LPPe message or
standard.

Implementations or embodiments of the description herein
and/or the attached figures may allow operators to deploy an
improved location service that can be available to both home
users and roamers. Charging for the service is possible using
ciphering. The service can provide augmentation of other
broadcast services from an operator.

The methods, systems, devices, implementations, and
embodiments discussed above are examples. Various con-
figurations may omit, substitute, or add various procedures or
components as appropriate. For instance, in alternative con-
figurations, the methods may be performed in an order dif-
ferent from that described, and/or various stages may be
added, omitted, and/or combined. Also, features described
with respect to certain configurations may be combined in
various other configurations. Different aspects and elements
of the configurations may be combined in a similar manner.
Also, technology evolves and, thus, many of the elements are
examples and do not limit the scope of the disclosure or
claims.

Specific details are given in the description to provide a
thorough understanding of example configurations (includ-
ing implementations). However, configurations may be prac-
ticed without these specific details. For example, well-known
circuits, processes, algorithms, structures, and techniques
have been shown without unnecessary detail in order to avoid
obscuring the configurations. This description provides
example configurations only, and does not limit the scope,
applicability, or configurations of the claims. Rather, the pre-
ceding description of the configurations will provide those
skilled in the art with an enabling description for implement-
ing described techniques. Various changes may be made in
the function and arrangement of elements without departing
from the spirit or scope of the disclosure.

Also, configurations may be described as a process that is
depicted as a flow diagram or block diagram. Although each
may describe the operations as a sequential process, many of
the operations can be performed in parallel or concurrently. In
addition, the order of the operations may be rearranged. A
process may have additional steps not included in the figure.
Furthermore, examples of the methods may be implemented
by hardware, software, firmware, middleware, microcode,
hardware description languages, or any combination thereof.
When implemented in software, firmware, middleware, or
microcode, the program code or code segments to perform the
necessary tasks may be stored in a non-transitory computer-
readable medium such as a storage medium. Processors may
perform the described tasks.

Having described several example configurations, various
modifications, alternative constructions, and equivalents may
be used without departing from the spirit of the disclosure.
For example, the above elements may be components of a
larger system, wherein other rules may take precedence over
or otherwise modify the application of the invention. Also, a
number of steps may be undertaken before, during, or after
the above elements are considered. Accordingly, the above
description does not bound the scope of the claims.

The use of “capable of”, “adapted to” or “configured to”
herein is meant as open and inclusive language that does not
foreclose devices adapted to or configured to perform addi-
tional tasks or steps. Additionally, the use of “based on” is
meant to be open and inclusive, in that a process, step, calcu-
lation, or other action “based on” one or more recited condi-
tions or values may, in practice, be based on additional con-
ditions or values beyond those recited. Headings, lists, and
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numbering included herein are for ease of explanation only
and are not meant to be limiting.

While the present subject matter has been described in
detail with respect to specific embodiments thereof, it will be
appreciated that those skilled in the art, upon attaining an
understanding of the foregoing may readily produce alter-
ations to, variations of, and equivalents to such embodiments.
Accordingly, it should be understood that the present disclo-
sure has been presented for purposes of example rather than
limitation, and does not preclude inclusion of such modifica-
tions, variations and/or additions to the present subject matter
as would be readily apparent to one of ordinary skill in the art.

What is claimed is:

1. A method for verifying a broadcast message, the method
comprising:

receiving the broadcast message, at a device, from a Loca-

tion Server wherein the broadcast message comprises
Assistance Data (AD) for location services and a plural-
ity of broadcast control parameters;
determining that the broadcast message is ciphered;
in response to determining that the broadcast message is
ciphered, determining that the device has at least one key
to decipher the ciphered broadcast message; and

deciphering the broadcast message using the at least one
key and an initial counter, wherein deriving the initial
counter comprises:

receiving a first value associated with the initial counter

using point-to-point mode from the Location Server;
receiving a second value associated with the initial counter
using broadcast mode from the Location Server; and
deriving the initial counter using at least the first value and
the second value;
verifying a validity of the AD using at least one control
parameter from the plurality of broadcast control param-
eters received from the Location Server.

2. The method of claim 1, wherein the AD is ciphered using
symmetric cryptography.

3. The method of claim 1, wherein determining that the
device has the at least one key to decipher the ciphered broad-
cast message comprises using a cipher Key ID contained in
the atleast one control parameter that indicates the at least one
key that should be used in deciphering the broadcast message.

4. The method of claim 1, wherein the broadcast message is
encapsulated.

5. The method of claim 1, wherein deciphering the AD
from the broadcast message further comprises using a counter
from the plurality of broadcast control parameters.

6. The method of claim 5, wherein another counter for a
subsequent broadcast message is derived using the counter
from the current broadcast message.

7. The method of claim 1, wherein the broadcast message is
an LTE Positioning Protocol (LPP) message or an LPP/LPP
Extensions (LPPe) Provide Assistance Data message.

8. The method of claim 1, further comprising verifying a
validity of the AD using at least one control parameter from
the plurality of broadcast control parameters received from
the Location Server.

9. The method of claim 8, further comprising receiving
information associated with broadcasting to the device from
the Location Server, wherein the information associated with
the broadcasting is received point to point using a positioning
protocol, and wherein verifying the validity of the AD uses
the information received point to point.

10. The method of claim 9, wherein verifying the validity
of'the AD comprises:
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determining that the device is configured to require digi-
tally signed broadcast messages based on the informa-
tion associated with the broadcasting received point to
point;

determining that the broadcast message is not digitally

signed; and

discarding the broadcast message, in response to determin-

ing that the broadcast message is not digitally signed.

11. The method of claim 8, wherein verifying the validity
of the AD comprises:

determining that the broadcast message is not a duplicate

message by checking at least one parameter from the
plurality of broadcast control parameters that indicates a
uniqueness of the broadcast message for at least a pre-
defined period of time.

12. The method of claim 8, wherein verifying the validity
of the AD comprises:

determining applicability of the broadcast message based

on a time indicator from the plurality of broadcast con-
trol parameters, wherein the device uses the time indi-
cator in determining if the validity of the AD has yet to
occur or has already expired.

13. The method of claim 8, wherein verifying the validity
of the AD comprises:

determining applicability of the broadcast message based

on a geographic area indicator from the plurality of
broadcast control parameters, wherein the device uses
the geographic area indicator in determining if the
broadcast message is valid for the device based on a
device’s location.

14. The method of claim 8, wherein verifying the validity
of the AD comprises:

determining that the broadcast message comprises at least

one type of AD that is needed by the device.

15. The method of claim 8, wherein verifying the validity
of the AD comprises:

determining that the broadcast message is digitally signed;

in response to determining that the broadcast message is

digitally signed, determining that the device has at least
one key to perform authentication verification for the
digitally signed broadcast message; and

verifying the validity of the broadcast message by verify-

ing a digital signature for the broadcast message using
the at least one key.

16. The method of claim 15, wherein the broadcast mes-
sage is encapsulated.

17. The method of claim 15, wherein the broadcast mes-
sage is digitally signed using asymmetric cryptography.

18. The method of claim 15, wherein the device begins the
authentication verification for the digitally signed broadcast
message before receiving the entire broadcast message by
identifying the at least one key by using a public key identifier
from the digital signature that appears at the beginning of the
broadcast message.

19. The method of claim 15, wherein verifying the digital
signature comprises:

converting the digital signature for the broadcast message

using the at least one key; and
comparing a representation of the broadcast message
against the converted digital signature; and

determining that the broadcast message is authentic if the
converted digital signature is the same as the represen-
tation of the broadcast message.

20. The method of claim 19, wherein the representation of
the broadcast message is a Secure Hash Algorithm (SHA)
based hash.
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21. The method of claim 8, further comprising:

at least temporarily ceasing use of a broadcast system
associated with the broadcast message if a plurality of
broadcast messages fail during the verification for the
broadcast message.

22. A device, comprising:

a transceiver configured to:

receive a broadcast message from a Location Server

wherein the broadcast message comprises Assistance
Data (AD) for location services and a plurality of broad-
cast control parameters; and
a processor configured to:
determine that the broadcast message is ciphered;
in response to determining that the broadcast message is
ciphered, determining that the device has at least one key
to decipher the ciphered broadcast message; and

decipher the broadcast message using the at least one key
and an initial counter, wherein deriving the initial
counter comprises:

receive a first value associated with the initial counter using

point-to-point mode from the Location Server;

receive a second value associated with the initial counter

using broadcast mode from the Location Server; and
derive the initial counter using at least the first value and the
second value;

verify a validity of the AD using at least one control param-

eter from the plurality of broadcast control parameters
received from the Location Server.

23. The device of claim 22, wherein determining that the
device has the at least one key to decipher the ciphered broad-
cast message comprises using a cipher Key ID contained in
the atleast one control parameter that indicates the at least one
key that should be used in deciphering the broadcast message.

24. The device of claim 22, wherein deciphering the AD
from the broadcast message further comprises using a counter
from the plurality of broadcast control parameters.

25. The device of claim 24, wherein another counter for a
subsequent broadcast message is derived using the counter
from the current broadcast message.

26. The device of claim 22, wherein the broadcast message
is an LTE Positioning Protocol (LPP) message or an LPP/LPP
Extensions (LPPe) Provide Assistance Data message.

27. The device of claim 22, wherein the processor is further
configured to verify a validity of the AD using at least one
control parameter from the plurality of broadcast control
parameters received from the Location Server.

28. The device of claim 27, wherein the transceiver is
further configured to receive information associated with
broadcasting to the device from the Location Server, wherein
the information associated with the broadcasting is received
point to point using a positioning protocol, and wherein veri-
fying the validity of the AD uses the information received
point to point.

29. The device of claim 28, wherein verifying the validity
of'the AD comprises:

determining, by the processor, that the device is configured

to require digitally signed broadcast messages based on
the information associated with the broadcasting
received point to point;

determining, by the processor, that the broadcast message

is not digitally signed; and

discarding the broadcast message, in response to determin-

ing that the broadcast message is not digitally signed.

30. The device of claim 27, wherein verifying the validity
of'the AD comprises:

determining, by the processor, that the broadcast message

is not a duplicate message by checking at least one
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parameter from the plurality of broadcast control param-
eters that indicates a uniqueness of the broadcast mes-
sage for at least a predefined period of time.

31. The device of claim 27, wherein verifying the validity
of the AD comprises:

determining applicability of the broadcast message, by the

processor, based on a time indicator from the plurality of
broadcast control parameters, wherein the device uses
the time indicator in determining if the validity of the AD
has yet to occur or has already expired.

32. The device of claim 27, wherein verifying the validity
of the AD comprises:

determining applicability of the broadcast message, by the

processor, based on a geographic area indicator from the
plurality of broadcast control parameters, wherein the
device uses the geographic area indicator in determining
if the broadcast message is valid for the device based on
a device’s location.

33. The device of claim 27, wherein verifying the validity
of the AD comprises:

determining that the broadcast message comprises at least

one type of AD that is needed by the device.

34. The device of claim 27, wherein the processor is con-
figured to:

determine that the broadcast message is digitally signed;

in response to determining that the broadcast message is

digitally signed, determine that the device has at least
one key to perform authentication verification for the
digitally signed broadcast message; and

verify the validity of the broadcast message by verifying a

digital signature for the broadcast message using the at
least one key.

35. The device of claim 34, wherein the broadcast message
is encapsulated.

36. The device of claim 34, wherein the processor begins
the authentication verification for the digitally signed broad-
cast message before the transceiver receives the entire broad-
cast message by identifying the at least one key by using a
public key identifier from the digital signature that appears at
the beginning of the broadcast message.

37. The device of claim 34, wherein verifying the digital
signature comprises:

converting, by the processor, the digital signature for the

broadcast message using the at least one key; and
comparing, by the processor, a representation of the broad-
cast message against the converted digital signature; and
determining, by the processor, that the broadcast message
is authentic if the converted digital signature is the same
as the representation of the broadcast message.

38. The device of claim 27, wherein the transceiver is

configured to:
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at least temporarily cease use of a broadcast system asso-
ciated with the broadcast message if a plurality of broad-
cast messages fail during the verification for the broad-
cast message.

39. A non-transitory computer readable storage medium,
wherein the non-transitory computer readable storage
medium comprises instructions executable by a processor, the
instructions comprising instructions to:

receive a broadcast message, at a device, from a Location

Server wherein the broadcast message comprises Assis-
tance Data (AD) for location services and a plurality of
broadcast control parameters; and
determine that the broadcast message is ciphered;
in response to determining that the broadcast message is
ciphered, determine that the device has at least one key
to decipher the ciphered broadcast message; and

decipher the broadcast message using the at least one key
and an initial counter, wherein deriving the initial
counter comprises:

receive a first value associated with the initial counter using

point-to-point mode from the Location Server;

receive a second value associated with the initial counter

using broadcast mode from the Location Server; and
derive the initial counter using at least the first value and the
second value;

verify a validity of the AD using at least one control param-

eter from the plurality of broadcast control parameters
received from the Location Server.

40. A device, comprising:

means for receiving a broadcast message from a Location

Server wherein the broadcast message comprises Assis-
tance Data (AD) for location services and a plurality of
broadcast control parameters; and

means for determine that the broadcast message is

ciphered;

in response to determining that the broadcast message is

ciphered, means for determining that the device has at
least one key to decipher the ciphered broadcast mes-
sage; and

means for deciphering the broadcast message using the at

least one key and an initial counter, wherein deriving the
initial counter comprises:
means for receiving a first value associated with the initial
counter using point-to-point mode from the Location
Server;

means for receiving a second value associated with the
initial counter using broadcast mode from the Location
Server; and

means for deriving the initial counter using at least the first

value and the second value;

means for verifying a validity of the AD using at least one

control parameter from the plurality of broadcast control
parameters received from the Location Server.
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