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1
SEARCHING USING ACCESS CONTROLS

CROSS-REFERENCE TO RELATED
APPLICATION

Priority is hereby claimed to U.S. Provisional Application
No. 61/531,190, which was filed on Sep. 6, 2011. The con-
tents of U.S. Provisional Application No. 61/531,190 are
hereby incorporated by reference into this disclosure.

BACKGROUND

This specification relates generally to a data processing,
particularly information retrieval using access controls.

Search engines identify resources (e.g., images, audio,
video, World Wide Web (Web) pages, text, documents) that
are relevant to a user’s needs and present information about
the resources in a manner that is useful to the user. A search
engine may be used to conduct a search of a source of data,
e.g., the Internet, a social network, an intranet, non-net-
worked storage, and the like.

SUMMARY

Example techniques for searching using access controls
may include the following operations: identifying one or
more first entities who have connections, in one or more
corresponding social graphs, to more than a threshold number
of other entities; identifying first content in the search index
that is authored by the first entities; and associating author
restricts with the first content, where the author restricts
include data identifying entities who authored corresponding
content. The example techniques may also include the fol-
lowing operations: identifying one or more second entities
who have social connections, in one or more corresponding
social graphs, to one or more entities who authored second
content, where the one or more second entities have connec-
tions to less than the threshold number other entities; associ-
ating searcher restricts with the second content, where the
searcher restricts include data identifying the one or more
second entities, and where the first content is not associated
with searcher restricts; and providing the search index
updated with searcher and author restricts. The example tech-
niques may include one or more of the following example
features, either alone or in combination.

The above operations may include one or more of the
following: associating author restricts with at least some of
the second content; identifying a newly-created association
between two entities, where a first of the two entities is asso-
ciated with second content that is associated with an author
restrict for the first of the two entities; issuing, to a second of
the two entities, the author restrict for the first of the two
entities; and updating the search index to associate a searcher
restrict for the second of the two entities with content
authored by the first of the two entities. The author restrict for
the first of the two entities may be used in searching for a
predefined period of time. In some examples, at maximum,
the predefined period of time may be the time between
updates of the search index.

The search index may be used to identify content that is
relevant to a search query. This may include: obtaining a
search query that includes an author restrict and a searcher
restrict; matching the author restrict to a corresponding
author restrict associated with content in the search index, and
matching the searcher restrict to a corresponding searcher
restrict associated with content in the search index; and
retrieving, from the search index, content in the search index
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that is associated with the corresponding author restrict, and
content in the search index that is associated with the corre-
sponding searcher restrict.

The above operations may include updating the search
index periodically to incorporate, into the search index, con-
tent that has been identified since the search index was last
updated. The content that has been identified since the search
index was last updated may be associated with searcher
restricts.

Advantages of employing author restricts and searcher
restricts as described in the examples above may include, e.g.,
reducing the amount of information incorporated into a
search query or the amount of information contained a search
index. As a result, the amount of search performance degra-
dation resulting from the size of search queries and indexes
can be reduced.

The systems and techniques described herein, or portions
thereof, may be implemented as a computer program product
that includes instructions that are stored on one or more
non-transitory machine-readable storage media, and that are
executable on one or more processing devices. The systems
and techniques described herein, or portions thereof, may be
implemented as an apparatus, method, or electronic system
that may include one or more processing devices and memory
to store executable instructions to implement the stated func-
tions.

The details of one or more implementations are set forth in
the accompanying drawings and the description below. Other
features, objects, and advantages will be apparent from the
description and drawings, and from the claims.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1A is a diagram that shows, conceptually, an example
search system that includes author restricts in a search index.

FIG. 1B is a diagram that shows, conceptually, an example
search system that includes searcher restricts in the search
index.

FIG. 1C is a diagram that shows, conceptually, an example
search system that includes author restricts and searcher
restricts in the search index.

FIG. 2 is ablock diagram showing an example of'a network
environment on which the process described herein may be
implemented.

FIG. 3 a block diagram of an example part of the network
environment of FIG. 2.

FIG. 4 isa conceptual view of an example of'a social graph.

FIG. 5 is a flowchart showing an example of a process for
creating and indexing a social graph.

FIG. 6 is a flowchart showing an example of a process for
creating a search index that includes author and searcher
restricts.

FIG. 7 is a flowchart showing an example of a process for
using an author restrict in searching on newly-created social
connections.

FIG. 8 shows examples of computing devices on which the
processes described herein, or portions thereof, may be
implemented.

Like reference symbols in the various drawings indicate
like elements.

DETAILED DESCRIPTION

In a search context, a restrict includes data that associates a
property, e.g., authorship or interest, to content in a search
index. When a user conducts an online search, one or more
restricts are incorporated into the search query. A search
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engine matches restrict(s) in the search query to restrict(s)
associated with content in the search index. When a match is
found, the content is deemed relevant to the search. The
processes described herein associate electronic content (or
simply “content”) with restricts in a manner that can reduce
the number of restricts that are passed in a search query, and
that can reduce the number of restricts that are associated with
content in a search index. The example implementations
described herein perform the association by tagging; how-
ever, other appropriate types of associations may be used
instead of tagging.

The processes described herein generate, and use, a modi-
fied search index to facilitate searching content, including,
e.g., content from the Web, content from other network(s),
content from an online social networking service, and content
from other network or and non-network storage. The search
index is “modified” in the sense that it contains content tagged
with author restricts and content tagged with searcher
restricts. Generally, an author restrict identifies authorship or
other type of ownership (e.g., who uploaded the content) of a
corresponding content. By way of example, an author can
include a creator, a publisher, an entity responsible for dis-
seminating content, or an entity claiming content by linking
the content to their profile or account. Generally, a searcher
restrict identifies content that an entity (e.g., a person, a com-
pany, a service, etc.) is deemed to be interested in, e.g.,
because the entity has online social connection(s) to authors
of that content. The online social connections may be within
the confines of the social networking service or outside the
confines of the social networking service. By way example, a
member of a social networking service may be interested in
Web content authored by contacts of that member.

An author restrict for content may be generated, e.g., based
onmetadata associated with that content, or from other appro-
priate public and private sources with the author’s permis-
sion. Authors may not permit tagging of associated content,
and may not permit use of their private information.

FIG. 1A is a diagram that shows, conceptually, an example
search system that includes author restricts in a search index.
FIG. 1A illustrates an example where author restricts are used
in a search query 101 and a search index 102 of a social
networking service. As shown in FIG. 1A, content 103 to 107
in search index 102 is tagged with corresponding author
restricts 108 to 112 (labeled A, B, C, D, E). Each author
restrict identifies an online social connection who authored
the corresponding content (e.g., author “A” created content
103). Author restricts for an online social connections are
provided periodically. For example, each time search index
102 refreshes (e.g., the search index is updated to include new
information), appropriate restricts are issued to the user (e.g.,
the restricts are associated with the user’s online profile).

In FIG. 1A, a user is connected, on their social graph, to at
least some entities who authored content 103 to 107. Accord-
ingly, when that user conducts a search, the user may be
interested in content from entities that the user is connected to
socially. Therefore, when a search query is issued for that
user, author restricts for one or more of the user’s social
connections are incorporated into the search query. These
author restricts in the search query are matched to corre-
sponding author restricts in the search index 102 to identity
documents in the search index that are authored by entities
associated with the user, e.g., in the user’s social graph.

In the example of FIG. 1A, the search query 101 includes
author restricts for entities A, B and C 113 because users A, B
and C are on the searcher’s social graph. Author restricts are
not transmitted for entities D and E because entities D and E
are not on the searcher’s social graph. The author restricts A,
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B and C in the search query are matched to corresponding
author restricts A for content 103, B for content 104, and C for
content 105, thereby identifying content 103 to 105 as con-
taining content that the searcher might be interested in.

By employing author restricts in the manner described with
respectto FIG. 1A, the amount of information stored in search
index 102 can be reduced. That is, content is tagged with an
author restrict, which may be a small amount of data relative
to the amount of data associated with the search query, which
may include author restricts for a number of entities associ-
ated with the user.

FIG. 1B is a diagram that shows, conceptually, an example
search system that includes searcher restricts in the search
index. FIG. 1B illustrates an example where searcher restricts
are used in the search query 114 and the search index 116. As
shown in FIG. 1B, content 118 to 122 in search index 116 is
tagged with corresponding searcher restricts (labeled P, X, Y,
Z....).Inthis example, restrict “P” is the restrict that identifies
the user performing a search.

A searcher restrict is data that identifies content in the
search index that is deemed of interest to the searcher because
the searcher is connected, socially, to author(s) of that con-
tent. More specifically, a user may be more interested in
content from their contacts or other social connections than
other content with no such associations. That content is iden-
tified by associating, with each appropriate content item, a
searcher restrict of each person who might be interested in
that content. So, for example, content 118 is tagged with a
searcher restrict P (for user P) because user P is associated,
e.g., onasocial graph, with the author of content 118; content
119 is tagged with a searcher restrict X (for user X) because
user X is associated, e.g., on a social graph, with the author of
content 119; content 120 is tagged with a searcher restrict Y
(for user Y) because user Y is associated, e.g., on a social
graph, with the author of content 120; and so forth. As shown,
each content item may contain more than one searcher
restrict. Searcher restricts for online social connections may
be provided periodically; e.g., to the user’s online profile each
time the search index refreshes.

In FIG. 1B, a user of the social networking service is
connected, on their social graph, to at least some of the enti-
ties who authored content 118 to 122. Accordingly, when that
user conducts a search, the user may be interested in content
from entities to which the author is connected socially. There-
fore, when a search query issues for that user, the search query
contains a searcher restrict, here P, for the user. The searcher
restrict P 124 in the search query is matched to a correspond-
ing searcher restrict P for content 118, 121 and 122, thereby
identifying content 118, 121 and 122 as being something that
the user might be interested in and, therefore, that would be
retrieved in a search. Content tagged with searcher restricts
may be ranked or scored higher than other content retrieved
by the search. Content 119 and 120 does not contain the
searcher restrict P. This is because user P is not connected to
the authors of that content socially and, therefore, may be less
interested in their content.

By employing searcher restricts in the manner described
with respect to FIG. 1B, the amount of information contained
in the search query can be kept relatively low. That is, the
searcher restrict is a relatively small amount of data, which is
sent with each search query. This relatively small amount of
data can be used to identify content items in the search index,
as described above. By contrast, the search index can become
quite large. For example, if a user is connected, socially, to
millions of entities, that user’s content in the search index is
associated with millions of restricts. Each item content, no
matter how small, may be associated with appropriate
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restricts. This can be particularly problematic, e.g., for mem-
bers of a social network who have a lot of associations. For
example, a celebrity on a social network may have millions of
followers. In the process described with respect to FIG. 1B,
every content item authored by that celebrity, no matter how
small (e.g., a microblog post or text message), will be asso-
ciated with millions of searcher restricts—one restrict for
each ofthat celebrity’s associations (followers, contacts, etc.)
on the social network.

FIG. 1C is a diagram that shows, conceptually, an example
search system that includes author restricts and searcher
restricts in the search index. F1G. 1C shows an approach that
combines features shown in FIGS. 1A and 1B. The example
of FIG. 1C employs a modified search index, searcher
restricts, and author restricts as follows. Entities (e.g., mem-
bers of a social networking service) who have more than a
specified number of associations (e.g., more than a specified
number of contacts, followers, etc.) are identified. Content in
the search index 130 associated with such entities is tagged
with author restricts, but not searcher restricts. So, in the
example of FIG. 1C, the authors of content 131 and 132
contain more than the specified number of associations.
Accordingly, that content is tagged with author restricts (B
and D, respectively), but not the searcher restricts of entities
who are associated with those authors. By contrast, the
authors of content 133, 134 and 135 do not have more than the
specified number of associations. Accordingly, that content is
tagged with searcher restricts for associated entities (e.g., P,
X,Y,Z...). Thatcontent 133, 134 and 135 may also be tagged
with author restricts (e.g., A, B, C, etc. as shown) as explained
below.

The searcher restrict for a particular user, along with appro-
priate author restricts, may be issued to the user’s online
profile, e.g., when the search index refreshes. When a search
is initiated, the search query 137 contains the searcher restrict
(here P) and author restricts (here B and D) for entities who
are associated socially with the user and who have more than
the specified number of associations. In the search index 130,
both the searcher and author restricts are used to identify
content that might be of interest to the user: the author restrict
by reference to the author of such content, and the searcher
restrict by reference to the searcher who might be interested in
such content. So, in the example of FIG. 1C, the author
restricts B and D are used to identify content 131 and 132,
respectively, and the searcher restrict P is used to identify
content 133 and 134. Content 135 is not tagged with the
author restricts B or D, nor is it tagged with searcher restrict
P. Accordingly, content 135 is not identified in response to
search query 137.

By employing author restricts and searcher restricts in the
manner described with respect to FIG. 1C, the amount of
information passed in the search query and the amount of
information contained the search index can be regulated. As a
result, the amount of search performance degradation result-
ing from the size of search queries and indexes can be
reduced.

Asnoted above, in some examples, each content item in the
search index may be tagged with an appropriate author
restrict. An author restrict may be used to search on newly-
created social connections before the search index is
refreshed to reflect those newly-created social connections. A
newly-created social connection may be, e.g., a social con-
nection that is made between index updates, for example. By
way of example, referring to FIG. 1C, in this case, user P
makes a social connection to entity E, where no connection
previously existed. Content 135 (authored by entity E) does
not initially contain the searcher restrict for user P, nor does
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6

entity E have more than the specified number of associations
that would trigger search queries to require entity E’s author
restrict. Consequently, if user P conducts a search of index
130 strictly in the manner prescribed by FIG. 1C (e.g., by
searcher restrict and author restricts only for entities with
large associations), and that search is conducted before the
search index is updated to associate user P’s restrict with
content 135 of entity E, the resulting search may not identify
user content 135.

To address this situation, in response to a new social con-
nection between P and E, user P is provided with the author
restrict for entity E. Since user P has entity E’s author restrict,
and since the search system knows that the connection
between P and E is new (e.g., it did not exist before and is not
currently present in the search index), the search system
incorporates entity E’s author restrict into a search query
initiated for user P. In this case, entity E’s author restrict will
identify content 135 in the search. In this example, user P
includes entity E’s author restrict in his search queries, e.g.,
until the search index refreshes to reflect the association
between P and E. For example, when providing user P with
entity E’s author restrict, the search system may indicate that
entity E’s author restrict is only valid for user P’s searching
for a period of time. A maximum period of time may be the
time between index refreshes. By putting a time limit on the
amount of time that an author restrict is valid for a searcher,
the search system is able to dynamically manage the size of
user search queries, while still maintaining a level of accuracy
in the searching.

In some examples, negative restricts can be incorporated
into a search index to filter-out content from people who have
been disconnected from a searcher. These negative restricts
can be incorporated into the search query before the searcher
restricts and author restricts are updated. When negative
restricts match corresponding “positive” restricts (e.g.,
searcher restricts) in the index, the content corresponding to
those positive restricts is determined as not likely to be of
interest. In this case, for example, that content may be
removed as a candidate for inclusion in the search results or,
if included, the ranking score for that content may be reduced.

In the example of FIG. 1C, content 131 and 132 each may
be tagged with additional restricts (not shown). In some
examples, content, e.g., 131 and 132, that are tagged with
author restricts need not be tagged with searcher restricts. In
other examples, such content 131 and 132 may be tagged with
a limited number of searcher restricts, but not with the
searcher restricts that would be required by the approach
shown in FIG. 1B.

The modified approach described above with respect to
FIG. 1C may be implemented in an appropriate network
environment, with appropriate devices and computing equip-
ment. An example of such an environment is described below.

FIG. 2 is ablock diagram showing an example of'a network
environment 200 on which the process described herein may
be implemented. The network environment 200 includes
computing devices 202, 204, 206, 208, 210 that can each
communicate with a first server system 212 and/or a second
server system 214 over a network 211. Each of computing
devices 202, 204, 206, 208, 210 has a respective user 222,
224,226, 228, 230 associated therewith. Each of the first and
second server systems 212, 214 includes a computing device
216 and a machine-readable repository, or database 218.
Example environment 200 may include many thousands of
Web sites, computing devices and servers, which are not
shown.

The network 211 can include a large computer network,
examples of which include a local area network (LAN), wide
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area network (WAN), the Internet, a cellular network, or a
combination thereof connecting a number of mobile comput-
ing devices, fixed computing devices, and server systems.
The network(s) may provide for communications under vari-
ous modes or protocols, examples of which include Trans-
mission Control Protocol/Internet Protocol (TCP/IP), Global
System for Mobile communication (GSM) voice calls, Short
Message Service (SMS), Enhanced Messaging Service
(EMS), or Multimedia Messaging Service (MMS) messag-
ing, Code Division Multiple Access (CDMA), Time Division
Multiple Access (TDMA), Personal Digital Cellular (PDC),
Wideband Code Division Multiple Access (WCDMA),
CDMA2000, or General Packet Radio System (GPRS),
among others. Communication may occur through a radio-
frequency transceiver. In addition, short-range communica-
tion may occur, e.g., using a Bluetooth, WiFi, or other such
transceiver.

Computing devices 202 to 210 enable respective users 222
t0 230 to access and to view content, e.g., Web pages included
in Web sites. For example, user 222 of computing device 202
can view a Web page using a Web browser. The Web page can
be provided to computing device(s) 202 to 210 by server
system 212, server system 214 or another server system (not
shown). In example environment 200, computing devices
202, 204, 206 are illustrated as desktop-type computing
devices, computing device 208 is illustrated as a laptop-type
computing device 208, and computing device 210 is illus-
trated as a mobile computing device. It is appreciated, how-
ever, that computing devices 202 to 210 can each include a
type of computing device, e.g., a desktop computer, a laptop
computer, a handheld computer, a personal digital assistant
(PDA), a cellular telephone, a network appliance, a camera, a
smart phone, an enhanced general packet radio service (EG-
PRS) mobile phone, a media player, a navigation device, an
email device, a game console, or a combination of two or
more of these data processing devices or other appropriate
data processing devices. In some implementations, a comput-
ing device can be included as part of a motor vehicle (e.g., an
automobile, an emergency vehicle (e.g., fire truck, ambu-
lance), a bus).

FIG. 3 a block diagram of an example part 300 of the
network environment of FIG. 2. In FIG. 3, computing device
204 communicates with server system 212 to display a Web
page 302 ofa Web site. Inthis regard, server system 212 stores
a plurality of resources 304, 306, 308, each having an asso-
ciated resource identifier (Resource ID). For example, the
resource 304, 306, 308 can each correspond to Web pages
from the Web and a social networking service or other con-
tent.

To view a Web page, user 224 can input or select a Resource
1D using a browser that is executed on computing device 204.
The Resource ID can include, for example, a uniform
resource indicator (URI) or a uniform resource locator
(URL). A request including the Resource 1D is transmitted
from computing device 204 to server system 212 over net-
work 211. In response, the server system identifies the
requested resource based on the Resource ID, and transmits
the resource to computing device 204 over network 211. For
example, the resource may be a Web page, through which a
user may access a search component 312. The Web page may
include a field 305 for inputting search terms that are trans-
mitted to the search component. In response, the search com-
ponent performs a search of an indexed cache, and returns a
search results list to a user. The search results list may include,
e.g., links to content that is relevant to the search terms.

Search component 312 identifies resources, e.g., on the
Web or in the social networking site, and crawls and indexes
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those resources. In this regard, the search component may
include an indexing engine 313 that indexes resources,
including, e.g., Web pages, files, content posts, messages,
blogs, and the like, and that stores the indexed resources in
indexed cache 314. Appropriate information from an entity’s
social graphs may be included in the indexed cache. A ranking
engine 315 (or other software) ranks the resources based on
criteria, e.g., popularity. Indexed cache 314 may also include
an access control list (ACL). Generally, an ACL includes a
listing of entities (e.g., members or non-members of a social
networking service) that are authorized to access an item of
content.

The search may be implemented, e.g., on server system 212
as shown or on other appropriate hardware. In response to an
input, the search component can access indexed cache 314 to
identify resources that are relevant to the input. Ranking
engine 315 ranks the identified resources based, e.g., on
popularity or other appropriate criteria.

A social graph is one way to represent connection between
two entities, which may, or may not, be on the same social
networking service. In this regard, an entity can be, e.g., a
person, a company, a service, or any other party to which a
social connection can be made. A social graph is an associa-
tion of connections among users and content, which may be
depicted graphically. Types of connections in social graphs
can include, but are not limited to, other users to which a user
is in direct contact (e.g., user mail or chat contact, direct
contacts on social sites) and users to which the user is in
indirect contact (e.g., contacts of contacts, connections of
users that have a direct connection to the user). In some
implementations, a social graph includes content generated
by individuals (e.g., blog posts, reviews) as connections to the
user. In some examples, a direct connection may be unilateral
or bilateral. The social graph can include connections within
a single network or across multiple networks.

Distinct social graphs can be generated for different types
of connections. For example, a user can be connected with
chat contacts in one social graph, email contacts in a second
social graph, and connections from a particular social net-
work in a third social graph. Each social graph can include
edges to additional entities at higher degrees of separation
from the user. For example, an email contact can have its own
email contacts to others adding a degree of separation from
the user (e.g., user—email contact—contact of email con-
tact). These contacts can, in turn, can have additional contacts
at another degree of separation from the user. Similarly, an
entity’s connection to someone in a particular social network
can be used to identify additional connections based on that
person’s connections. Distinct social graphs can include
edges connecting one or more social graph to one or more
other social graphs. Thus, a social graph can include a single
social graph or multiple interconnected social graphs.

Affinity between members of a social graph can be repre-
sented by edges, e.g., in a database that stores data for the
social graph. These edges can be weighted, either in that
database or elsewhere, to reflect a level of affinity between
two entities connected in the social graph. Affinity between
entities can be content specific. For example, social graph
data may identify specific types of content associated with an
edge between entities and specific affinities for that content.
For example, the social graph data may specify that, between
two connected entities, the first entity has a first level of
affinity for the second entity’s videos and a second, different
level of affinity for the second entity’s written work. Simi-
larly, the social graph may specify that the second entity has
a third, different level of affinity for the first entity’s blogs.
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FIG. 4is a conceptual view of an example ofa social graph.
In this regard, FIG. 4 shows sources of information for a
social graph. In this example, a user’s social graph is a col-
lection of connections (e.g., users, resources, etc.) identified
as having a relationship to the user 402 within some degree of
separation. The user’s social graph can include people and
particular content at different degrees of separation. For
example, the social graph of a user can include contacts,
contacts of contacts (e.g., as defined by a user, social graphing
site, or other metric), the user’s social circle, people followed
by the user (e.g., subscribed blogs, feeds, or Web sites), co-
workers, and other specifically identified content of interest to
the user (e.g., particular Web sites).

Diagram 400 shows that it is possible to extend the user’s
social graph to people and content both within a system and
across one or more external networks. For example, the user
can have a profile or contacts list that includes a set of iden-
tified contacts, a set of links to external resources (e.g., Web
pages), and subscriptions to content of a system (e.g., a sys-
tem that provides various content and applications including
e-mail, chat, video, photo albums, feeds, or blogs). Likewise,
blogs that include links to a user’s contacts may be part of the
user’s social graph. Each of these groups can be connected to
other users or resources at another degree of separation from
the user. For example, contacts of the user each may have their
own profile that includes links to resources as well as contacts
of'the respective contacts. In another example, a user may be
connected to a social networking account. That social net-
working account may reference an article in a newspaper. A
social connection, therefore, may be established between the
user and the author of the article.

The connections to a user within a specified number of
degrees of separation can be considered the social graph of
the user. Membership and degree of separation in the social
graph may be based on other factors, including a frequency of
interaction. For example, a frequency of interaction by the
user may be, e.g., how often the user visits a particular social
networking site, or type of interaction may be, e.g., endorsing,
selecting, or not selecting items associated with contacts. As
interaction changes, the relationship of a particular contact in
the social graph can also dynamically change. Thus, the social
graph can be dynamic rather than static.

Members of a social networking service or others can
designate particular resources as endorsed, claim resources,
share resources, quote URLs, or otherwise indicate an interest
or liking of content, e.g., a particular resource, Web page, or
search result. For example, an application, widget, or script-
ing can be provided in search results pages, Web pages, or
within a browser application that allows a user to indicate
liking, sharing, or other evaluation of an associated resource
or search result. The user can mark the particular resource,
Web site, or search results to indicate endorsement or other
evaluation (e.g., though a browser control or user interface
element presented with the associated content). These types
of information may also be reflected in members’ social
graphs.

A searcher may be more interested in content from others
that are part of the user’s social graph. For example, a user
may be interested in reviews, opinions, or other content cre-
ated or uploaded by members of the user’s social graph. A
search index may be annotated to facilitate search and
retrieval of content from connected members.

FIG. 5 is a flowchart showing an example of a process 500
for creating and indexing a social graph. Likewise, process
500 may be used to update/refresh the user’s social graph in
the indexed cache 314. Process 500 may be performed on an
on-going basis by a dedicated engine in search system 312,
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10
e.g., before, or concurrent with, process 600 (FIG. 6 below)
and process 700 (FIG. 7 below).

Process 500 identifies (502) a user. The user can be iden-
tified, for example, based on a profile associated with the user.
The profile can be accessed, e.g., by referencing a username,
email address, or other identifier. This information may be
obtained using a login or other appropriate process.

Process 500 obtains (e.g., with the user’s permission)
information that is used to construct the user’s social graph. In
this example, the user’s social graph identifies people and
resources associated with the user, e.g., in which the user an
interest. In some implementations, the social graph is limited
to a specified number of degrees of separation from the user or
to particular relationships or types of interaction with the user.
In some implementations, the user’s social graph may be
generated by another system and provided upon request.

Referring to FIG. 5, process 500 identifies (504) members
of the user’s social graph. The user’s social graph may be
constructed using user profile data, e.g., by extracting rel-
evant information from users and resources identified in the
user profile data. For example, a user’s profile can include a
list of the user’s contacts. The user’s contacts can include
contacts within a system (e.g., using a same e-mail or chat
service that is affiliated with system) or external to the system
(e.g., social graphs or a list of contacts associated with third
party applications or service providers). The profile can also
include a list of subscriptions to which the user belongs (e.g.,
identifying content that the user follows, for example, par-
ticular blogs or feeds), from which members of the user’s
social graph can be inferred.

The user’s profile can also identify aliases used by the user
(e.g., as associated with particular content providers or social
graph sources). For example, a user may have a first identity
for a chat application and a second identity for a restaurant
review Web site. These two identities can be connected in
order to unify online content associated with that user.

A user can prevent addition of members to the user’s social
graph, e.g., using an option or by keeping contacts out of
particular groups used by process 500 to generate the social
graph. In some other implementations, privacy features pro-
vide a user with an option to allow or to prevent, respectively,
being included (or removed if already included) as a member
of another’s social graph. Thus, users can have control over
what personal information or connection information, if any,
is included in their social graphs.

Process 500 identifies (508) information associated with
the user’s social graph. Identified information associated with
the user’s social graph can include, for example, content or
posting to resources subscribed to by the user (e.g., blogs).
The identified information can also include content generated
by members ofthe user’s social graph. For example, members
of a user’s social graph can generate content including, for
example, local reviews (e.g., for restaurants or services),
video reviews and ratings, product reviews, book reviews,
blog comments, news comments, maps, public Web annota-
tions, public content, streaming updates, photos and photo
albums. Thus, the content can include both content generated
by members of the user’s social graph, and content endorsed,
reviewed or annotated by members of the user’s social graph.
The user’s profile can also include external links identified by
the user. These links can identify particular content of inter-
est.

The social graph can be expanded by extracting informa-
tion from identified people and content in the user’s profile.
For example, public profile information from social network-
ing services can exist for identified contacts, from which
information can be extracted (e.g., their contacts, links, and
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subscriptions). In some implementations, the user can adjust
the members of their social graph directly. For example, the
user can group their contacts (e.g., e-mail contacts) into
groups accessed by process 500 in building the user’s social
graph.

Process 500 indexes (508) the identified social graph infor-
mation for use in information retrieval. The social graph
information may be part of a database in the indexed cache
314 of FIG. 3 or indexed separately from the indexed cache
314. By way of example, the index can be searched in
response to areceived search query to identify relevant search
results associated with members of the user’s social graph.
For example, a search system can receive a query and identify
both general search results as well as search results based on
the indexed social graph information. The indexed social
graph information may be updated (refreshed) intermittently
or periodically, for example, to include recently added infor-
mation associated with the user’s social graph. For example,
the indexed social graph information may be refreshed peri-
odically (e.g., every day) to reflect new connections made
between entities.

The indexing process (508) includes adding appropriate
author and/or search restricts to content in the search index.
Operations that may be included in the indexing process (508)
are shown in FIG. 6 (process 600). Process 600 may be
performed by tagging engine 325 (FIG. 3).

More specifically, indexing includes inspecting the ACLs
of indexed content to determine which users can search for,
and view, the content. Generally speaking, authors of content
is permitted to access and view that content. As noted, an
author may be an entity who created the content, shared the
content, uploaded the content, claimed the content, and so
forth. Process 600 may identify an author of content by meta-
data associated with the content. Process 600 tags (601) con-
tent in the index with corresponding author restricts. In some
implementations, each item of content in the search index is
tagged with an author restrict. In other implementations, this
need not be the case. In this regard, although “tagging” is
described in this example, in other examples different type of
associations (other than tagging) may be made between con-
tent and restricts. For example, pointers or database tables
may be used to associate content and restricts.

Process 600 identifies (602) entities who are associated
with more than a specified (e.g., threshold) number of other
entities. The threshold may be set in the indexing engine to an
appropriate number, e.g., five thousand, one hundred thou-
sand, a million. Process 600 identifies (603) content that is
authored by entities who are associated with more than the
threshold number of other entities. This content need not be
tagged with the searcher restricts described below.

Process 600 identifies (604) connections among entities by
reference to their social graph. In other words, process 600
identifies entities who are associated with other entities (ei-
ther through a social networking service or outside the con-
fines of the social networking service). By way of example,
process 600 may identify that an entity M is connected to
(e.g., a contact of) an entity N on a social networking service.
Accordingly, the search system determines that when M con-
ducts a search, that M will be interested in content that is
authored by N. The connections may be identified by refer-
ence to an index or other database containing information that
represents the entities’ social graphs.

Process 600 identifies (605) content that is authored by
associated entities. In the example used above, process 600
identifies, from an index of network content, content that is
authored by entity N. This content may be, e.g., content that
is publicly accessible (e.g., Web pages), content from the

20

40

45

50

55

12

social networking service, and private content that may not be
publicly available, but that is nevertheless accessible to entity
M (e.g., with N’s permission). Content accessibility may be
defined in the ACL, and this information may be taken into
account during indexing.

In operation 605, process 600 does not include, in the
identified (605) content, content identified (603) above that
was authored by entities with more than the threshold number
of associations. This is because, in this implementation, that
content (from 603) need not be tagged with searcher restricts.

Process 600 tags (606) the identified (605) content with
searcher restricts. So, in the example above, content authored
by entity N is tagged with M’s searcher restrict, thereby
enabling a search query issued by entity M and containing
M’s searcher restrict to identify N’s content.

Process 600 issues (607) author restricts to each entity
whose social graph is known, and who is associated with
other(s) who have more than the threshold number of asso-
ciations. Thus, appropriate author restrict(s) can be incorpo-
rated into each such entity’s search queries. Each such entity
is also issued a searcher restrict. Restricts may be issued, e.g.,
at time intervals. In an example, a searcher restrict is issued
each time the search index refreshes.

The results of process 600 produce an index, an example of
which is shown above in FIG. 1C, containing both searcher
and author restricts.

FIG. 7 is a flowchart showing an example of a process for
using an author restrict in searching on newly-created social
connections. In this regard, FIG. 7 shows a process 700 for
using an author restrict in searching on newly-created social
connections. Process 700 may be part of the indexing process
(508) performed above, or it may be executed in other appro-
priate hardware that hosts the social networking service. In
this example, process 700 is performed by issuing engine 326
(FIG. 3).

Process 700 identifies (701) a newly-created association in
a social graph. For example, one member of a social network-
ing service may create an association with another member.
The resulting association information is stored in a database,
and is accessed by process 700 to identify the new associa-
tion. In some implementations, in response to this newly-
created association, process 700 identifies the entities to the
association and issues (702), to each entity, an author restrict
for content authored by the other entity. By way of example,
in this case, entity M makes a social connection to entity N on
asocial networking service. In this example, entity N does not
have more than the threshold number of followers that would
trigger tagging N’s content with only author restricts. Further,
in this example, the search index has not refreshed since M
and N were first connected. Accordingly, at this point, content
authored by entity N does not include entity M’s searcher
restrict. Therefore, if entity M were to do a search, entity M
would not identify entity N’s content, even though M and N
are now connected.

The foregoing situation is addressed by issuing (702) the
author restrict. In the above example, process 700 issues
(702) entity N’s author restrict to entity M, along with an
appropriate instruction to incorporate, into entity M’s search
queries, entity N’s author restrict for at least a predefined
period of time. The predefined period of time may be until the
search index refreshes, at which time entity M’s searcher
restricts will be tagged to content authored by entity N. This
predefined period of time may be the maximum time between
index refreshes in order to ensure that entity M is not search-
ing using entity N’s author restrict longer than is necessary.

Process 700 refreshes (703) the search index, e.g., accord-
ing to process 500 of FIG. 5. The refreshed index reflects the
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connection between entity M and N. Appropriate author and
searcher restricts are issued to entities whose social graphs
are known (e.g., members of a social networking service). In
the above example, entity M is issued (704) entity M’s
searcher restrict, but not the author restrict for entity N (since
entity N is not among the entities who has more than the
threshold number of followers). However, because the con-
nection between entities M and N is now reflected in the
search index, entity M can search for content authored by
entity N using entity N’s searcher restrict.

In the context of the processes described herein, electronic
content that can be accessed by a searcher can be tagged with
appropriate restricts. For example, Web pages blog posts,
messages (e-mail, text, microblog or other posts), comments,
images, video, audio, and more can be tagged.

FIG. 8 shows examples of computing devices on which the
processes described herein, or portions thereof, may be
implemented. FIG. 8 shows an example of a generic comput-
ing device 800 and a generic mobile computing device 850,
which may be used to implement the processes described
herein or portions thereof. For example, search component
312 may be implemented on computing device 800. Mobile
computing device 850 may represent a client device of FIG. 2.
Other client devices of FIG. 2 may also have the architecture
of computing device 800.

Computing device 800 is intended to represent various
forms of digital computers, examples of which include lap-
tops, desktops, workstations, personal digital assistants, serv-
ers, blade servers, mainframes, and other appropriate com-
puters. Computing device 850 is intended to represent various
forms of mobile devices, examples of which include personal
digital assistants, cellular telephones, smartphones, and other
similar computing devices. The components shown here,
their connections and relationships, and their functions, are
meant to be exemplary only, and are not meant to limit imple-
mentations of the technology described and/or claimed in this
document.

Computing device 800 includes a processor 802, memory
804, a storage device 806, a high-speed interface 808 con-
necting to memory 804 and high-speed expansion ports 810,
and a low speed interface 812 connecting to low speed bus
814 and storage device 806. Each of the components 802,
804, 806, 808, 810, and 812, are interconnected using various
busses, and may be mounted on a common motherboard or in
other manners as appropriate. The processor 802 can process
instructions for execution within the computing device 800,
including instructions stored in the memory 804 or on the
storage device 806 to display graphical information for a GUI
on an external input/output device, for example, display 816
coupled to high speed interface 808. In other implementa-
tions, multiple processors and/or multiple buses may be used,
as appropriate, along with multiple memories and types of
memory. Also, multiple computing devices 800 may be con-
nected, with each device providing portions of the necessary
operations (e.g., as a server bank, a group of blade servers, or
a multi-processor system).

The memory 804 stores information within the computing
device 800. In one implementation, the memory 804 is a
volatile memory unit or units. In another implementation, the
memory 804 is a non-volatile memory unit or units. The
memory 804 may also be another form of computer-readable
medium, examples of which include a magnetic or optical
disk.

The storage device 806 is capable of providing mass stor-
age for the computing device 800. In one implementation, the
storage device 806 may be or contain a computer-readable
medium, examples of which include a floppy disk device, a
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hard disk device, an optical disk device, or a tape device, a
flash memory or other similar solid state memory device, or
an array of devices, including devices in a storage area net-
work or other configurations. A computer program product
can be tangibly embodied in an information carrier. The com-
puter program product may also contain instructions that,
when executed, perform one or more methods, including
those described above. The information carrier may be a
non-transitory computer- or machine-readable medium, for
example, the memory 804, the storage device 806, or memory
on processor 802. For example, the information carrier may
be a non-transitory, machine-readable storage medium.

The high speed controller 808 manages bandwidth-inten-
sive operations for the computing device 800, while the low
speed controller 812 manages lower bandwidth-intensive
operations. Such allocation of functions is exemplary only. In
one implementation, the high-speed controller 808 is coupled
to memory 804, display 816 (e.g., through a graphics proces-
sor or accelerator), and to high-speed expansion ports 810,
which may accept various expansion cards (not shown). Inthe
implementation, low-speed controller 812 is coupled to stor-
age device 806 and low-speed expansion port 814. The low-
speed expansion port, which may include various communi-
cation ports (e.g., USB, Bluetooth, Ethernet, wireless
Ethernet) may be coupled to one or more input/output
devices, e.g., a keyboard, a pointing device, a scanner, or a
networking device, e.g., a switch or router, e.g., through a
network adapter.

The computing device 800 may be implemented in a num-
ber of different forms, as shown in the figure. For example, it
may be implemented as a standard server 820, or multiple
times in a group of such servers. It may also be implemented
as part of a rack server system 824. In addition, it may be
implemented in a personal computer, e.g., a laptop computer
822. Alternatively, components from computing device 800
may be combined with other components in a mobile device
(not shown), e.g., device 850. Each of such devices may
contain one or more of computing device 800, 850, and an
entire system may be made up of multiple computing devices
800, 850 communicating with each other.

Computing device 850 includes a processor 852, memory
864, an input/output device, e.g. a display 854, a communi-
cation interface 866, and a transceiver 868, among other
components. The device 850 may also be provided with a
storage device, e.g., a microdrive or other device, to provide
additional storage. Each of the components 850, 852, 864,
854, 866, and 868, are interconnected using various buses,
and several of the components may be mounted on a common
motherboard or in other manners as appropriate.

The processor 852 can execute instructions within the com-
puting device 850, including instructions stored in the
memory 864. The processor may be implemented as a chipset
of chips that include separate and multiple analog and digital
processors. The processor may provide, for example, for
coordination of the other components of the device 850, e.g.,
control of user interfaces, applications run by device 850, and
wireless communication by device 850.

Processor 852 may communicate with a user through con-
trol interface 858 and display interface 856 coupled to a
display 854. The display 854 may be, for example, a TFT
LCD (Thin-Film-Transistor Liquid Crystal Display) or an
OLED (Organic Light Emitting Diode) display, or other
appropriate display technology. The display interface 856
may comprise appropriate circuitry for driving the display
854 to present graphical and other information to a user. The
control interface 858 may receive commands from a user and
convert them for submission to the processor 852. In addition,
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an external interface 862 may be provide in communication
with processor 852, so as to enable near area communication
of'device 850 with other devices. External interface 862 may
provide, for example, for wired communication in some
implementations, or for wireless communication in other
implementations, and multiple interfaces may also be used.

The memory 864 stores information within the computing
device 850. The memory 864 can be implemented as one or
more of a computer-readable medium or media, a volatile
memory unit or units, or a non-volatile memory unit or units.
Expansion memory 874 may also be provided and connected
to device 850 through expansion interface 872, which may
include, for example, a SIMM (Single In [Line Memory Mod-
ule) card interface. Such expansion memory 874 may provide
extra storage space for device 850, or may also store applica-
tions or other information for device 850. Specifically, expan-
sion memory 874 may include instructions to carry out or
supplement the processes described above, and may include
secure information also. Thus, for example, expansion
memory 874 may be provide as a security module for device
850, and may be programmed with instructions that permit
secure use of device 850. In addition, secure applications may
be provided by the SIMM cards, along with additional infor-
mation, e.g., placing identifying information on the SIMM
card in a non-hackable manner.

The memory may include, for example, flash memory and/
or NVRAM memory, as discussed below. In one implemen-
tation, a computer program product is tangibly embodied in
an information carrier. The computer program product con-
tains instructions that, when executed, perform one or more
methods, including those described above. The information
carrier is a computer- or machine-readable medium, e.g., the
memory 864, expansion memory 874, memory on processor
852, or a propagated signal that may be received, for example,
over transceiver 868 or external interface 862.

Device 850 may communicate wirelessly through commu-
nication interface 866, which may include digital signal pro-
cessing circuitry where necessary. Communication interface
866 may provide for communications under various modes or
protocols, examples of which include GSM voice calls, SMS,
EMS, or MMS messaging, CDMA, TDMA, PDC, WCDMA,
CDMA2000, or GPRS, among others. Such communication
may occur, for example, through radio-frequency transceiver
868. In addition, short-range communication may occur, €.g.,
using a Bluetooth, Wi-Fi, or other such transceiver (not
shown). In addition, GPS (Global Positioning System)
receiver module 870 may provide additional navigation- and
location-related wireless data to device 850, which may be
used as appropriate by applications running on device 850.

Device 850 may also communicate audibly using audio
codec 860, which may receive spoken information from a
user and convert it to usable digital information. Audio codec
860 may likewise generate audible sound for a user, e.g.,
through a speaker, e.g., in ahandset of device 850. Such sound
may include sound from voice telephone calls, may include
recorded sound (e.g., voice messages, music files, etc.) and
may also include sound generated by applications operating
on device 850.

The computing device 850 may be implemented in a num-
ber of different forms, as shown in the figure. For example, it
may be implemented as a cellular telephone 880. It may also
be implemented as part of a smartphone 882, personal digital
assistant, or other similar mobile device.

Various implementations of the systems and techniques
described here can be realized in digital electronic circuitry,
integrated circuitry, specially designed ASICs (application
specific integrated circuits), computer hardware, firmware,
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software, and/or combinations thereof. These various imple-
mentations can include implementation in one or more com-
puter programs that are executable and/or interpretable on a
programmable system including at least one programmable
processor, which may be special or general purpose, coupled
to receive data and instructions from, and to transmit data and
instructions to, a storage system, at least one input device, and
at least one output device.

These computer programs (also known as programs, soft-
ware, software applications or code) include machine instruc-
tions for a programmable processor, and can be implemented
in a high-level procedural and/or object-oriented program-
ming language, and/or in assembly/machine language. As
used herein, the terms “machine-readable medium” “com-
puter-readable medium” refers to a computer program prod-
uct, apparatus and/or device (e.g., magnetic discs, optical
disks, memory, Programmable Logic Devices (PLDs)) used
to provide machine instructions and/or data to a program-
mable processor, including a machine-readable medium that
receives machine instructions as a machine-readable signal.
The term “machine-readable signal” refers to a signal used to
provide machine instructions and/or data to a programmable
processor.

To provide for interaction with a user, the systems and
techniques described here can be implemented on a computer
having a display device (e.g., a CRT (cathode ray tube) or
LCD (liquid crystal display) monitor) for displaying infor-
mation to the user and a keyboard and a pointing device (e.g.,
amouse or a trackball) by which the user can provide input to
the computer. Other kinds of devices can be used to provide
for interaction with a user as well; for example, feedback
provided to the user can be a form of sensory feedback (e.g.,
visual feedback, auditory feedback, or tactile feedback); and
input from the user can be received in a form, including
acoustic, speech, or tactile input.

The systems and techniques described here can be imple-
mented in a computing system that includes a back end com-
ponent (e.g., as a data server), or that includes a middleware
component (e.g., an application server), or that includes a
front end component (e.g., a client computer having a graphi-
cal user interface or a Web browser through which a user can
interact with an implementation of the systems and tech-
niques described here), or a combination of such back end,
middleware, or front end components. The components of the
system can be interconnected by a form or medium of digital
data communication (e.g., a communication network).
Examples of communication networks include a local area
network (“LAN”), a wide area network (“WAN”), and the
Internet.

The computing system can include clients and servers. A
client and server are generally remote from each other and
typically interact through a communication network. The
relationship of client and server arises by virtue of computer
programs running on the respective computers and having a
client-server relationship to each other.

In some implementations, the engine described herein can
be separated, combined or incorporated into a single or com-
bined engine. The engines depicted in the figures are not
intended to limit the systems described herein to the software
architectures shown therein.

For situations in which the systems and techniques dis-
cussed herein collect personal information about users, the
users may be provided with an opportunity to enable/disable
programs or features that may collect personal information
(e.g., information about a user’s preferences or a user’s cur-
rent location). In addition, certain data may be anonymized in
one or more ways before it is stored or used, so that personally
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identifiable information is removed. For example, a user’s
identity may be anonymized so that no personally identifiable
information can be determined for the use, or a user’s geo-
graphic location may be generalized where location informa-
tion is obtained (e.g., to a city, zip code, or state level), so that
a particular location of the user cannot be determined.

In some implementations, the engines described herein can
be separated, combined or incorporated into a single or com-
bined engine. The engines depicted in the figures are not
intended to limit the systems described here to the software
architectures shown in the figures.

Elements of different implementations described herein
may be combined to form other implementations not specifi-
cally set forth above. Elements may be left out of the pro-
cesses, computer programs, Web pages, etc. described herein
without adversely affecting their operation. In addition, the
logic flows depicted in the figures do not require the particular
order shown, or sequential order, to achieve desirable results.
Various separate elements may be combined into one or more
individual elements to perform the functions described
herein.

All processes described herein and variations thereof (re-
ferred to as “the processes”) contain functionality to ensure
that party privacy is protected. To this end, the processes may
be programmed to confirm that a user’s membership in a
social networking account is publicly known before divulg-
ing, to another party, that the user is a member. Likewise, the
processes may be programmed to confirm that information
about a party is publicly known before divulging that infor-
mation to another party, or even before incorporating that
information into a social graph.

In the context of this disclosure, the terms social network
and social networking service may be used interchangeably.

Other implementations not specifically described herein
are also within the scope of the following claims.

What is claimed is:

1. A method performed by one or more processing devices,
comprising:

comparing, for each entity of a plurality of entities, a num-

ber of connections associated with the entity, in one or
more corresponding social graphs, to a threshold num-
ber of connections to other entities;

based on the comparison, identifying one or more first

entities of the plurality of entities that are associated

with a number of connections greater than the threshold

number of connections to other entities, and in response:

identifying first content items in a search index that are
authored by the one or more first entities, and

associating, for each first content item, a respective
author restrict with the first content item, the author
restrict comprising data identifying the respective
entity that authored the first content item;

based on the comparison, identifying one or more second

entities of the plurality of entities that are associated

with a number of connections less than the threshold

number of connections to the other entities, and in

response:

identifying second content items in the search index that
are authored by the one or more second entities, and

associating, for each second content item, one or more
searcher restricts with the second content item, each
searcher restrict of the one or more searcher restricts
comprising data that identifies an other entity of a
subset of the one or more other entities that are social
connected to the second entity that authored the sec-
ond content item, wherein the first content items are
not associated with any searcher restricts;
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updating the search index to include the respective author
restricts associated with each first content item and the
respective one or more searcher restricts associated with
each second content item; and

storing the updated search index in memory.

2. The method of claim 1, further comprising associating,
for at least some of the second content items, a respective
author restrict with the second content item.

3. The method of claim 1, further comprising:

identifying a newly-created association between two enti-

ties of the plurality of entities, a first entity of the two
entities authoring a third content item that is associated
with an author restrict comprising data that identifies the
first entity; and

issuing, to a second entity of the two entities, the author

restrict comprising data that identifies the first entity.

4. The method of claim 3, further comprising:

updating the search index to associate a searcher restrict

comprising data identifying the second entity of the two
entities with content authored by the first entity of the
two entities.
5. The method of claim 4, wherein the author restrict com-
prising data that identifies the first entity of the two entities is
used in searching for a predefined period of time.
6. The method of claim 5, wherein, at maximum, the pre-
defined period of time is a time between updates of the search
index.
7. The method of claim 1, further comprising:
obtaining a search query comprising an author restrict and
a searcher restrict;

matching the author restrict to a corresponding author
restrict associated with content in the search index, and
matching the searcher restrict to a corresponding
searcher restrict associated with content in the search
index; and

retrieving, from the search index, content in the search

index that is associated with the corresponding author
restrict, and content in the search index that is associated
with the searcher restrict.

8. The method of claim 1, further comprising:

updating the search index periodically to incorporate, into

the search index, content that has been identified since
the search index was last updated, the content that has
been identified since the search index was last updated
being associated with searcher restricts.

9. One or more non-transitory machine-readable media
storing instructions that are executable by one or more pro-
cessing devices to perform operations comprising:

comparing, for each entity of a plurality of entities, a num-

ber of connections associated with the entity, in one or
more corresponding social graphs, to a threshold num-
ber of connections to other entities;

based on the comparison, identifying one or more first

entities of the plurality of entities that are associated

with a number of connections greater than the threshold

number of connections to other entities, and in response:

identifying first content items in a search index that are
authored by the one or more first entities, and

associating, for each first content item, a respective
author restrict with the first content item, the author
restrict comprising data identifying the respective
entity that authored the first content item;

based on the comparison, identifying one or more second

entities of the plurality of entities that are associated
with a number of connections less than the threshold
number of connections to other entities, and in response:
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identifying second content items in the search index that
are authored by he one or more second items, and

associating, for each second content item, one or more
searcher restricts with the second content item, each
searcher restrict of the one or more searcher restricts
comprising data that identifies an other entity of a
subset of the one or more other entities that are social
connected to the second entity that authored the sec-
ond content item, wherein the first content items are
not associated with any searcher restricts;

updating the search index to include the respective author

restricts associated with each first content item and the
respective one or more searcher restricts associated with
each second content item; and

storing the updated search index in memory.

10. The one or more non-transitory machine-readable
media of claim 9, wherein the operations comprise associat-
ing, for at least some of the second content items, a respective
author restrict with the second content item.

11. The one or more non-transitory machine-readable
media of claim 9, wherein the operations comprise:

identifying a newly-created association between two enti-

ties of the plurality of entities, a first entity of the two
entities being authoring a third content item that is asso-
ciated with an author restrict comprising data that iden-
tifies the first entity; and

issuing, to a second entity of the two entities, the author

restrict comprising data that identifies the first entity for
the first of the two entities.

12. The one or more non-transitory machine-readable
media of claim 10, wherein the operations comprise:

updating the search index to associate a searcher restrict

comprising data identifying the second entity of the two
entities with content authored by the first entity of the
two entities.
13. The one or more non-transitory machine-readable
media of claim 12, wherein the author restrict comprising
data that identifies the first entity of the two entities is used in
searching for a predefined period of time.
14. The one or more non-transitory machine-readable
media of claim 13, wherein, at maximum, the predefined
period of time is a time between updates of the search index.
15. The one or more non-transitory machine-readable
media of claim 9, wherein the operations comprise:
obtaining a search query comprising an author restrict and
a searcher restrict;

matching the author restrict to a corresponding author
restrict associated with content in the search index, and
matching the searcher restrict to a corresponding
searcher restrict associated with content in the search
index; and

retrieving, from the search index, content in the search

index that is associated with the corresponding author
restrict, and content in the search index that is associated
with the searcher restrict.

16. The one or more non-transitory machine-readable
media of claim 9, wherein the operations comprise:

updating the search index periodically to incorporate, into

the search index, content that has been identified since
the search index was last updated, the content that has
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been identified since the search index was last updated
being associated with searcher restricts.
17. A system comprising:
an indexing engine for performing operations comprising:
comparing, for each entity of a plurality of entities, a
number of connections associated with the entity, in
one or more corresponding social graphs, to a thresh-
old number of connections to other entities;
based on the comparison, identifying one or more first
entities of the plurality of entities that are associated
with a number of connections greater than the thresh-
old number of connections to other entities, and in
response:
identifying first content items in a search index that
are authored by the one or more first entities, and

associating, for each first content item, a respective
author restrict with the first content item, the author
restrict comprising data identifying the respective
entity that authored the first content item;
based on the comparison, identifying one or more sec-
ond entities of the plurality of entities that are associ-
ated with a number of connections less than the
threshold number of connections to the other entities,
and in response:
identifying second content items in the search index
that are authored by the one or more second enti-
ties, and

associating, for each second content item, one or more
searcher restricts with the second content item,
each searcher restrict of the one or more searcher
restricts comprising data that identifies an other
entity of a subset of the one or more other entities
that are social connected to the second entity that
authored the second content item, wherein the first
content items are not associated with any searcher
restricts;

memory storing an updated search index to include the

respective author restricts associated with each first con-

tent item and the respective one or more searcher
restricts associated with each second content item.

18. The system of claim 17, wherein the operations com-
prise associating, for at least some of the second content
items, a respective author restrict with the second content
item.

19. The system of claim 17, wherein the operations com-
prise:

identifying a newly-created association between two enti-

ties of the plurality of entities, a first entity of the two

entities authoring a third content item that is associated
with an author restrict comprising data that identifies the
first entity; and

issuing, to a second entity of the two entities, the author

restrict comprising data that identifies the first entity.

20. The system of claim 19, wherein the operations com-
prise:

updating the search index to associate a searcher restrict

comprising data identifying the second entity of the two

entities with content authored by the first entity of the
two entities.



