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(57) ABSTRACT

One or more devices may store attribute information identi-
fying multiple attributes associated with a client device that is
associated with a particular classification; reclassify the client
device based on the attribute information; and provide, based
on reclassifying the client device, classification information
to a network device to cause the network device to associate
a particular policy set, of multiple policy sets, with the client
device. The classification information may identify an
updated classification of the client device. The updated clas-
sification may be different from the particular classification.
The particular policy set may be based on the updated clas-
sification of the client device. The particular policy set may
include an instruction used to process a data flow provided to
or provided from the client device.

20 Claims, 6 Drawing Sheets
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1
DYNAMIC RECLASSIFICATION OF CLIENT
DEVICES IN A NETWORK

RELATED APPLICATION

This application claims priority to U.S. Provisional Patent
Application No. 61/810,999, filed Apr. 11, 2013, the disclo-
sure of which is incorporated by reference herein.

BACKGROUND

Client devices sometimes communicate with applications
(e.g., via a network device) to process data gathered by the
client device. A data flow, provided to/from a client device,
may be in need of more network resources than another data
flow, provided to/from another client device. As such, the
network device may overcompensate and provide some data
flows with more network resources than needed (thereby
increasing network traffic), or undercompensate by providing
other data flows with insufficient network resources (thereby
causing performance problems in a communication between
the client device and an application).

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 illustrates an example overview of an implementa-
tion described herein;

FIG. 2 illustrates an example environment in which sys-
tems and/or methods, described herein, may be implemented;

FIG. 3 illustrates example components of a device that may
be used within the environment of FIG. 2;

FIG. 4 illustrates an example data structure that may be
stored by one or more devices in the environment of FIG. 2;

FIG. 5 illustrates a call flow diagram of example operations
capable of being performed by an example portion of the
environment of FIG. 2; and

FIGS. 6A and 6B illustrate an example implementation as
described herein.

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENTS

The following detailed description refers to the accompa-
nying drawings. The same reference numbers in different
drawings may identify the same or similar elements.

Systems and/or methods, as described herein, may provide
a technique to dynamically reclassify a client device (e.g., a
machine-to-machine (M2M) device, or some other type of
device) in order to facilitate a communication between the
client device and an application device (hereinafter referred
to as an “app device”) via a network device. For example, the
network device may process a data flow, provided to/from the
client device, based on a particular data flow policy set that is
selected based on a classification of the client device (e.g., in
order to provide the data flow with sufficient network
resources without providing the data flow with additional
network resources that the data flow may not need).

In some implementations, the client device may be reclas-
sified as part of a design decision to modify how data flows,
provided to/from the client device, are processed. As an
example, the design decision may be based on a performance
study that identifies that a reclassification of the client device
may lead to an increase in data flow processing efficiency.

FIG. 1 illustrates an example overview of an implementa-
tion described herein. In FIG. 1, assume that a network device
stores information that identifies a classification of a client
device. Further, assume that the network device stores a par-
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ticular data flow policy set (hereinafter referred to as a “policy
set”), of multiple policy sets, for the client device and that the
particular policy set is based on a classification of the client
device. Further, assume that the classification is based on
attributes of the client device. The particular policy set may be
used, by the network device, to process a data flow provided
to/from the client device (e.g., provide the data flow with a
particular network resource). For example, a network
resource may include a particular protocol with which to
transmit the data flow, a particular Quality of Service (QoS),
a particular bit rate, a particular latency value, a particular
jitter value, a particular network service (e.g., a firewall ser-
vice, a packet-inspection service, a virus-scanning service,
etc.), and/or some other network resource.

As shown in FIG. 1, a registration system may provide a
reclassification instruction to the client device to cause the
client device to provide device attribute information, used to
reclassify the client device, to the registration system. For
example, the registration system may provide the reclassifi-
cation instruction when receiving an update to a classification
matrix used to classify the client device based on attributes of
the client device. In some implementations, the client device
may provide device attribute information without receiving
the reclassification instruction. For example, the client device
may provide the device attribute information when one or
more attributes of the client device changes, thereby poten-
tially impacting the classification of the client device.

In some implementations, the registration system may
receive the device attribute information and may perform a
classification function to reclassify the client device based on
the device attribute information. As shown in FIG. 1, the
registration system may provide classification information to
the network device. For example, the registration system may
provide a classification identifier (ID) and/or some other
information that identifies how the client device is reclassi-
fied. In some implementations, the network device may
receive the classification information and may associate an
updated policy set for the client device based on the reclassi-
fication of the client device.

As shown in FIG. 1, the registration system may provide an
acknowledgement to the client device (e.g., when the network
device associates an updated policy set with the client device)
to indicate that the client device and the app device may
communicate via the network device. For example, the client
device may provide a data flow destined for the app device (or
the app device may provide a data flow destined for the client
device). In some implementations, the network device may
receive the data flow and may process the data flow based on
the updated policy set associated with the client device.

As described above, a particular policy set may be based on
aparticular classification of the client device and may be used
to process a data flow provided to/from the client device. As
a result, the network device may process data flows based on
a policy set that is particular to the classification of the client
device, thereby increasing efficiency in facilitating commu-
nication between the client device and the app device and
increasing efficiency in processing data flows. Further, the
client device may be dynamically reclassified such that the
network device associates an updated policy set with the
client device.

As used herein, the term “classify” may be used inter-
changeably with the term “reclassify.” That is, when describ-
ing an example for classifying a client device, the same
example may apply to reclassifying a client device that
includes an existing classification.

FIG. 2 is a diagram of an example environment 200 in
which systems and/or methods described herein may be
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3
implemented. As shown in FIG. 2, environment 200 may
include client devices 210-1, . . . , 210-M (where M=1),
network device 220, app devices 230-1 through 230-N (where
N=z1), on-boarding server 240, subscription server 250, clas-
sification server 260, service provider network 270, and net-
work 280.

Client device 210 may include one or more machine-to-
machine (M2M) devices capable of communicating via ser-
vice provider network 270 and/or network 280. For example,
client device 210 may include a network device (e.g., a
modem, a switch, a gateway, etc.), a sensing device, a pro-
cessing device, and/or some other type of device. In some
implementations, client device 210 may include a sensing or
metering device to gather data (e.g., temperature measure-
ments, resource usage measurements, motion detection,
object detection, etc.), a processing device to process the data
to form processed data (e.g., via an application implemented
on client device 210), and/or a network device to provide a
data flow (including the processed data) towards app device
230 (e.g., vianetwork device 220). In some implementations,
client device 210 may provide a data flow including a control
instruction to another client device 210 (e.g., an instruction to
adjust a sensor position/configuration and/or some other type
of instruction). In some implementations, client device 210
may include another type of device that gathers, stores, pro-
cesses, and/or transmits data via service provider network
270 and/or network 280.

In some implementations, client device 210 may include a
monitoring function to identify when an attribute (e.g., func-
tionality, hardware/software configurations, data flow trans-
mission protocols, etc.) changes for client device 210. In
some implementations, client device 210 may provide a
reclassification request to on-boarding server 240 in order to
reclassify client device 210.

Network device 220 may include one or more network
devices, such as a gateway, a router, a modem, a switch, a
firewall, a network interface card (NIC), a hub, a bridge, a
proxy server, an optical add-drop multiplexer (OADM), or
some other type of device that processes and/or transfers
traffic. Network device 220 may, for example, provide con-
nectivity of client device 210 to external packet data networks
by being a traffic exit/entry point from/to service provider
network 270 for client device 210. Network device 220 may
perform policy enforcement, packet filtering, charging sup-
port, lawful intercept, and/or packet screening. In some
implementations, network device 220 may store one or more
policy sets for corresponding classifications of client device
210 and may associate a particular network device 220 with a
particular policy set. In some implementations, network
device 220 may facilitate communication between client
device 210 and app device 230 by processing data flows in
accordance with a policy set associated with client device 210
(e.g., based on the classification of client device 210).

In some implementations, network device 220 may per-
form data proxy communication functions (real time and
scheduled) device and application management functions,
policy filter provisioning functions, subscriber provisioning
functions, application provisioning functions, user subscriber
provisioning functions, application name provioning func-
tions, device hardware 1D provisioning functions, classifica-
tion provisioning functions, and/or some other type of provi-
sioning function. In some implementations, network device
220 may also perform internal query/validation functions,
such as user subscription validation, client device 210 class
validation, application data transmission state tracking, and/
or some other type of network related function.
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App device 230 may include a computing device, suchas a
server device, a desktop computing device, a portable com-
puting device (e.g., a laptop, a tablet, a mobile phone, etc.), an
M2M device, and/or some other type of computing device. In
some implementations, app device 230 may include one or
more applications that receive a data flow, originated from
client device 210 (e.g., a data flow having data gathered by a
sensor device of client device 210), and may perform a task
based on the data flow. For example, app device 230 may
perform a data analysis based on the data flow, such as a
temperature trends analysis, an inventory analysis, a sales
trend analysis, etc. In some implementations, app device 230
may provide a control instruction to client device 210 (e.g., an
instruction to adjust a sensor position/configuration and/or
some other type of instruction).

On-boarding server 240 may include one or more comput-
ing devices, such as a server device or a collection of server
devices. In some implementations, on-boarding server 240
may receive a reclassification request (e.g., from client device
210, subscription server 250, and/or classification server 260)
and may transmit information regarding the reclassification
request to/from network device 220, subscription server 250,
and/or classification server 260 in order to reclassify client
device 210 (e.g., to allow network device 220 to associate a
particular policy set with a particular network device 220). In
some implementations, on-boarding server 240 may provide
an acknowledgement to client device 210 when client device
210 has been reclassified to allow client device 210 and app
device 230 to communicate via network device 220.

Subscription server 250 may include one or more comput-
ing devices, such as a server device or a collection of server
devices. In some implementations, subscription server 250
may store subscription information for client devices 210. For
example, subscription server 250 may store information that
uniquely identifies client devices 210 that are subscribed to
service provider network 270 and/or authorized to access
network device 220. For example, subscription server 250
may store a hardware identifier (ID), a network access 1D,
and/or some other information to uniquely identify client
device 210. In some implementations, subscription server
250 may validate an ID of client device 210 (e.g., when
subscription server 250 stores the ID of client device 210) in
order to authorize client device 210 to access network device
220.

Classification server 260 may include one or more com-
puting devices, such as a server device or a collection of
server devices. In some implementations, classification
server 260 may store one or more classification matrices
and/or classification rules. In some implementations, classi-
fication server 260 may classify client device 210 based on a
classification profile (e.g., attributes) associated with client
device 210. In some implementations, classification server
260 may provide information identifying a classification of
client device 210 to network device 220 (e.g., via on-boarding
server 240) to allow network device 220 to associate a policy
set with client device 210 based on the classification of client
device 210.

In some implementations, classification server 260 may
receive an update to a classification matrix, thereby impacting
a classification of client device 210. Based on receiving an
update to the classification matrix, classification server 260
may provide a reclassification instruction to client device 210
in order to reclassify client device 210.

Service provider network 270 may include one or more
wired and/or wireless networks via which client devices 210
and/or app devices 230 communicate and/or receive content.
For example, service provider network 270 may include a
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cellular network, the Public Land Mobile Network (PLMN),
a second generation (2G) network, a third generation (3G)
network, a fourth generation (4G) network (e.g., a long term
evolution (LTE) network), a fifth generation (5G) network,
and/or another type of network. Additionally, or alternatively,
service provider network 260 may include a wide area net-
work (WAN), a metropolitan area network (MAN), an ad hoc
network, an intranet, a fiber optic-based network, and/or a
combination of these or other types of networks.

Network 280 may include one or more wired and/or wire-
less networks. For example, network 280 may include a cel-
Iular network, a public land mobile network (PLMN), a sec-
ond generation (2G) network, a third generation (3G)
network, a fourth generation (4G) network, a fifth generation
(5G) network, and/or another network. Additionally, or alter-
natively, network 280 may include a local area network
(LAN), a wide area network (WAN), a metropolitan network
(MAN), a telephone network (e.g., the Public Switched Tele-
phone Network (PSTN)), an ad hoc network, a managed IP
network, a virtual private network (VPN), an intranet, the
Internet, a fiber optic-based network, and/or a combination of
these or other types of networks.

The quantity of devices and/or networks, illustrated in FIG.
2, is not limited to what is shown. In practice, there may be
additional devices and/or networks; fewer devices and/or net-
works; different devices and/or networks; or differently
arranged devices and/or networks than illustrated in FIG. 2.
Also, in some implementations, one or more of the devices of
environment 200 may perform one or more functions
described as being performed by another one or more of the
devices of environment 200. Devices of environment 200
may interconnect via wired connections, wireless connec-
tions, or a combination of wired and wireless connections. In
some implementations, functions described as being per-
formed by one device may be performed by multiple devices
(e.g., to meet capacity demands). Also, devices in environ-
ment 200 may be implemented in various geographic loca-
tions (e.g., to comply with regulatory requirements/laws
associated with a geographic location).

FIG. 3 illustrates example components of a device 300 that
may be used within environment 200 of FIG. 2. Device 300
may correspond to client device 210, network device 220, app
device 230, on-boarding server 240, subscription server 250,
and/or classification server 260. Each of client device 210,
network device 220, app device 230, on-boarding server 240,
subscription server 250, and/or classification server 260 may
include one or more devices 300 and/or one or more compo-
nents of device 300.

As shown in FIG. 3, device 300 may include a bus 305, a
processor 310, a main memory 315, a read only memory
(ROM) 320, a storage device 325, an input device 330, an
output device 335, and a communication interface 340.

Bus 305 may include a path that permits communication
among the components of device 300. Processor 310 may
include a processor, a microprocessor, an application specific
integrated circuit (ASIC), a field programmable gate array
(FPGA), or another type of processor that interprets and
executes instructions. Main memory 315 may include a ran-
dom access memory (RAM) or another type of dynamic
storage device that stores information or instructions for
execution by processor 310. ROM 320 may include a ROM
device or another type of static storage device that stores static
information or instructions for use by processor 310. Storage
device 325 may include a magnetic storage medium, such as
a hard disk drive, or a removable memory, such as a flash
memory.
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Input device 330 may include a component that permits an
operator to input information to device 300, such as a control
button, a keyboard, a keypad, a sensor, or another type of
input device. Output device 335 may include a component
that outputs information to the operator, such as a light emit-
ting diode (LED), a display, or another type of output device.
Communication interface 340 may include any transceiver-
like component that enables device 300 to communicate with
other devices or networks. In some implementations, com-
munication interface 340 may include a wireless interface, a
wired interface, or a combination of a wireless interface and
a wired interface.

Device 300 may perform certain operations, as described
in detail below. Device 300 may perform these operations in
response to processor 310 executing software instructions
contained in a computer-readable medium, such as main
memory 315. A computer-readable medium may be defined
as a non-transitory memory device. A memory device may
include memory space within a single physical storage device
or memory space spread across multiple physical storage
devices.

The software instructions may be read into main memory
315 from another computer-readable medium, such as stor-
age device 325, or from another device via communication
interface 340. The software instructions contained in main
memory 315 may direct processor 310 to perform processes
that will be described later. Alternatively, hardwired circuitry
may be used in place of or in combination with software
instructions to implement processes described herein. Thus,
implementations described herein are not limited to any spe-
cific combination of hardware circuitry and software.

In some implementations, device 300 may include addi-
tional components, fewer components, different components,
or differently arranged components than are shown in FIG. 3.

FIG. 4 illustrates an example data structure 400 that may be
stored by one or more devices in environment 200. In some
implementations, data structure 400 may be stored in a
memory of network device 220 and/or classification server
260. In some implementations, data structure 400 may be
stored in a memory separate from, but accessible by network
device 220 and/or classification server 260. In some imple-
mentations, data structure 400 may be stored by some other
device in environment 200, such as app device 230, on-board-
ing server 240, and/or subscription server 250.

A particular instance of data structure 400 may contain
different information and/or fields than another instance of
data structure 400. In some implementations, classification
server 260 may classify client device 210 based on informa-
tion stored by data structure 400. Additionally or alterna-
tively, network device 220 may identify a policy set to asso-
ciate with client device 210 based on information stored by
data structure 400.

As shown in FIG. 4, data structure 400 may include clas-
sification matrix field 410 and classification policies field
420.

Classification matrix field 410 may store information that
identifies one or more classifications associated with corre-
sponding device attributes. For example, classification matrix
field 410 may store a classification, such as a “type 1” clas-
sification. Further, classification matrix field 410 may store
attributes that define the “type 17 classification for client
devices 210. As shown in FIG. 4, client devices 210 having
the “type 17 classification may have particular attributes, such
as client support LAN connectivity management, data collec-
tion functionality, device management functionality, and
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security management functionality. As shown in FI1G. 4, other
classifications may be associated with a different set of
attributes.

In some implementations, classification server 260 may
classify client device 210 based on receiving information
identifying attributes of client device 210 and based on infor-
mation stored by classification matrix field 410. For example,
assume that client device 210 has particular attributes, such as
client support LAN connectivity management, data collec-
tion functionality, device management functionality, and
security management functionality. Further, assume that clas-
sification matrix field 410 identifies a “type 17 classification
for client devices 210 having a client support LAN connec-
tivity management attribute, a data collection functionality
attribute, a device management functionality attribute, and a
security management functionality attribute. Further, assume
that classification server 260 receives information identifying
the attributes of client device 210. Given these assumptions,
classification server 260 may classify client device 210 as a
“type 17 classification device.

While a particular list of attributes is illustrated in classi-
fication matrix field 410, in practice, classification matrix
field 410 may store additional or fewer attributes. For
example, classification matrix field 410 may store attributes
that identify functions, hardware configurations, software
configurations, IP addresses, geographic locations, and/or
some other attribute associated with a particular classifica-
tion. Also, classification matrix field 410 may store attributes
that identify subscription information of client device 210.
Thus, a classification of client device 210 may be based on
subscription information stored by subscription server 250.

Classification policies field 420 may store information that
identifies policy sets corresponding to classification types. As
described above, network device 220 may associate a policy
set with client device 210 based on a classification of client
device 210. In some implementations, network device 220
may identify a particular policy set to associate with client
device 210 having a particular classification based on infor-
mation stored by classification policies field 420. As shown in
FIG. 4, classification policies field 420 may store information
that identifies particular client devices 210 associated with a
particular classification type and a particular policy set. For
example, classification policies field 420 may store an iden-
tifier of client device 210 (and/or some other information to
uniquely identify client device 210) in connection with a
corresponding classification and/or a corresponding policy
set.

In some implementations, network device 220 may deter-
mine a policy set to use when processing a data flow provided
to/from client device 210 based on information stored by
classification policies field 420. For example, network device
220 may determine an ID of client device 210 based on a
session between client device 210 and network device 220
and may determine a corresponding policy set for the ID. In
some implementations, a policy set may be based on some
other factor (e.g., instead of or in addition to being based on a
classification of client device 210), such as a geographic
location and/or an IP address associated with client device
210.

In some implementations, a policy set may identify a net-
work resource to provide to a data flow. For example, the
policy set may include a quality of service (QoS) policy, such
as a guaranteed bit rate (GBR), a latency value, a jitter value.
Additionally or alternatively, the policy set may include an
instruction to provide a particular service to a data flow (e.g.,
a firewall service, a routing service, a packet-inspection ser-
vice, a virus scanning service, etc.). Additionally or alterna-
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tively, the policy set may include an instruction to provide a
data flow to client device 210 via a particular network inter-
face or via a particular network protocol (e.g., via a particular
routing protocol and/or a particular security protocol). Addi-
tionally or alternatively, the policy set may include one or
more protocols that network device 220 may use to transmit
the data flow. Additionally or alternatively, the policy set may
include a resource and/or a particular app device 230 that
client device 210 may access. Additionally or alternatively,
the policy set may include another type of policy or instruc-
tion.

As described above, a particular policy set may be associ-
ated with a particular client device 210 based on the classifi-
cation of client device 210. The particular policy set may be
particular to the classification such that data flows, provided
to/from client device 210, are processed in accordance with
the particular policy set (e.g., to increase efficiency in facili-
tating communication between client devices 210 and app
devices 230). For example, a policy set for atype 1 type client
device 210 (e.g., a client device that includes a video camera
and a single application to capture audio/video data) may
include policies that direct network device 220 to process data
flows provided to/from client device 210 more efficiently than
if network device 220 were to process the data flows using a
policy set for a type 2 type client device 210 (e.g., a client
device that includes multiple applications, multiple network
interfaces, and/or multiple sensors).

In some implementations, information stored by classifi-
cation matrix and/or class policies field 420 may be modified,
for example, as a result of a design decision. For example, the
design decision may be based on a decision to modify how
client device 210 is classified, thereby modifying how data
flows, provided to/from client device 210 are processed. As an
example, the design decision may be based on a performance
study that identifies that a reclassification of client device 210
may lead to an increase in data flow processing efficiency.
Additionally, or alternatively, the design decision may be
based on a performance study that identifies that a modifica-
tion in apolicy set for a particular classification may lead to an
increase in data flow processing efficiency.

While particular fields are shown in a particular format in
data structure 400, in practice, data structure 400 may include
additional fields, fewer fields, different fields, or differently
arranged fields than are shown in FIG. 4. Also, FIG. 4 illus-
trates examples of information stored by data structure 400.
In practice, other examples of information stored by data
structure 400 are possible.

FIG. 5 illustrates a call flow diagram of example operations
capable of being performed by an example portion 500 of
environment 200. As shown in FIG. 5, portion 500 may
include client device 210, network device 220, on-boarding
server 240, subscription server 250, and/or classification
server 260. Client device 210, network device 220, on-board-
ing server 240, subscription server 250, and/or classification
server 260 may include components and/or perform functions
described above in connection with, for example, one or more
of FIGS. 1-3. FIG. 5 may correspond to example operations to
reclassify client device 210. In FIG. 5, assume that client
device 210 includes a classification and that network device
220 stores information that identifies the classification of
client device 210.

In some implementations, classification server 260 may
provide reclassification instruction 505 towards client device
210. For example, classification server 260 may provide
reclassification instruction 505 based on receiving an update
to a classification matrix stored by classification server 260
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(e.g., from an operator of classification server 260 and/or
based on a design decision to modify how client device 210 is
classified).

In some implementations, subscription server 250 may
provide reclassification instruction 506, for example, based
on an update to subscription information stored by subscrip-
tion server 250 and associated with client device 210. As
described above, client device 210 may be classified based on
attributes of client device 210. The attributes of client device
210 may include subscription information associated with
client device 210 (e.g., information that identifies applica-
tions/services that client device 210 may access and/or infor-
mation that relates to processing instructions for data flows
provided to/from client device 210). Thus, client device 210
may be reclassified when the subscription information is
modified.

In some implementations, on-boarding server 240 may
provide reclassification instruction 505 and/or reclassifica-
tion instruction 506 to client device 210 on behalf of subscrip-
tion server 250 and/or classification server 260. Based on
receiving reclassification instruction 505 and/or reclassifica-
tion instruction 506, client device 210 may provide device
attributes 520 to on-boarding server 240. In some implemen-
tations, client device 210 may provide device attributes 520
without receiving reclassification instruction 505 and/or
reclassification instruction 506. For example, client device
210 may include a monitoring function that monitors
attributes of client device 210 (e.g., functions, hardware/soft-
ware configurations, data usage, applications/services imple-
mented or accessed by client device 210, etc.). In some imple-
mentations, client device 210 may provide device attributes
520 when an attribute of client device 210 is modified. In
some implementations, device attributes 520 may include a
request to reclassify client device 210 based on the attributes
of client device 210.

In some implementations, device attributes 520 may
include an identifier (ID) of client device 210, such as a device
1D, a media access control (MAC) address, a network access
1D, a telephone number, and/or some other information that
uniquely identifies client device 210. In some implementa-
tions, device attributes 520 may include information that
identifies hardware, software, functions, and/or network
interfaces implemented by client device 210. For example,
attributes 520 may include a hardware profile that identifies
hardware components implemented by client device 210
(e.g., processor information, storage information, memory
information, sensor information, etc.). Additionally or alter-
natively, device attributes 520 may include a software profile
that identifies software implemented by client device 210
(e.g., software/application information, middleware informa-
tion, etc.).

Additionally or alternatively, device attributes 520 may
include information identifying functions performed by cli-
ent device 210 (e.g., connection management functions, data
collection functions, control functions, device management
functions, security management functions, etc.). Additionally
or alternatively, device attributes 520 may include informa-
tion identifying applications with which client device 210
communicates (e.g., applications implemented by app device
230). Additionally or alternatively, device attributes 520 may
include an IP address and/or a geographic location associated
with client device 210. Additionally or alternatively, device
attributes 520 may include usage information of client device
210 (e.g., an amount of network resources used by client
device 210). Additionally or alternatively, device attributes
520 may include subscription information of client device
210. Additionally or alternatively, device attributes 520 may
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include some other information that identifies features, func-
tions, components, and/or elements of client device 210.

As shown in FIG. 5, on-boarding server 240 may receive
device attributes 520 and validate device attributes 520. As an
example, assume that device attributes 520 include informa-
tion identifying a geographic location of client device 210.
Given this assumption, on-boarding server 240 may validate
the geographic location information based on IP address
information received via a session with client device 210. In
some implementations, on-boarding server 240 may validate
another device attribute, identified by device attributes 520,
based on some other technique. In some implementations,
on-boarding server 240 may provide device attributes 520 to
classification server 260 based on validating device attributes
520.

As shown in FIG. 5, classification server 260 may receive
device attributes 520 and may perform classification function
522 to reclassify client device 210 based on device attributes
520. For example, classification server 260 may store a clas-
sification matrix and may apply device attributes 520 to the
classification matrix to reclassify client device 210. Examples
of reclassifying client device 210 based on the classification
matrix and based on device attributes 520 are described above
with respect to classification matrix field 410. In some imple-
mentations, classification server 260 may provide classifica-
tion information 525 to on-boarding server 240 based on
performing classification function 522 to reclassify client
device 210. In some implementations, classification informa-
tion 525 may identify a classification of client device 210. For
example, classification information 525 may include a clas-
sification 1D that corresponds to a particular classification
(e.g., a “type 1” classification, a “type 2 classification”, a
“multiple application” classification, a “single application”
classification, a “sensor-specific” classification, and/or some
other type of classification).

In some implementations, on-boarding server 240 may
receive classification information 525 and may provide clas-
sification parameters 530 to network device 220. In some
implementations, classification parameters 530 may include
classification information 525 in addition to an ID of client
device 210. As shown in FIG. 5, network device 220 may
receive classification parameters 530 and may perform policy
update function 532 to associate an updated policy set with
client device 210. For example, as described above with
respect to classification policies field 420, network device
220 may store information that identifies a policy set to asso-
ciate with client device 210 based on the classification of
client device 210. In some implementations, network device
220 may identify a particular policy set, associated with the
classification of client device 210 (e.g., based on information
included in classification parameters 530), and may associate
the ID of client device 210 with the particular policy set. For
example, network device 220 may store the ID of client
device 210 in a row of classification policies field 420 corre-
sponding to the particular policy set and/or corresponding to
the classification of client device 210. In some implementa-
tions, network device 220 may provide acknowledgement
535 to client device 210 (e.g., via on-boarding server 240) to
indicate that client device 210 has been reclassified and that
client device 210 may communicate with app device 230 via
network device 220.

As shownin FIG. 5, network device 220 may provide a data
flow (e.g., a data flow associated with a communication
between client device 210 and app device 230) to/from client
device 210 based on performing policy update function 532.
In some implementations, network device 220 may process
the data flow in accordance with the policy set associated with
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client device 210. For example, network device 220 may
determine an ID of client device 210, based on a session
between client device 210 and network device 220, and may
determine a corresponding policy set for the ID (e.g., based on
information stored by classification policies field 420). As a
result, network device 220 may process data flows based on a
policy set that is particular to the classification of client device
210, thereby increasing efficiency in facilitating communica-
tion between client device 210 and app device 220 and
increasing efficiency in processing data flows.

While a particular series of operations and/or data flows
have been described above with regards to FIG. 5, the order of
the operations and/or data flows may be modified in other
implementations. Further, non-dependent operations may be
performed in parallel. Also, in some implementations, some
of the operations and/or data flows may be omitted. For
example, on-boarding server 240 may store device attributes
520 and may provide device attributes 520 without receiving
device attributes 520 from client device 210. Additionally, or
alternatively, classification server 260 may store the device
attributes of client device 210 and may reclassify client device
210 without involving client device 210 and/or on-boarding
server 240.

FIGS. 6A-6B illustrate an example implementation as
described herein. In FIG. 6 A, assume that network device 220
stores classification information to identify a classification of
client device 210. As described above, client device 210 may
include an attribute monitoring function to monitor device
attributes of client device 210. In FIG. 6 A, assume that client
device 210 identifies an update to a device attribute associated
with client device 210. Given this assumption, client device
210 may provide device attributes to classification server 260
(e.g., via on-boarding server 240). As described above, the
device attributes may include a request to reclassify client
device 210. Based on receiving device attributes, classifica-
tion server 260 may reclassify client device 210 and may
provide, to network device 220, classification information
that identifies the classification of client device 210. For
example, classification server 260 may provide a classifica-
tion ID (e.g., classification ID 1) and/or some other informa-
tion that identifies the classification of client device 210. In
some implementations, network device 220 may associate a
particular policy set based on classification ID 1 (e.g., policy
set 1) and may process a data flow provided to/from client
device 210 using policy set 1. At a later point in time, classi-
fication server 260 may reclassify client device 210 based on
an update to a classification matrix stored by classification
server 260.

For example, referring to F1G. 6B, classification server 260
may receive an update to a classification matrix (e.g., from an
operator of classification server 260) to reclassify client
device 210. As shown in FIG. 6B, classification server 260
may provide a reclassification instruction to client device 210
(e.g., via on-boarding server 240). In some implementations,
client device 210 may provide, to classification server 260,
device attributes of client device 210 based on receiving the
reclassification instruction. Additionally, or alternatively, on-
boarding server 240 may provide the device attributes of
client device 210 without involving client device 210. In some
implementations, classification server 260 may reclassify cli-
ent device 210 based on the device attributes of client device
210 and may provide a classification ID (e.g., classification
1D 2), corresponding to the reclassification of client device
210, to network device 220. In some implementations, net-
work device 220 may associate a particular policy set based
on classification ID 2 (e.g., policy set 2) and may process a
data flow provided to/from client device 210 using policy set
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2. As aresult, client device 210 may be reclassified at different
points in time based on an update to device attributes of client
device 210 and/or based on an update to classification matrix
stored by classification server 260 (e.g., based on a design
decision).

While a particular example is shown in FIGS. 6A-6B, it
will be apparent that the above description is merely an
example implementation. Other examples are possible from
what is shown in FIGS. 6A-6B.

As described above, a policy set may be based on a classi-
fication of client device 210. In some implementations, the
policy set may be predetermined for each classification to
facilitate data flows provided to/from client devices 210. As a
result, network device 220 may process data flows based ona
policy set that is particular to the classification of client device
210, thereby increasing efficiency in facilitating communica-
tion and processing a data flow between client device 210 and
app device 230. Further, client device 210 may be reclassified
at different points in time based on an update to device
attributes of client device 210 and/or based on an update to
classification matrix stored by classification server 260 (e.g.,
based on a design decision). For example, the design decision
may be based on a performance study that identifies that a
reclassification of the client device may lead to an increase in
data flow processing efficiency.

The foregoing description provides illustration and
description, but is not intended to be exhaustive or to limit the
possible implementations to the precise form disclosed.
Modifications and variations are possible in light of the above
disclosure or may be acquired from practice of the implemen-
tations.

It will be apparent that different examples of the descrip-
tion provided above may be implemented in many different
forms of software, firmware, and hardware in the implemen-
tations illustrated in the figures. The actual software code or
specialized control hardware used to implement these
examples is not limiting of the implementations. Thus, the
operation and behavior of these examples were described
without reference to the specific software code—it being
understood that software and control hardware can be
designed to implement these examples based on the descrip-
tion herein.

Even though particular combinations of features are
recited in the claims and/or disclosed in the specification,
these combinations are not intended to limit the disclosure of
the possible implementations. In fact, many of these features
may be combined in ways not specifically recited in the
claims and/or disclosed in the specification. Although each
dependent claim listed below may directly depend on only
one other claim, the disclosure of the possible implementa-
tions includes each dependent claim in combination with
every other claim in the claim set.

No element, act, or instruction used in the present applica-
tion should be construed as critical or essential unless explic-
itly described as such. Also, as used herein, the article “a” is
intended to include one or more items and may be used
interchangeably with “one or more.” Where only one item is
intended, the term “one” or similar language is used. Further,
the phrase “based on” is intended to mean “based, at least in
part, on” unless explicitly stated otherwise.

What is claimed is:

1. A method comprising:

determining, by one or more devices of a network, one or

more attributes of a client device that is associated with
a particular classification;

determining, by the one or more devices, subscription

information associated with the client device;
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reclassifying, by the one or more devices, the client device
based on the one or more attributes of the client device
and based on the subscription information associated
with the client device,
the one or more attributes including at least one of a
hardware profile, a software profile, a function, a geo-
graphic location, or a subscription profile;
determining, by the one or more devices, classification
information based on reclassifying the client device; and
providing, by the one or more devices and to a network
device of the network, the classification information to
cause the network device to associate a particular policy
set, of a plurality of policy sets, with the client device,
the classification information identifying an updated
classification of the client device,
the updated classification being difterent from the par-
ticular classification,
the particular policy set being based on the updated
classification of the client device, and
the particular policy set including an instruction used to
process a data flow provided to or provided from the
client device.
2. The method of claim 1, further comprising:
receiving an update to a classification matrix used to reclas-
sify the client device,
where reclassifying the client device comprises:
reclassifying the client device based on the one or
more attributes of the client device, based on the
subscription information associated with the client
device, and based on receiving the update to the
classification matrix.

3. The method of claim 1,

where determining the subscription information com-

prises:

receiving, from a subscription server, an update to the
subscription information associated with the client
device, and

where reclassifying the client device comprises:

reclassifying the client device based on the one or more
attributes of the client device and based on receiving
the update to the subscription information.

4. The method of claim 1, further comprising:

receiving, from the client device, updated attribute infor-

mation that includes information identifying the one or
more attributes of the client device,
where reclassifying the client device comprises:
reclassifying the client device based on the updated
attribute information and based on the subscription
information associated with the client device.

5. The method of claim 1, where the one or more attributes
further include an internet protocol (IP) address of the client
device.

6. The method of claim 1, where the instruction used to
process the data flow causes the network device to provide the
data flow with a particular network resource.

7. The method of claim 1,

where the classification information includes an identifier

of the client device, and

where the network device associates the client device with

the particular policy set based on the identifier of the
client device.

8. The method of claim 1, further comprising:

receiving an acknowledgement from the network device

after the network device associates the particular policy
set with the client device; and

14

providing the acknowledgement to the client device to
cause the client device to provide or receive the data
flow.

9. The method of claim 1, where the client device is a

5 machine-to-machine (M2M) device that includes at least one
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10. A system comprising:
one or more devices to:
determine a plurality of attributes of a client device that
is associated with a particular classification;
determine subscription information associated with the
client device;
reclassify the client device based on the plurality of
attributes of the client device and based on the sub-
scription information associated with the client
device,
the plurality of attributes including at least one of a
hardware profile, a software profile, a function, a
geographic location, or a subscription profile;
determine classification information based on reclassi-
fying the client device; and
provide, to a network device of a network, the classifi-
cation information to cause the network device to
associate a particular policy set, of a plurality of
policy sets, with the client device,
the classification information identifying an updated
classification of the client device,
the updated classification being different than the par-
ticular classification,
the particular policy set being based on the updated
classification of the client device, and
the particular policy set including an instruction used
to process a data flow provided to or provided from
the client device.
11. The system of claim 10,
where the one or more devices are further to:
receive an update to a classification matrix used to
reclassify the client device, and
where, when reclassifying the client device, the one or
more devices are to:
reclassify the client device based on the plurality of
attributes of the client device, based on the subscrip-
tion information associated with the client device, and
based on receiving the update to the classification
matrix.
12. The system of claim 10,
where, when determining the subscription information, the
one or more devices are to:
receive an update to the subscription information asso-
ciated with the client device, and
where, when reclassifying the client device, the one or
more devices are to:
reclassify the client device based on the one or more
attributes of the client device and based on receiving
the update to the subscription information.
13. The system of claim 10,
where the one or more devices are further to:
receive updated attribute information that includes
information identifying the plurality of attributes of
the client device, and
where, when reclassifying the client device, the one or
more devices are to:
reclassify the client device based on the updated
attribute information and based on the subscription
information associated with the client device.
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14. The system of claim 10, where the plurality of attributes
further include an internet protocol (IP) address of the client
device.

15. The system of claim 10, where the instruction used to
process the data flow causes the network device to provide the
data flow with a particular network resource.

16. The system of claim 10, where the client device is a
machine-to-machine (M2M) device that includes at least one
of a sensor or an application.

17. A non-transitory computer-readable medium for stor-
ing instructions, the instructions comprising:

aplurality of instructions which, when executed by one or

more processors, cause the one or more processors to:
determine a plurality of attributes of a client device that
is associated with a particular classification;
determine subscription information associated with the
client device;
reclassify the client device based on the plurality of
attributes of the client device and based on the sub-
scription information associated with the client
device,
the plurality of attributes including at least one of a
hardware profile, a software profile, a function, a
geographic location, or a subscription profile;
determine classification information based on reclassi-
fying the client device; and
provide, to a network device of a network, the classifi-
cation information to a network device to cause the
network device to associate a particular policy set, of
a plurality of policy sets, with the client device,
the classification information identitying an updated
classification of the client device,
the updated classification being different than the par-
ticular classification;
the particular policy set being based on the updated
classification of the client device,
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the particular policy set including an instruction used
to process a data flow provided to or provided from
the client device, and
the instruction to process the data flow causing the
network device to provide the data flow with a
particular network resource.
18. The non-transitory computer-readable medium of
claim 17,
where the plurality of instructions further cause the one or
more processors to:
receive an update to a classification matrix used to
reclassify the client device; and
where one or more instructions, of the plurality of instruc-
tions, to reclassify the client device, cause the one or
more processors to:
reclassify the client device further based on the plurality
of attributes of the client device, based on the sub-
scription information associated with the client
device, and base on receiving the update to the clas-
sification matrix.
19. The non-transitory computer-readable medium of
claim 17,
where the plurality of instructions further cause the one or
more processors to:
receive updated attribute information that includes
information identifying the plurality of attributes of
the client device, and
where one or more instructions, of the plurality of instruc-
tions, to reclassify the client device, further cause the
one or more processors to:
reclassify the client device based on the updated
attribute information and based on the subscription
information associated with the client device.
20. The non-transitory computer-readable medium of
claim 17, where the plurality of attributes further include an
internet protocol (IP) address of the client device.
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