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PROBE MESSAGING FOR DIRECT LINK
CONNECTIONS

CROSS REFERENCE TO RELATED
APPLICATIONS

This application claims priority benefit under 35 U.S.C.
§119(e) to U.S. Provisional Patent Application No. 61/415,
622 entitled, “DISCOVERY FOR DIRECT LINK CON-
NECTIONS?” filed on Nov. 19, 2010, and U.S. Provisional
Patent Application No. 61/417,532 entitled, “DISCOVERY
FOR DIRECT LINK CONNECTIONS,” filed on Nov. 29,
2010, each of which is hereby incorporated by reference in
their entirety.

BACKGROUND

1. Field

The present application relates to wireless communication,
and in particular, to systems, methods and devices to enable
device discovery in wireless local area network (WLAN)
systems.

2. Background

In many telecommunication systems, communications
networks are used to exchange messages among several inter-
acting spatially-separated devices. Networks may be classi-
fied according to geographic scope, which could be, for
example, a metropolitan area, a local area, or a personal area.
Such networks would be designated respectively as a wide
area network (WAN), metropolitan area network (MAN),
local area network (LLAN), or personal area network (PAN).
Networks also differ according to the switching/routing tech-
nique used to interconnect the various network nodes and
devices (e.g. circuit switching vs. packet switching), the type
of physical media employed for transmission (e.g. wired vs.
wireless), and the set of communication protocols used (e.g.
Internet protocol suite, SONET (Synchronous Optical Net-
working), Ethernet, etc.).

Wireless networks are often preferred when the network
elements are mobile and thus have dynamic connectivity
needs, or if the network architecture is formed in an ad hoc,
rather than fixed, topology. Wireless networks employ intan-
gible physical media in an unguided propagation mode using
electromagnetic waves in the radio, microwave, infra-red,
optical, etc. frequency bands. Wireless networks advanta-
geously facilitate user mobility and rapid field deployment
when compared to fixed wired networks. However, wireless
communication requires significant active resource manage-
ment among the network users and higher levels of mutual
coordination and cooperation for compatible spectrum utili-
zation.

SUMMARY OF THE INVENTION

Various embodiments include systems, methods and
devices within the scope of the appended claims, each having
several aspects, where no single one of which is solely
responsible for the desirable attributes described herein.
Without limiting the scope of the appended claims, certain
prominent features are described herein. After considering
this discussion, and particularly after reading the section
entitled “Detailed Description,” one will understand how the
features of various embodiments are used to establish com-
munication links between devices, and the like.

According to one aspect, an apparatus for wireless com-
munication is disclosed. The apparatus includes a message
generating module configured to generate a message, the
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2

message including an encapsulated probe frame, a channel
selection module configured to select a first communication
channel during a first time period and a second communica-
tion channel during a second time period, and a transmission
module configured to transmit the message to a first commu-
nication device through an access point during the first time
period and directly to a second communication device during
the second time period.

According to another aspect, a method of wireless commu-
nication implemented in a wireless device is disclosed. The
method includes generating a probe frame, encapsulating the
probe frame in a message, selecting one of a first channel for
transmitting the message through an access point (AP) during
a first time period to a first communication device and a
second channel for transmitting the message directly to a
second communication device during a second time period,
and transmitting the message.

According to another aspect, an apparatus of wireless com-
munication is disclosed. The apparatus includes means for
generating a probe frame, means for encapsulating the probe
frame in a message, means for selecting one of a first channel
for transmitting the message through an access point (AP)
during a first time period to a first communication device and
a second channel for transmitting the message directly to a
second communication device during a second time period,
and means for transmitting the message.

According to another aspect, a computer program product
for processing data for a program configured to operate
instructions in a wireless communication device is disclosed.
The computer program product includes a non-transitory
computer-readable medium having stored thereon code for
causing processing circuitry to generate a probe frame,
encapsulate the probe frame in a message, select one of a first
channel for transmitting the message through an access point
(AP) during a first time period to a first communication device
and a second channel for transmitting the message directly to
a second communication device during a second time period,
and transmit the message.

BRIEF DESCRIPTION OF THE DRAWINGS

The features, nature, and advantages of the present disclo-
sure will become more apparent from the detailed description
set forth below when taken in conjunction with the drawings
in which like reference characters identify correspondingly
throughout.

FIG. 1 is a simplified block diagram of several sample
aspects of communication components.

FIGS. 2A-2F illustrate examples of a message according to
some implementations.

FIGS. 3A-3E illustrate examples of a message according to
some implementations.

FIG. 4 illustrates an example of a method of transmitting
and receiving a probe request and a probe response according
to some implementations.

FIG. 5A illustrates is an example of a link identifier of a
tunneled probe request frame according to some implemen-
tations.

FIG. 5B illustrates an example of a link identifier of a
tunneled probe request frame according to some implemen-
tations.

FIG. 5C illustrates an example of a link identifier of a
tunneled probe response frame according to some implemen-
tations.

FIG. 5D illustrates an example of a link identifier of a
tunneled probe response frame according to some implemen-
tations.
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FIG. 6 illustrates an example of a method of transmitting
and receiving a probe request and probe response and a TDLS
discovery request and a TDLS discover response according to
some implementations.

FIG. 7 illustrates an example of a method of transmitting
and receiving a GAS initial request and response according to
some implementations.

FIG. 8 illustrates an example of a method of monitoring for
communication devices according to some implementations.

FIG. 9 illustrates an example of a device according to some
implementations.

FIG. 10 illustrates a flowchart of a method of transmitting
a probe frame according to some implementations.

FIG. 11 illustrates an example of a computer program
product according to some implementations.

DETAILED DESCRIPTION

Popular wireless network technologies may include vari-
ous types of wireless local area networks (WLANs). A
WLAN may be used to interconnect nearby devices together,
employing widely used networking protocols. The various
embodiments described herein may apply any communica-
tion standard, such as WiFi or, more generally, any member of
the IEEE 802.11 family of wireless protocols.

In some implementations, a WLAN includes various
devices which are the components that access the wireless
network. For example, there may be two types of devices:
access points (APs) and clients (also referred to a stations, or
STAs). In general, an AP serves as a hub or base station for the
WLAN and a STA serves as a user of the WLAN. For
example, a STA may be a laptop computer, a personal digital
assistant (PDA), a mobile phone, etc. In an example, a STA
connects to an AP via a WiFi (e.g., IEEE 802.11 protocol)
compliant wireless link to obtain general connectivity to the
Internet or to other wide area networks. In some implemen-
tations a STA may also be used as an AP.

In another aspect, wireless networks may operate in infra-
structure mode. In infrastructure mode, a STA connects to an
AP which serves as a hub for connecting with other wireless
clients to the network infrastructure, including, for example,
Internet access. Infrastructure mode uses a client-server
architecture to provide connectivity to the other wireless cli-
ents. In one aspect, wireless networks generate a periodic
Beacon signal which broadcasts wireless network character-
istics (e.g., maximum data rate, encryption status, AP MAC
address, SSID, etc.) to all nearby clients. For example, a
service set identifier (SSID) may identify a particular wireless
network.

Establishing a direct connection between wireless clients
requires discovery of a wireless client device which is capable
of establishing a direct connection. A wireless device, or
client, associated with a home network may be referred to as
an associated STA

A wireless protocol (e.g., IEEE 802.11, or the like) may
define a protocol enabling wireless STAs associated with an
AP to setup a direct link between them. One such protocol is
tunneled direct link setup (TDLS). As described herein,
TDLS setup messages may be encapsulated in a message
(e.g., adataunit such as a protocol data unit (PDU)) according
to a specific ethertype, so that they can be tunneled through an
AP. In an example, the ethertype is specified in a field within
an Ethernet frame, indicating the protocol used for encapsu-
lating the payload in the message. According to the TDLS
protocol, a TDLS setup message may include a discovery
request that is sent to associated STAs. The discovery request
may then be responded to by STAs which are TDLS capable
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4

through a TDLS discovery response. Since the TDLS discov-
ery request and response are encapsulated according to the
ethertype used by the AP, the AP does not have to be upgraded
in order for TDLS to be used between two associated STAs
because all the AP sees are messages encapsulated according
to the ethertype. Thus, TDLS direct links can be set up
between two TDLS capable STAs without a need to upgrade
the AP.

According to some implementations, a probe frame may
also be encapsulated in a portion of a message. A probe frame
includes, for example, such messages as a probe request and
a probe response, but is not limited thereto. A probe request
may include information required for establishing a direct
communication link between associated STAs. The client
device may be capable of processing the message upon detec-
tion of the encapsulated probe frame. For example, if a data
frame has a probe identifier in one the portions of the message
described below with respect to FIGS. 2A-2F and FIGS.
3A-3E, it may generate an appropriate response. Further for
example, the client device may be capable of processing a
message with an encapsulated probe frame body according to
a protocol defined by a standard, for example, the WiFi alli-
ance (WFA) standard, as will be discussed with respect to
FIG. 2C below. APs would not have to be upgraded for pro-
cessing a probe frame exchanged between two STAs since the
tunneled probe request/response may be encapsulated in a
data message. Thus, direct communication links can be set up
between two client device STAs without upgrading the AP
because the AP may forward the tunneled probe frames
within a message without any additional processing.

FIG. 1 is a simplified block diagram of several sample
aspects of communication components according to some
implementations. The communication components include
an access point (AP) 150, and a plurality of client devices
(STAs). A first STA1 (105A) may represent a client device
which is a source of a tunneled probe request. The tunneled
proberequest may include the information to directly connect
to one or more of STAs in the communication network. For
example, the tunneled probe request may include the direct
network address of the source STA, such that a receiving STA
may directly communicate with the source STA. STA1l
(105A) may generate and transmit a tunneled probe request,
as represented by tunneled probe request transmission 110, to
the other associated STAs in the communication network
through the AP 150. The AP 150 may transparently forward
the information in the tunneled probe request in a broadcast
120 to the STAs associated with the AP 150. Associated STAs
may be any of STA1 (105A), STA2 (105B), and STAn
(105C). As represented by STAn (105C), any number of STAs
may be associated with the AP 150. The receiving STAs
105B, 105C, may then generate and transmit a probe response
130 to STAT. Additionally, areceiving STA (e.g., STA2 105B,
STAn 105C), may generate and transmit a tunneled probe
response 140 to the AP 150. The AP may then transmit the
tunneled probe response 160 to the STA1 (105A). According
to some implementations, all STAs that have received the
tunneled probe request broadcast, excluding the source STA
105 A, are regarded as receiving STAs.

The encapsulation of a probe frame in a message will now
be described with reference to FIGS. 2A-2F. FIG. 2A illus-
trates a first example of a message 210 including an encap-
sulated probe frame 217. The message 210 may include a
portion including a protocol identifier 216 and a portion
including the probe frame 217. The message 210 may also
include a payload type field, a category/action field, and a
type/subtype field arranged in any number of variations with
respect to the probe frame 217 as will be discussed with
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reference to FIGS. 2B-2F below. The probe frame 217 may
also be generally described and referred to as a payload.

FIG. 2B is another example of a message 220 including
three portions corresponding to an encapsulation protocol.
The message 220 may contain a protocol identifier 226, a
payload type field 228, and a probe frame 227. The payload
type field 228 may indicate the presence of a probe frame 227.
A probe frame 227 may include information regarding either
aprobe request or a probe response, or additional information
regarding capabilities of the STA. A probe frame 227 may
also be generally described and referred to as a payload.

The content of the messages 210 and 220 discussed above
will be described in greater detail with reference to the
examples of FIGS. 2C-2F. FIG. 2C illustrates an example of
a message 200 according to some implementations. A probe
frame may be generated by an associated STA. The probe
frame may be encapsulated in the message 200. The message
200 may include protocol layers or fields 201-205. Fields of
the message 200 may include a MAC header 201, a logical
link control (LLC)/subnetwork access protocol (SNAP)
header 202, a payload type field 203, a type/subtype field 204,
and an encapsulated frame body (EFB) 205. A MAC header
201 may contain information regarding a source address of a
message, a destination address of a data unit and/or a mes-
sage, and a message type as will be discussed further with
respect to FIGS. 5A-5D below. The LLC/SNAP header 202
may contain, for example, eight octets. The first three octets
may correspond to an LL.C header. An LLC header, for
example AA-AA-03, may indicate that a SNAP header is
present. The next three octets of LLC/SNAP header 202 may
contain the SNAP header. A SNAP organizationally unique
identifier (OUI), for example 00-00-00, may indicate the
presence of an ethertype as a SNAP physical identifier (PID).

The last two octets of a LLC/SNAP header 202 may cor-
respond to an ethertype. An ethertype may identify an asso-
ciated protocol of the message. For example, an ethertype
may identify a protocol field subsequent to the LLC/SNAP
header 202. With reference to FIG. 2C, an ethertype 89-0d
may identify, for example, an 802.11 encapsulation protocol.
The message 200 may be an example of an encapsulation
protocol defined in 802.11. An 802.11 encapsulation protocol
may include a payload type field 203 as a first portion of the
message 200 following the LLC/SNAP header 202. The pay-
load type field 203 may have any number of values associated
therewith. With reference to FIG. 2C, the payload type field
203 may have a value of 3, indicating a probe frame is encap-
sulated. A type/subtype field 204 may indicate the type and
subtype of the EFB 205. The EFB 205 may include the
encapsulated probe frame. As a result, a direct connection
link may be established between devices which may or may
not have TDLS discovery capability as described above.

FIG. 2D illustrates an example of a message 300 according
to some implementations. Protocol fields 301-303 may be
similar to protocol fields 201-203 described above in relation
to FIG. 2C. Referring to FIG. 2D, a payload type 303 may
have a value of 2, indicating a TDLS encapsulation protocol.
A TDLS encapsulation protocol may include a category/ac-
tion field 304.

The category/action field 304 may indicate an action frame
category and a specific action frame. The message 300 may
include an encapsulated action frame body (EAFB) 305 fol-
lowing the category/action field 304. The EAFB 305 may be
configured as a TDLS frame body and may include TDLS
instructions as discussed above, including a TDLS discovery
request frame and a TDLS discovery response frame. The
category/action field 304 may have unassigned data bits that
may be reassigned to include a probe frame. The unassigned
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data bits may be configured to include the additional infor-
mation required for a probe request and a probe response.
Thus, a TDLS encapsulation protocol may be used for a probe
frame, as indicated by a value of the category/action field 304.
For example, reserved category field bits 5-126 as defined by
IEEE 802.11 may be reassigned to include the probe frame
information. Additionally or alternatively, reserved action
field bits 16-255 as defined by IEEE 802.11 may be reas-
signed to include the probe frame information.

FIG. 2E illustrates another example of a message 400
according to some implementations. Protocol fields 401-402
may be similar to protocol fields 201-202 and 301-302
respectively, as described above. An LL.C/SNAP 402, as illus-
trated in FIG. 2C, may be configured to include an ethertype
which identifies an encapsulation protocol not defined by
IEEE. As represented by the ethertype value of XX-XX in
FIG. 2C, the ethertype may identify any number of encapsu-
lation protocols for a message 400. For example, the encap-
sulation protocol may correspond to an encapsulation proto-
col of a Wireless Fidelity (Wi-Fi) Alliance (WFA). Thus, the
message encapsulation protocol may not need to correspond
to a protocol defined by any particular standard.

FIG. 2F illustrates another example of a message 310
according to some implementations. The example illustrated
in FIG. 2F is similar to the examples illustrated in FIGS. 2C
and 2D in that protocol fields 311-312 may be similar to
protocol fields 201-202, and 301-302 described above with
reference to FIGS. 2C-2D. As illustrated in FIG. 2F, an LLC/
SNAP header 312 may be followed by a payload type field
313 and a category field 314. The payload type field 313 may
have a value of 2, indicating a TDLS encapsulation protocol.
The value of the category field 314 may indicate the presence
of a particular encapsulated frame body 315. For example, a
category field 314 having a value of 127 may indicate that a
the encapsulated frame body 315 (e.g., probe request frame or
probe response frame) corresponds to a vendor specific action
frame body. The message 310 may also include a separate
Organizationally Unique Identifier (OUI) field 316 for iden-
tifying a particular standard. For example, the OUI field 316
may identify a standard corresponding to WFA.

An ethertype value corresponding to various protocols
allows for the assignment of other values to a type/subtype
403 and an EFB 404 than those specified by any particular
protocol. For example, an ethertype value corresponding to a
protocol registered to WFA would allow the type/subtype
field 403 to take on other values than those defined by the
IEEE 802.11 protocol.

Each of the messages 200, 300, 400, and 310 discussed
above may contain a greater or fewer number of fields as
illustrated in FIGS. 2A and 2B above. Fields may also be
referred to as layers or portions of the message 200, 300, 400,
and 310 which correspond to the encapsulation protocol. The
arrangement and number of the fields of the message is not
particularly limited to those describe with respect to FIGS.
2A-2F above.

FIGS. 3A-3E show various configurations of a message
according to some implementations of the message of FIG.
2C. FIGS. 3A-3E respectively illustrate example formats for
messages 500, 600, 700, 800, and 900. Protocol fields 501-
502,601-602,701-702, 801-802, and 901-902 may be similar
to protocol fields 201-202 and 301-302 respectively, as
described above. With reference to FIG. 3A, a type/subtype
field 503 may be set to a value indicating the presence of a
probe request frame body. The type/subtype field 503 may be
set to the type and subtype of a probe request frame. For
example, the type may be set to a management type, and the
subtype may be set to a probe request type. As illustrated in
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FIG. 3 A, the type/subtype field 503 may be set to 00/0100 to
represent a probe request type, but is not limited thereto. The
EFB 504 may include a probe request frame body as illus-
trated in FIG. 3A. The probe request frame included in EFB
504 may include one or more of an SSID element, a supported
rates element, an extended supported rates element, and one
or more vendor specific elements.

Alternatively, the subtype field may indicate a probe
response type. As illustrated in FIG. 3B, a type/subtype field
603 may be set to 00/0101 to represent a probe response type,
but is not limited thereto. The EFB 604 may include a corre-
sponding encapsulated frame body including a probe
response frame. The probe response frame included in EFB
604 may include one or more of a timestamp, beacon interval,
device capability, SSID, a supported rates element, and coun-
try of origin.

Furthermore, the type/subtype field may be set to indicate
an action frame body. As illustrated by message 700 in FIG.
3C, atype/subtype field 703 may be set to a value of 00/1101
to represent an EFB 704 including an action frame body. An
action frame body may include a category field, an action
field, and any number of vendor specific information ele-
ments.

For example, as illustrated in message 800 of FIG. 3D, a
category/action field 804 may be set to represent a public
action frame (Category 4) and a Generic Advertisement Ser-
vice (GAS) initial request frame body (Action 10). Alterna-
tively, as illustrated in FIG. 3E, a category/action field 804
may be set to represent a public action frame (Category 4) and
a Generic Advertisement Service (GAS) initial response
frame body (Action 11).

While certain examples have been illustrated with respect
to the use of certain values for a type/subtype field and a
category/action field, the values of these fields are not limited
to those discussed above. Any number of values may be used
to define a type/subtype field and a category/action field to
represent various encapsulated frame bodies. Furthermore,
eachoffields 205, 305, 404,315,217,227.504, 604,704, 805,
and 905 as discussed above may be referred to as a payload of
each of the respective messages. A payload may include
probe information, which may be in the form of an encapsu-
lated probe frame. A probe frame may include a probe request
or a probe response as discussed above. Furthermore, various
fields of messages 210, 220, 200, 300, 310, and 400, may also
be referred to as portions or layers of the respective messages.

FIG. 4 illustrates an example method of establishing a
direct communication link with an encapsulated probe frame.
A tunneled probe request is generated and transmitted at S1
by a STA (STA1), functioning here as the source STA. The
tunneled probe request includes the required information for
establishing a direct communication link between associated
STAs. The tunneled probe request is received at the AP with
which STA1 is in communication. The AP may then broad-
cast the information in the tunneled probe request to STAs
associated with the AP, as represented by S2. In one aspect,
the tunneled probe request is broadcast to all STAs, including
the source STA (STA1). As shown for simplicity, there may be
two STAs, STA1 and STA2. As described, STA1 may be a
source STA, and STA2 may be a receiving STA. STA2 may
then transmit a tunneled probe response to the AP, as repre-
sented by S3. The AP may then transmit the tunneled probe
response to STA1, as represented by S4. In some implemen-
tations, the tunneled probe request transmitted by STA1 and
the tunneled probe response transmitted by STA2 may
include a MAC address of the transmitting STA.

FIGS. 5A-5D illustrate examples of a link identifier of a
probe frame. The probe frame may generally include at least
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the link identifier, represented by A1-A3. The link identifier
may also reside in a MAC header of a message as discussed
above. An AP may access the link identifier in the MAC
header in order to transmit a message without having to
access the information of a probe frame. Additionally, a STA
may use the link identifier in the probe frame or the MAC
header to generate a probe response. The link identifier infor-
mation found in a MAC header may be the same as or differ-
ent from the link identifier information found in the probe
frame.

FIG. 5A illustrates an example link identifier of a tunneled
probe request frame transmitted from a STA1 to an AP. An
address A1 may correspond to a destination address associ-
ated with the probe request frame, an address A2 may corre-
spond to an initiating or source address associated with the
probe request frame, and an address A3 may correspond to a
message type associated with the probe request frame. The
message type may include information regarding the destina-
tion address of the probe frame. For example, as illustrated in
FIG. 5A, a first address Al in this example is an indicator as
to the BSSID (basic service set identifier) associated with the
AP. Ataddress A2 is information identifying the source STA,
STA1, which may include a MAC address for the source STA.
At address A3, information indicates that the probe request
frame is of a broadcast type.

FIG. 5B illustrates an example of a link identifier of a
tunneled probe request frame broadcast by an AP. [llustrated
by a first address Al in this example is an indicator as to the
type of message, which for the tunneled probe request is a
broadcast type. At address A2 is information identifying the
AP, which in this example is a BSSID associated with the AP.
At address A3 is information identifying the source STA,
STA1, which may include an associated MAC address.

FIG. 5C illustrates an example link identifier of a tunneled
probe response frame transmitted from a STA2 through the
AP. Illustrated by a first address Al in this example is an
indicator as to the BSSID associated with the AP. At address
A2, is the information identifying the source STA, STA2,
which may include a MAC address for the source STA. AtA3,
information may indicate a probe response frame is to be sent
to a STAL.

FIG. 5D illustrates an example of a link identifier of a probe
response transmitted from an AP. [llustrated by a first address
Al in this example is information identifying the receiving
STA, STAT. At address A2 is an indicator as to the BSSID
associated with the AP. At address A3, information may indi-
cate a source STA, e.g. STA2.

Each probe request and probe response may also include
additional information. Furthermore, addresses A1-A3 may
be configured to indicate an address of any client device or
AP. For example, a tunneled probe request may include a
BSSID element that specifies the BSSID of the AP to which
the STA transmitting the tunneled probe request is associated.
A tunneled probe response may be limited such that it is
transmitted only by STAs that are associated with the same
BSSID. Additionally or alternatively, a tunneled probe frame
may contain information about a peer-to-peer network to
which the STA transmitting the probe frame may be concur-
rently associated.

FIG. 6 illustrates an example of a method for establishing
a TDLS communication link with a tunneled probe frame
according to some implementations. As represented by S1,
the method may beginby a source STA, e.g. STA1, generating
and transmitting a tunneled probe request. The tunneled
probe request may be transmitted through the AP to be broad-
cast to receiving STAs, as represented by S2 and discussed
with respect to FIG. 4 above. A receiving STA (e.g., STA2),
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may transmit a tunneled probe response through an AP to the
source STA, as represented by steps S3-S4 and as discussed
with respect to FIG. 4 above.

The method may further incorporate a follow-up TDLS
discovery technique as illustrated in FIG. 6. At S5, a TDLS
discovery request may be transmitted by a STA, e.g. STA1,
functioning here again as the source STA. The TDLS discov-
ery request is received at the AP with which STA1 is in
communication. At S6, the AP may then broadcast the infor-
mation in the discovery request to STAs associated with the
AP. In some implementations, the TDLS discovery request is
broadcast to all STAs. As described, STA1 is the source STA.
STA2 is a receiving STA. STA2 may then send a discovery
response directly to STAT. STA1 may be configured to trans-
mit an acknowledgment (not shown) to STA2 in response to
the TDLS discovery response. At S7, a STA1 may setup a
TDLS direct link with a STA2 based on the discovery
response. Additionally, or alternatively, a STA2 may setup a
direct communication link immediately after receiving a tun-
neled probe response at S4.

According to some implementations, a tunneled probe
response may also include a TDLS capability. A TDLS dis-
covery operation may be performed based on the TDLS capa-
bility included in the tunneled probe response. A TDLS capa-
bility may be indicated in an extended capabilities element
included in the tunneled probe response.

FIG. 7 illustrates an example of a method for establishing
a TDLS communication link with a tunneled probe frame
according to some implementations. The method may begin
by a source STA, e.g. STA1, transmitting a tunneled probe
request. The tunneled probe request may be transmitted
through the AP to be broadcast to receiving STAs as discussed
with respect to steps S1-S2 of FIG. 4 above. A receiving STA,
e.g. STA2, may transmit a tunneled probe response through
an AP to the source STA as discussed with respect to steps
S3-S4 of FIG. 4 above.

The method may further incorporate a follow-up tunneled
Generic Advertisement Service (GAS) request technique as
illustrated in FIG. 7. For example, a tunneled GAS initial
request may be sent following a probe request or in response
to a probe request, but is not limited thereto. At S5, a tunneled
GAS initial request may be transmitted by a STA, e.g. STA1,
functioning here again as the source STA. The GAS initial
request is received at the AP with which STA1 is in commu-
nication. At S6, the AP may then broadcast the information in
the tunneled GAS initial request to STAs associated with the
AP. In some implementations, the tunneled GAS initial
request is broadcast to all STAs. As described above, STA1
may be source STA and STA2 may be a receiving STA. At S7,
STA2 may then send a tunneled GAS initial response to STA1
through the AP. A STA1 may setup a GAS direct link with a
STA2 based on the discovery response at S8. Additionally, or
alternatively, a STA2 may setup a direct communication link
immediately after tunneled probing at S4 as describe in FIG.
4 above.

According to some implementations, a tunneled GAS ini-
tial request may be transmitted to a unicast destination
address rather than a broadcast address based on information
obtained from tunneled probing. For example, a GAS initial
request may be sent to a peer-to-peer network first prior to
being broadcast to all associated STAs. This operation may
reduce the response volume of tunneled GAS initial response
frames.

In addition to tunneled probing and TDLS discovery, as
described above, associated STAs may perform an active scan
on certain social channels. A social channel may be a channel
which is designated for non-associated STAs to monitor for a
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probe or discovery request. For example, the social channels
may be channels 1, 6, and 11 in a 2.4 GHz band. Performing
an active scan may include the transmission of one or more
probe requests to at least one of the social channels. In some
implementations, a STA performs an active scan by transmit-
ting a probe request on each of the social channels.

FIG. 8 illustrates an example of a method of performing
tunneled probing and active scanning An associated STA may
be communicating on a channel associated with an AP. For
example, with reference to FIG. 8, an associated STA may be
communicating on Ch. 54. The STA may perform active
scanning on social channels to scan for other associated STAs
and non-associated STAs. For example, the STA may tempo-
rarily disconnect from an AP channel and may generate and
transmit a probe request on a social channel. With reference to
FIG. 8, the STA may switch to, for example, channel 11. The
STA may generate and transmit a probe request 801 to the
social channel. The STA may then wait for a probe response.
If a probe response has not been received within a predeter-
mined time, the STA may continue scanning the other social
channels. For example, the STA may generate and transmit a
probe request 801 to social channels 6 and 1. The STA may
wait for a predetermined time to receive a response to each
probe request 801. The STA may subsequently switch to an
AP channel, e.g. channel 54, and generate and transmit a
tunneled probe request 802. The tunneled probe request 802
may be transmitted through the AP as discussed above.

According to the method illustrated in FIG. 8, a STA may
ensure that other associated STAs and non-associated STAs
are discovered. The STA may also be configured to discon-
nect from an AP channel for a short period to perform the
active scanning Additionally, the STA may be configured to
communicate (via an AP mode communication module) to
the AP that the disconnection is a sleep-mode or idle-mode in
order to quickly re-establish a connection with the AP once
active scanning has been performed.

According to some implementations, a STA which is asso-
ciated with another basic service set (BSS) may be entered
into a peer-to-peer listen mode in response to a user input. In
apeer-to-peer listen mode, the STA’s association with the AP
may essentially be interrupted. As discussed above, the inter-
ruption may be communicated to the AP as a sleep-mode,
power-save mode, or idle-mode in order to quickly re-estab-
lish a connection with the AP. A scanning non-associated STA
may receive a probe request from an associated STA in a
peer-to-peer listen mode. An associated STA in peer-to-peer
listen mode is likely to be in a power save mode or idle-mode
with respect to the associated AP as discussed above. How-
ever, the periodic listen mode may increase the power con-
sumption of the associated STA. An associated STA may not
be discovered by a non-associated STA due to the fact that the
STA is in a power-save mode or idle-mode while in peer-to-
peer listen mode. In some implementations, an associated
STA in an active state and communicating on a BSS channel
may not have to periodically transmit a probe request on the
social channels. The associated STA may rely on a response
to the transmitted probe request received by another STA on
the BSS channel. As a result, an associated STA may reduce
the power consumption of a peer-to-peer listen mode by not
entering a listen mode and relying on the above described
probe request.

According to some implementations, a STA which is asso-
ciated with a peer-to-peer network may be discovered when
an access point type indicates its presence in a probe
response. For example, an access point type may be set to a
GO type, and the presence of the STA may be indicated by a
probe response transmitted by the AP.
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According to some implementations, a WiFi simple con-
figuration (WSC) with a requested device type may be
included in a probe frame. By including a WSC, the volume of
tunneled probe responses may be moderated by qualifying
the types of devices that should respond. The WSC may be
used to select a subset of the receiving STAs that may transmit
a tunneled probe response.

The configuration of a client device or STA will now be
described with reference to FIG. 9. The STA 901 may be
configured to perform the functions described above. A STA
901 may include a processing module 902 and a message
transmission module 905. The processing module 902 may
include a probe frame generating module 903, a message
generating module 904, and a channel selection module 906.
The probe frame generating module 903 may be coupled to
the message generating module 904 and may be configured to
generate a probe frame to be encapsulated in a message. The
message generating module 904 may be configured to gener-
ate a message including the encapsulated probe frame. The
message generating module may be coupled to the message
transmission module 905. The message transmission module
905 may be configured to transmit the message including the
encapsulated probe frame to an AP in order to communicate
atunneled probe request or tunneled probe response. Further,
the channel selection module 906 may be configured to select
a channel for transmission of the message. For example, as
discussed above with reference to FIG. 8, the channel selec-
tion module 906 may be configured to select a channel asso-
ciated with an AP during a first time period to transmit a probe
request and receive a probe response through the AP. Further,
the channel selection module 906 may be configured to select
social channels during other time periods. When a social
channel is selected, the message transmission module 905 is
configured to transmit probe requests and probe responses on
the social channels directly from other STAs. Further, while
not illustrated, a client device or STA may include a message
reception module configured to receive a probe frame trans-
mitted from an AP or another client device or STA. The
message reception module may be provided separately from
the message transmission module 905, or may be integral
with the message transmission module 905.

FIG. 10 is an example of a method according to some
implementations. At block 10-1, a probe frame is generated.
Atblock 10-2, a message is generated, the message including
the encapsulated probe frame as discussed above. At block
10-3, a transmission channel may be selected. For example, a
transmission channel of the AP may be selected during a first
time period for transmitting the message through the AP, and
a social channel may be selected during a second time period
for transmitting the message to other STAs that are camped on
the social channel. At block 10-4, the message, including the
probe frame, is transmitted, either through an AP as a tun-
neled probe request or tunneled probe response or directly to
another STA camped or communicating on a social channel.

While for purposes of simplicity of explanation, the meth-
odologies are shown and described as a series of acts, it is to
be understood and appreciated that the methodologies are not
limited by the order of acts, as some acts may, in accordance
with one or more aspects, occur in different orders and/or
concurrently with other acts from that shown and described
herein. For example, those skilled in the art will understand
and appreciate that a methodology could alternatively be
represented as a series of interrelated states or events, such as
in a state diagram. Moreover, not all illustrated acts may be
required to implement a methodology in accordance with one
or more aspects.
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One skilled in the art would understand that the steps
disclosed in the example algorithms can be interchanged in
their order without departing from the scope and spirit of the
present disclosure. Also, one skilled in the art would under-
stand that the steps illustrated in the example algorithms are
not exclusive and other steps may be included or one or more
of'the steps in the example algorithms may be deleted without
affecting the scope and spirit of the present disclosure.

Those of skill would further appreciate that the various
illustrative components, logical blocks, modules, circuits,
and/or algorithm steps described in connection with the
examples disclosed herein may be implemented as electronic
hardware, firmware, computer software, or combinations
thereof. For example, a message transmission module 905
and a message reception module may be a transmitter,
receiver, or antenna device. A processing module 902 and
1104 may be a CPU, MPU, or the like. To clearly illustrate this
interchangeability of hardware, firmware and software, vari-
ous illustrative components, blocks, modules, circuits, and/or
algorithm steps have been described above generally in terms
of their functionality. Whether such functionality is imple-
mented as hardware, firmware or software depends upon the
particular application and design constraints imposed on the
overall system. Skilled artisans may implement the described
functionality in varying ways for each particular application,
but such implementation decisions should not be interpreted
as causing a departure from the scope or spirit of the present
disclosure.

In one example, the illustrative components, flow dia-
grams, logical blocks, modules and/or algorithm steps
described herein are implemented or performed with one or
more processors. In one aspect, a processor is coupled with a
memory which stores data, metadata, program instructions,
etc. to be executed by the processor for implementing or
performing the various example algorithms, flow diagrams,
logical blocks and/or modules described herein. For example,
with reference to FIG. 11, a processing module 1104 may be
coupled to a memory unit 1100. The memory unit 1100 may
contain instructions for causing a computer to perform vari-
ous functions. For example, the memory unit 1100 may con-
tain a generate probe frame instruction 1101 for generating a
probe frame as discussed above. The memory unit 1100 may
also include a generate message instruction 1102 for gener-
ating a message which contains an encapsulated probe frame
as discussed above. The memory unit 1100 may also contain
a select channel instruction 1103, that when executed, deter-
mines the channel on which the message is to be transmitted
during particular time periods. The memory unit 1100 may
further contain a transmit message instruction 1104 for trans-
mitting the generated message.

The memory unit 1100 may be formed as a computer
readable medium. Computer-readable media includes both
computer storage media and communication media including
any medium that facilitates transfer of a computer program
from one place to another. A storage media may be any
available media that can be accessed by a computer. By way
of example, and not limitation, such computer-readable
media can comprise RAM, ROM, EEPROM, CD-ROM or
other optical disk storage, magnetic disk storage or other
magnetic storage devices, or any other medium that can be
used to carry or store desired program code in the form of
instructions or data structures and that can be accessed by a
computer. Also, any connection is properly termed a com-
puter-readable medium. For example, if the software is trans-
mitted from a website, server, or other remote source using a
coaxial cable, fiber optic cable, twisted pair, digital subscriber
line (DSL), or wireless technologies such as infrared, radio,
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and microwave, then the coaxial cable, fiber optic cable,
twisted pair, DSL, or wireless technologies such as infrared,
radio, and microwave are included in the definition of
medium. Disk and disc, as used herein, includes compact disc
(CD), laser disc, optical disc, digital versatile disc (DVD),
floppy disk and blu-ray disc where disks usually reproduce
data magnetically, while discs reproduce data optically with
lasers. Combinations of the above should also be included
within the scope of computer-readable media. In summary, it
should be appreciated that a computer-readable medium may
be implemented in any suitable computer-program product.

As a hardware implementation, the processing modules
902 of FIGS. 9 and 1104 of FIG. 11 may be implemented
within one or more application specific integrated circuits
(ASICs), digital signal processors (DSPs), digital signal pro-
cessing devices (DSPDs), programmable logic devices
(PLDs), field programmable gate arrays (FPGAs), proces-
sors, controllers, micro-controllers, microprocessors, other
electronic units designed to perform the functions described
therein, or a combination thereof. With software, the imple-
mentation may be through modules (e.g., procedures, func-
tions, etc.) that perform the functions described therein. The
software codes may be stored in memory units and executed
by a processor unit. Additionally, the various illustrative flow
diagrams, logical blocks, modules and/or algorithm steps
described herein may also be coded as computer-readable
instructions carried on any computer-readable medium
known in the art or implemented in any computer program
product known in the art.

The functionality described herein (e.g., with regard to one
or more of the accompanying figures) may correspond in
some aspects to similarly designated “means for” functional-
ity in the appended claims. For example, a processing module
902 of FIGS. 9 and 1104 of FIG. 11 may correspond to means
for generating a message, means for encapsulating a probe
frame, means for generating a message, and means for select-
ing a channel. For example, a probe frame generating module
903 of FIG. 9 may correspond to a means for generating a
probe frame. A message generating module 904 of FIG. 9
may correspond to a means for generating a message. A
message transmission module 905 of FIG. 9 may correspond
to a means for transmitting a message.

It will be understood that other aspects will become readily
apparent to those skilled in the art from the descriptions
herein. One skilled in the art would understand that the
present disclosure, the drawings and the descriptions in the
present disclosure are to be regarded as illustrative in nature
and not as restrictive.

The description set forth in connection with the appended
drawings is intended as a description of various aspects of the
present disclosure and is not intended to represent the only
aspects in which the present disclosure may be practiced.
Each aspect described in this disclosure is provided merely as
an example or illustration of the present disclosure, and
should not necessarily be construed as preferred or advanta-
geous over other aspects. The description includes specific
details for the purpose of providing a thorough understanding
of'the present disclosure. However, it will be apparent to those
skilled in the art that the present disclosure may be practiced
without these specific details. In some instances, well-known
structures and devices are shown in block diagram form in
order to avoid obscuring the concepts of the present disclo-
sure. Acronyms and other descriptive terminology may be
used merely for convenience and clarity and are not intended
to limit the scope of the disclosure.

The description of the disclosed aspects is provided to
enable any person skilled in the art to make or use the present
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disclosure. Various modifications to these aspects will be
readily apparent to those skilled in the art, and the generic
principles defined herein may be applied to other aspects
without departing from the spirit or scope of the disclosure.

What is claimed is:

1. An apparatus for wireless communication, comprising:

a message generating module configured to generate a

probe request message, the probe request message
including an encapsulated probe frame comprising a
message type field that indicates to an access point (AP)
that the probe request message is a broadcast request;

a channel selection module configured to select a first

communication channel during a first time period and to
select from a plurality of second communication chan-
nels during a second time period; and

a transmission module configured to:

transmit the probe request message to an associated
station through the AP during the first time period
using the first communication channel;

determine that no response to the probe request message
was received from the associated station; and

in response to the determination that no response was
received from the associated station, transmit the
probe request directly to a plurality of non-associated
stations using each of the plurality of second commu-
nication channels during the second time period,
wherein the associated station is associated with the
AP.

2. The apparatus of claim 1, wherein the probe request
message includes an identifier of the encapsulated probe
frame, the identifier identifying a portion of the probe request
message that indicates a location of the probe frame in the
probe request message, wherein the portion of the probe
request message comprises one of a payload type, a category
field, and an action field indicating the location of the encap-
sulated probe frame in the probe request message.

3. The apparatus of claim 2, wherein the identifier com-
prises an ethertype.

4. The apparatus of claim 1, comprising a reception module
configured to receive an encapsulated probe response frame
from the client device through the AP.

5. The apparatus of claim 1, wherein the first communica-
tion channel corresponds to a basic service set (BSS) channel,
and wherein the second communication channels correspond
to social channels.

6. The apparatus of claim 1, wherein the channel selection
module is configured to select from the second communica-
tion channels following transmission of the probe request
message on the first communication channel.

7. The apparatus of claim 1, wherein the probe frame
includes requested device type information.

8. The apparatus of claim 1, further comprising an AP
mode communication module configured to communicate a
mode of'the apparatus to the AP, the mode comprising at least
one of a power-save mode, a sleep-mode, and an idle-mode to
the AP.

9. The apparatus of claim 1, wherein the probe request
message includes a link identifier identifying a destination
address of the probe request message.

10. The apparatus of claim 1, wherein the probe request
message includes an encapsulated vendor specific action
frame.

11. The apparatus of claim 9, wherein the link identifier
further comprises information regarding a source address and
a message type.
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12. The apparatus of claim 11, wherein the probe request
message includes a payload type field followed by one of a
type/subtype field and a category/action field.

13. The apparatus of claim 12, wherein one of the type/
subtype field and the category/action field indicates a TDLS
probe request frame body.

14. The apparatus of claim 12, wherein one of the type/
subtype field and the category/action field indicates a TDLS
probe response frame body.

15. The apparatus of claim 12, wherein one of the type/
subtype field and the category/action field indicates a TDLS
generic advertisement service (GAS) initial request frame
body.

16. The apparatus of claim 12, wherein one of the type/
subtype field and the category/action field indicates a TDLS
generic advertisement service (GAS) initial response frame
body.

17. A method of wireless communication implemented in a
wireless device, comprising:

generating a probe frame;

encapsulating the probe frame in a probe request message;

selecting a first channel for transmitting the probe request

message to an associated station through an access point
(AP) during a first time period;

determining that no response to the probe request message

was received from the associated station; and

in response to the determination that no response was

received from the associated station, selecting from a
plurality of second channels for transmitting the probe
request message directly to a plurality of non-associated
stations during a second time period, wherein the asso-
ciated station is associated with the AP.

18. The method of claim 17, wherein the probe request
message includes an identifier of the probe frame, wherein the
identifier identifies a portion of the probe request message
that indicates a location of the probe frame in the probe
request message, and wherein the portion of the probe request
message comprises one of a payload type, a category field,
and an action field indicating the location of the encapsulated
probe frame in the probe request message.

19. The method of claim 17, further comprising receiving
a response message including a probe response frame, the
response message being tunneled through the AP.

20. The method of claim 17, wherein the probe request
message is a media access control (MAC) protocol data unit
(PDU).

21. The method of claim 17, wherein the second time
period is subsequent to the first time period.

22. The method of claim 17, further comprising switching
back to the first communication channel following transmis-
sion of the probe request message on each of the second
communication channels.

23. The method of claim 17, wherein the first communica-
tion channel corresponds to a basic service set (BSS) channel,
and wherein the second communication channels correspond
to social channels.

24. The method of claim 17, wherein the probe frame
includes requested device type information.

25. The method of claim 17, further comprising commu-
nicating a mode of the wireless device to the AP, wherein
when the second communication channel is selected, the
method further comprises communicating at least one of a
power-save mode, a sleep-mode, and idle-mode to the AP.

26. An apparatus of wireless communication comprising:

means for generating a probe frame;

means for encapsulating the probe frame in a probe request

message;
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means for selecting a first channel for transmitting the
probe request message to an associated station through
an access point (AP) during a first time period;
means for determining that no response to the probe
request message was received from the associated sta-
tion; and
means for, in response to the determination that no
response was received from the associated station,
selecting from a plurality of second channels for trans-
mitting the probe request message directly to a plurality
of non-associated stations during a second time period,
wherein the associated station is associated with the AP.
27. The apparatus of claim 26, wherein the probe request
message includes an identifier of the probe frame, wherein the
identifier identifies a portion of the probe request message
that indicates a location of the probe frame in the probe
request message, wherein the portion of the probe request
message comprises one of a payload type, a category field,
and an action field indicating the location of the encapsulated
probe frame in the probe request message.
28. The apparatus of claim 26, further comprising:
means for transmitting the probe request message to the
AP; and
means for receiving a response message including a probe
response frame, the response message being tunneled
through the AP.
29. The apparatus of claim 26, wherein the probe request
message is a media access control (MAC) protocol data unit
(PDU).
30. The apparatus of claim 26, wherein the second time
period is subsequent to the first time period.
31. The apparatus of claim 26, wherein the means for
selecting is configured to select the first communication chan-
nel following transmission of the probe request message on
each of the second communication channels.
32. The apparatus of claim 26, wherein the first communi-
cation channel corresponds to a basic service set (BSS) chan-
nel, and wherein the second communication channels corre-
spond to social channels.
33. The apparatus of claim 26, wherein the probe frame
includes requested device type information.
34. The apparatus of claim 26, further comprising means
for communicating a mode of the apparatus to the AP,
wherein the means for communicating the mode of the appa-
ratus is configured to communicate at least one of a power-
save mode, a sleep-mode, and idle-mode to the AP when the
second communication channel is selected.
35. A computer program product for processing data for a
program configured to operate instructions in a wireless com-
munication device, the computer program product compris-
ing:
a non-transitory computer-readable medium having stored
thereon code for causing processing circuitry to:
generate a probe frame;
encapsulate the probe frame in a payload of a probe
request message; and

select a first channel for transmitting the probe request
message to an associated station through an access
point (AP) during a first time period;

determine that no response to the probe request message
was received from the associated station; and

in response to determining that no response to the probe
request message was received from the associated
station, select from a plurality of second channels for
transmitting the probe request message directly to a
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plurality of non-associated stations during a second
time period, wherein the associated station is associ-
ated with the AP.

36. The computer program product of claim 35, wherein
the probe request message includes an identifier of the probe
frame, wherein the identifier identifies a portion of the probe
request message that indicates a location of the probe frame in
the probe request message, and wherein the portion of the
probe request message comprises one of a payload type, a
category field, and an action field indicating the location of
the encapsulated probe frame in the probe request message.

37. The computer program product of claim 35, further
comprising:

code for causing the processing circuitry to transmit the

probe request message to the AP; and

receive a response message including a probe response

frame, the response message being tunneled through the
AP.

38. The computer program product of claim 35, wherein
the probe request message is a media access control (MAC)
protocol data unit (PDU).
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39. The computer program product of claim 35, wherein
the second time period is subsequent to the first time period.

40. The computer program product of claim 35, further
comprising code for causing a computer to select the first
communication channel following transmission of the probe
request message on each of the second communication chan-
nels.

41. The computer program product of claim 35, wherein
the first communication channel corresponds to a basic ser-
vice set (BSS) channel, and wherein the second communica-
tion channels correspond to social channels.

42. The computer program product of claim 35, wherein
the probe frame includes requested device type information.

43. The computer program product of claim 35, further
comprising code for causing processing circuitry to commu-
nicate at least one of a power-save mode, a sleep-mode, and
idle-mode to the AP when the second communication channel
is selected.



